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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. HGHBIO npenogaBaHud AUCHUIIIINHBL ABJIACTCA HU3YyUCHUC OCHOBHBIX 3aKOHOMepHOCTeﬁ
nepcaauun HH(bOpMaLII/IH B I_[I/I(I)pOBBIX TCIICKOMMYHHUKAITUOHHBIX CUCTCMAX.

1.2. 3agauy AUCHUILIUHBI

1. 1) ®opmupoBaHue y CTyJAECHTOB KOMIETCHIIUH, MTO3BOJSIONIUX CAMOCTOATEILHO MPOBOJIUTH
MaTeMaTH4YeCKUil aHaiau3 (pU3MYEeCKUX MPOILIECCOB B aHAJIOTOBBIX U HU(POBBIX yCcTpoicTBax. 2)
@dopMHpOBaHHUE Y CTYJEHTOB KOMIETEHIIHH, MO3BOISIONIUX CAMOCTOSATENbHO OI[EHUBATh pPealbHbIe U
npeieJbHble BO3MOKHOCTH MPOITYCKHOM CIIOCOOHOCTH U TTIOMEXOYCTOMYMBOCTH TEJIEKOMMYHHUKAIIMOHHBIX
CUCTEM U CETEM.

2. MecTo aucuuninnsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte O6soka aucturiuH: YacTs, popmupyemas ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctumiinH: Moayiis crienanu3anuy (major).

Nunexc quctummmunel: 51.B.02.10.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 0cHOBHOI 00pa3oBaTeabHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHnu 1 HHAUKATOPBI UX JOCTHIKEHUS

NHaukaTopsl TOCTHXKEHUS [1nanupyemble pe3yabTaThl 00yUeHUs 10
Komnerenuus
KOMITETCHIINH JUCLUIUINHE
YHuBepcajibHble KOMIIETCHIIMT
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
IIpodeccuonanbHbIe KOMIIETEHIUH

I1K-7. Cnioco6en pemats [[1K-7.1. 3naeT MmeToasb 3HaeT METO/Ibl ONTUMH3ALINH CYIIECTBYOIINX
3a/1a4y ONTUMU3ALNHI ONTUMU3ALNH 1 HOBBIX TEXHUYECKUX PEIICHUN B YCIOBUIX
CYILIECTBYIOIINX U CYILIECTBYIOIINX U HOBBIX anpUOPHOI HEOIPEIETIEHHOCTH B 00JIacTH
HOBBIX TEXHUYECKUX TEXHUYECKUX PEIICHUN B KOAUpOBaHUs U upoBaHus nHGoOpMaluu
pELICHH B YCIOBUAX YCJIOBUSX allpUOPHOMN
arpUOPHOM HEONPEIEIEHHOCTH
HEONPEICJICHHOCTH C I1K-7.2. YMeeT npUMEHATH YMeeT NpUMEHATh COBPEMEHHBIN
IIPUMEHCHNEM IIaKCTOB | cCOBpEMEHHBII MaTeMaTHYECKHUH anmnapar Uil peleHus
NPHUKITATHBIX TIPOTPAMM | MaTeMaTHUECKUN anmapar AJis |3aa4d ONTUMHU3ALUY B 00JacTH

pelieHus 3aJauu KOAUpOBaHUS U U poBaHus HH(POpMALIUN

ONTUMU3ALNH

[1K-7.3. Bnaneer merogamu | Brnaneetr MeTogamu onTUMHU3aLUN

ONTUMU3ALNH IIPOEKTUPYEMBIX PaJIMO3IEKTPOHHBIX CUCTEM

IIPOEKTUPYEMBIX 1 KOMIUIEKCOB B 00J1aCTH KOJUPOBAHUS U

PaIMO3IEKTPOHHBIX CUCTEM U | H(PpOBaHUS HHPOPMALIUU

KOMIIJIEKCOB

4. O0beM IMCUMIIVIMHBI B 324€THBIX eJMHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMH4YeCKUX 4acOB,
BbIIEJICHHBIX HA KOHTAKTHYIO pa0oTy 00y4aromuxcsi ¢ npenoaasarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4arommxcst

CornacoeaHa Ha noptane N2 69959 2



OO6mmas TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 4 3aU€THBIX eWHUII, 144 akaJeMUYecKuX 4acoB.

Pacnpenenenue Tpya10eMKOCTH TUCIHUIUIMHEI 110 BHIaM YU4€OHOU JEATEIBPHOCTH MPEJACTABICHO B
tadimue 4.1.

Ta6mmma 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI IO BUJAM YUY€OHOM NeSITeTbHOCTH

Bcero |CemecTpsl
4acoB 9 cemectp

Buapl yaeOHOI gesTenbHOCTH

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenojaBareseM, BCero 60 60
JIeKunoHHbIE 3aHATHS 26 26
[IpakTHyeckue 3aHATUA 18 18
JlaGopaTopHbIe 3aHATHS 16 16
CamocrosiTeibHass padoTa 00y4alomuXcs, B T.4. KOHTAKTHasI 48 48
BHeayJAuTOpHasi padoTa o0y4aromuxcs ¢ npenoaasareieM, Bcero
[ToaroroBka k mabopatopHoO padboTe, HATMCAHUE OTYETa 5 5
Hanucanue otdera no naboparopHoii padbote 5 5
Hamnucanue oTyeTa nmo mpakTHYeCKOMY 3aHATHIO (CEMUHAPY) 13 13
BrinosiHeHNE TPaKTUYECKOTO 3aJaHUS 13 13
IToaroroBka K TECTUPOBAHUIO 12 12
IToaroroBka M ciava 3xk3amMeHa 36 36
Oo0mast Tpya10eMKOCTh (B Yacax) 144 144
OO0mas Tpyr0eMKoCTh (B 3.€.) 4 4

5. CTpykTypa ¥ coaep:KkaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCUUILUIMHBEI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOU NesSTeILHOCTH IPUBEICHA B
tabmmre 5.1.
Ta6auma 5.1 — Pa3nensl (TeMbl) TUCIUIIIMHEBI M BUJIBI YICOHOM e TEILHOCTH

Jlek. Cam. Bcero
[Tpak. | JIa6. dopmupyembie
HasBanwust paznenos (Tem) JUCHUILTUHBL | 3aH., pab., | gacos (6e3
3aH., 4 | pal. KOMITETEHITHH
q q JK3aMeHa)
9 cemecTp
1 Hudpossie BUIBI MOAYISLNU U 4 2 4 5 15 TIK-7
CUTHAJIbHOTO KOJUPOBAHUS, UX
CIEKTpalibHAsl U DPHEPreTUYeCcKas
3¢ peKTUBHOCTH
2 [IponyckHasi CIOCOOHOCTh KaHaja CBA3H. | 2 2 - 3 7 I1K-7
KoaupoBanue uctounuka
3 [TomexoycTOMYHMBOE KOAUPOBAHUE B 4 2 4 5 15 [1K-7
TEJICKOMMYHHUKAITMOHHBIX CUCTEMAX
4 CurHajabHO-KOJIOBbIE€ KOHCTPYKIIMU B 2 2 4 5 13 TIK-7
TEJICeKOMMYHHUKAIIMOHHBIX CHCTEMax
5 Knaccuueckue mmdps 2 2 - 3 7 I1K-7
6 IlIndpoBanue c CEKPETHBIM KITFOYOM 4 2 4 9 19 [1K-7
7 llIudpoBaHue C OTKPHITHIM KIHOUYOM 2 2 - 6 10 [TK-7
8 Kpunrorpaduiecknue mpoToKOJIbI B 4 2 - 6 12 I1K-7
CeTAX Mepe/lauu JaHHBIX
9 llludpoBanue B COBPEMEHHBIX CUCTEMAX | 2 2 - 6 10 [IK-7
CBSI3U
Hroro 3a cemectp| 26 18 16 48 108
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Uroro| 26 | 18 | 16 | 48 | 108

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNINHBI

Coneprxanne pa3ienoB (TeM) TUCHUTUIAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B Ta0ymIe 5.2.
Tabmuna 5.2 — Coneprkanue pa3zienoB (TeM) TUCHUILIMHEI (B T.4. IO JEKIHUSIM)

TpynoemkocTsb
HasBanus pasnenos (Tem) Dopmupyemsle
[ — CopeprkaHue pa3fesioB (TeM) AUCIUTUTAHBI (B T.4. TIO JICKIIUSM) (JIeKIMOHHBIE KOMITETEHILII
3aHATHUA), 4
9 cemecTp
1 LudpoBeie BUABI Awnanu3 nudpoBbIX METOIOB MoAy siuuK. Mogemsl coToBoii csazu FSK, MSK, 4 TIK-7
MOIYJISIINY U curHabHOTO |GMSK WM uKMCIIeHHBIIT aHaIM3 BEPOSITHO CTH CUMBOJIBHOMN OIIHOKHA. MOJIeMBbI
KOJUPOBaHUS, UX CIIyTHUKOBBIX cucteM cBsizu M-QAM, M-PSK, 16-APSK, 32-APSK, u
CIIEKTpajbHas U YHCIICHHBIH aHAIN3 BEPOSITHOCTH CHMBOJIBHON OITHOKHL.
SHepreTH4ecKas
3¢)q§)e1<THBH00Tb Hroro 4
2 [ponyckHas cioco6HocTh |[IpomyckHas ciocoOHOCTh KaHana cBsA3u. OObeM CUTHAJIA K €eMKOCTh KaHalla 2 [K-7
KaHaja CBA3H. CBSI3H, YCIIOBHS X corylacoBaHus. KoaupoBaHus ncTounnka. MeTost
KopupoBanue ucrounuka |3¢dextuBHOro Koguposanus. PpakraabHOe KOIUPOBAHHE H300paKEHUI.
Betiier-mpeobpa3oBaH¥si CHTHAJIOB M H300pa)keHHH.
Uroro 2
3 IlomexoycToifunBoe Konst Xemmunra, BUX (boy3a-Uoyaxypu-Xoxsenrema), Puna-ConomoHa. 4 IK-7
KOJUPOBAHHC B Huxmgeckue n3obrrounsie koasl CRC (Cyclic redundancycheck). CBeprounsie
TENEKOMMYHHKAIIMOHHBIX | KOABL. JleKoqUpoBaHHE CBEPTOYHBIX KOJOB 10 MeTOLy Butepom.
cucremMax Typ6oxonupoBanue. CBepTounble TypOOKoasl. JlekoaupoBaHue TypOOKOIOB.
XapaKTepHCTUKH [0 MEXOYCTOHINBOCTH CBEPTOYHEIX TypPOOKOIOB.
HuskomnorHoctHbie kKoabl. Knaccngukanus LDPC-komoB. MeToasl nocTpoeHus
MIPOBEPOYHBIX MATPHL. AITOPUTMBI JEKOAUPOBAHUSI HU3KOIIOTHBIX KOJIOB.
KackanHbIX KOZOB.
Uroro 4
4 CursanbHO-KOJIOBBIC CUrHanbHO-KOJOBBIC KOHCTPYKIIUH Ha OCHOBE TpeIutic KogoBOH MOLYIALIUI 2 IK-7
KOHCTPYKLUH B (TCM) n nx ananus. MccneoBanne CHTHAIBHO-KOJJOBOH KOHCTPYKIIMH Ha 6aze
TENEKOMMYHHKAIIMOHHBIX ~ |CHCTEMBI C OPTOTOHAIBHBIM YaCTOTHBIM MYJIBTUILIEKCHPOBAHH €M 1
cucremMax IIPOCTPAHCTBEHHO-BPEMEHHbBIM Koaupo BanueM OFDM - MIMO.
Hroro 2
5 Kiraccmueckue mudpsl Teopus xiaccrmdeckux mudpoB. OCHOBHbIE XapaKTEPHCTUKU OTKPHITOTO TEKCTA. 2 IK-7
Knaccudukanus mudpos. Knaccudukanus mudpos 3amensl. ndpst
nepecranoBkd. [Indpsr npocroii 3amensl. Cucrema mudpoanus Le 3aps.
A¢¢unnas cucrema noacranoBok Ilezaps. Cucrema Ile3apst ¢ KiIroueBbIM
cioBoM. burpammasit mmdp Ineideiipa. Hud p Xumna. Hudps! crnoxuoM
3amensl. ugp "nBoiiHoii kBagpat" Yurcrona. OqHopa3oBas cucteMa
mmdposanus. lllndpoBanne MeTo10M raMMUpPOBaHKSA. MeTOIBI TeHEepaIin
NICEBIOCITYYaHbIX [IOCIEA0BATENbHOCTEN unce. JIMHEeHHbIH KOHIPYIHTHBII
renepatop. Peructp casura ¢ JIMHEHHON 00paTHO# CBA3BIO.
Uroro 2
6 Ludposanue ¢ Teopust m(pPOB C CEKPETHBIM KIIIOYOM. BIIOUHBIE U TOTOYHBIE CUCTEMBI 4 [IK-7
CEKPETHBIM KIIIOUOM mmdposanus. [IpuHIUITE HOCTpOeHHs 6J0YHBIX MU poB. CTaHapT
mmdposanust gaHHEIX ['OCT. AMepukaHckuii craHaapT mu$po BaHUS JaHHBIX
DES. brousnslii kpuntoanroputM ctannapt AES. MeTosp! olieHKY KauecTBa
alro puTMOB MOTOYHOTO mHdposanus. Kpunroananms mmdpos.
CratucTH4ecKkuii aHanu3 raMmbl mudpoB. Habop cTaTHCTHYECKHUX TECTOB
HUCT. UccnenoBanue anropuTMoB IOTOYHOro mudposanus. Kpunroananus
mmdpos. CTaTHCTHYECKNI aHAIN3 raMMBbI IH(POB. AHAIN3 PE3yIIBTATOB
TecTHpoBaHus. VccnenoBanne mpon3BoAUTENbHOCTH MHU(PoB. [loTounse
pexumbl 61109HBIX MH(POB. CTpouTenbHbIe OI0KU IO TOUHBIX MIK(POB.
PerucTpsl caura ¢ 00paTHOM cBsA3bI0. PerucTpsl cBHra ¢ JIMHEHHOH 00paTHOM
CBsI3b10. PerueTpsl caBura ¢ 00pat HOM CBA3BIO 110 epeHocy. [loTounsii mudp
HC-128. IToTtounsrit mudp Rabbit. [Torounsii mudp Salsa20. [Totounslii mudp
SOSEMANUK.SERPENT u ero npousBoanbie. [Torounsrii mudp F-FCSR-H.
IoTounsni mudp Grain-128. [Torounstii mudp MICKEY-128. [lotounsrii
mmdp Trivium. Poccuiickuit 6nounstii mmgpp 'OCT B 1oTOUHOM pexume.
Brounsiii mudp AES B notounom
Hroro 4
4
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7 Hludpoanue ¢
OTKPBITHIM KIIFOYOM

Teopus muppoB ¢ OTKPHITHIM KIFOUOM. ACUMMETPUYHbIE KPUIITOCUCTEMBL.
IMpenmnockIky NOsBICHUS] aCHMMETPUYHBIX KpHnTocucteM. O6o0meHHas cxemMa
ACHMMETPHUYHOI KpUIIOCHCTEMBI. AsreOpandeckast 0000IeHHas MoIeb Mudpa.
Onnocroponnue ¢pynkuuu. daxropusanus. JJuckpeTHslil torapupm.
Kpunrocucrema RSA. OcHoBHBIE onpezienieHust U TeopeMbl. AnroputM RSA.
Ipouenyps! mudpoBaHus U pacIUPpPOBAHHUS

B kpunrocucteMe RSA. Kpunrocucrema Dnp-I'amans. Metox
9KCHOHEHINATFHOTO KiII0ueBoro ooMena Judu-Xemmana. AIropurMs
MIPAKTUUECKOHN peann3aliy KPUITO CUCTEM C OTKPBITBIM KIIt04OM. Anroputm Pa
ouna-Musuiepa (Rabin-Miller).

IK-7

Hroro

8 Kpunrrorpadguueckue
MIPOTOKOJIBI B CETAX
nepeaadu JaHHbIX

Cetn nmmdpoBanHOiT cBs3u. Opranu3anus ce Tel KOHQUICHIHATLHON CBA3M.
OcCHOBHbIE TEPMUHBI U MIOHATUS. YTPO3bl ceTsAM. IIpoToKob! pacnpeneneHus
KITIOUeH M MX XapakTepucTUkH. KoMmpomeranust abOHEHTOB CETH; CIIOCOOBI
TIOCTPOCHHS IPOTOKOJIOB- IU(PPOBAHHON CBA3U U METOBI HX PELICHHUS.
IloBTOpHOE HCIIONB30BaHKE KITIOYEH B ceTsx mudpoBaHHON cBs3H. [Tomxonsl K
CHIDKEHUIO BEPOSTHOCTU MIOBTOPHOI'O HCHOb30BaHus. CoBpeMEHHBIE
TCHAEHIUH Pa3BUTHA- CPEJICTB U METOIOB KPUNTOTpaMIECKOI 3aIUThI
nHdopmanuu. ITporpaMMHo-annapar Has peaau3alys COBPEeMEHHbIX
kpunrorpadudeckux cpencts. Kpunrorpadudaeckue mpo TOKONBI: IPOTOKOIEI C
MIOCPETHUKOM, apOUTPaXKHBIE IPOTOKOJBI M IIEHTPHI JOBEPUS, CAMOIOCTATOUHBIN
TIPOTOKOJI, IPOTOKOJIBI HA OCHOBE CUMMETPUYHON M aCCUMETPUUHON
kpurnrorpadun, X3nI-QyHKINH U TPOTOKOJIBI, ITPOTOKOJIBI CMEITAHHBIX
kpunrocucteM. PGP xoxupoBanue u mudpoBaHue ¢ OTKPHITHIM KIIFOUOM.
Oo6mue cBenenus. CoB MeCTUMOCTb. 3amuIéHHOCTh. Mexanusm pa 6ots1 PGP.
Kitoun PGP. Ludposas noanuck vHa PGP. Cxxatre nannsix. CeTb g0BepHs.
Ceprudukarsl. Open PGP. ITornomenue NetworkAssociates. CoBpeMeHHOE
cocrosinue. IIpaBoBble acnekTsl ucnons3zoBanus B Poccun. Kpunrorpaduueckas
CHCTEMa C OTKPBITHIM KJIIOUOM (MJIM aCHMMETPHYHOE MK (pOBaHHUE,
acuMMeTpuuHbIi mudp). DnexrponHas nognuck (OI1). DnexTpornas nupposas
noanuck (SLIT). AuHynupoBanus oTkpbiToro kiaoya PGP. Jlezaktu Barus —
BPEMEHHOE OTKJIIOUYEHHEHE MCIOJIB3YEeMOT0 KITFoUa HIIH KITI0UEBOI IapblL.
Ortnevartok KiIroya. MIMIIUIuTHOE 10BEpHE — IO HOE I0BEpUE
3ape3epBUPOBAHO JUI KIIOYEBBIX IIap, PACIIOIOKEHHBIX Ha JIOKAJIbHOM KIIIOYE.
be3onacHocTh ceTn nepenaun JaHHBIX Ha TpaHCTIOPTHOM ypoBHe SSL u TLS.
Iporoxon SSL. ITpunnun pa6otsr SSL. MHorocnolinas cpeaa nporokona SSL.
IIporoxon noaTBepkIeHUs NOAKIIOYeHUs. IIpoTOKOI H3MEHEHUs] TapaMETPOB
mmdpa. [Ipexynpeantensuslii mpotokoi.- L{ndpossie cepTudukaTs! mpoToKoIa
SSL. Mexanu3mMbl 00pa3zoBaHus Kitoya ais texymeid ceccun B SSL/TLS.
Ipensapurensubie 00bekThl cekpeTHOoCTH: NULL, RSA, anonumusii Juddu-
Xemnmas (Diffie- Hellman), kpatkoBpemennsiit Juddu-Xenn man,
¢uxcupoBannbiii Juddu-Xennman u Fortezza. Anropurmsl
mrQpoBaHuUs/AeIHpPOBaHNS. ATTOPUTMBI X3IIHpoBaHus. ['e HepupoBaHue
KpunTorpaduueckux mapameT poB. I'maBHbIH cekpeTHbIi ko1, CeaHChl U
coenunenue. [Iporokon TLS. I'enepanust kpun Torpaduueckoi CEKpeTHOCTH.
OyHkus pacmpenus qanubix. [lceppocnyyaitnas yukums TLS. [maBubIit
cexpetHslit kox TLS. Matepuan ans kmrodeit TLS. AapuiiHblii IPOTOKOI B
TLS. IIpotokon ycraHoBieHus coenunenust TLS. be3onacHocts cetu [1/] Ha
ceteBoM ypoBHe [Psec. IPsec siBnsiet cssHeoThemiemoit yactero IPv6 MaTepHET-
MIPOTOKOJIA CICAYIOUIEro NOKOIEHH. APXUTEKTypa CPeCTB Oe30MaCHOCTHU IS
IP-ypoB s ciermdurpoBana B nokyMenTe Security Architecture for thelnternet
Protocol. Pa3me menne n ¢pynknnonuposanue [Psec. TpaHCTIOPTHBIH peskiM
pa6otsl. TyHHeNbHbIN pexuM paboTel. KOHTEKCTHI 6€30MaCHOCTH U yIIpaBICHUE
kiroyamu. [IpoToKoJIbHBIE KOHTEKCTHI M IOJIUTHKA 0€30IaCHOCTH.
AyTeHTH(HKAIMOHHEIN 3aroJI0BOK. be3onacHoe COKpBITHE CYIIECTBCHHBIX
naHHbIX. [Ipo Toxon ooMena ximrouamu — IKE. PacumupenHstii 0630p 6e30macHbIX
accolMalnuil. pacupe AeneHus Kirodei, 06ecrneunBaroIiX 3aIluTy OT
KkoMmpoMmeranun. Kpunrorpaduaeckne IpoTOKOIIBI, TPOTOKOIBI
pacnpeeneHus- Kodeill, napoabHble CUCTEMbI Pa3srpaHUYeHUs JOCTYIIA.
Crioco0bI BocCTaHOBIIEHHS MIN(POBAHHON CBSI3M MOCIIE KOMIPOMETAIHN.
Ioxxoms! K TOKaIM3aIMU HETATHBHBIX MTOCIEACTBUI KoMmnpoMeTarmu. Ceti
CBSI3U C OTKPBITBIM pacHpeelIeHHeM KIodeil.

ITpo6eMbl CHHXPOHM3ALIUH B CETAX.

IK-7

Htoro
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9 ludposanue B BezonacHocts GSM ceteii. Anroputm mudposanus AS5/1. Cuctemnsle 2 IK-7
COBPEMEHHBIX CUCTEMAX C006H.[€HI/I$[ GSM. KpHHTOFpa(bPI‘IeCKaﬂ 3aliuTa 6eCHp0B0,Z[HI>IX ceTeit
CBSI3U cranaaproB LTE. CymiecTByromue METOIbI M CTAHAAPTHI 3aIIUTHI OeCIpo
Bonublx cereit LTE. Anroputm ayrenTuduxa nuu u reHepanuu kiaroda. Ciaon
6e3onacHoctu. Uepapxus kmoveid B E-UTRAN. I'enepu poBanue kirouei
mmdpanun 1 nenoctHocTd it NAS curnanmsammu. Anroput™ mumdpanun B E-
UTRAN. Anropurm nposepku enoctaoctd E-UTRAN. MoznenupoBanue
TexHosoruu mmpposanus B cetsix LTE.
Hroro 2
Hroro 3a cemectp 26
HUroro 26
5.3. [IpakTuyeckue 3aHATHS (CEMUHAPDbI)
HanMeHoBaHMe MPaKTUYECKUX 3aHATUN (CEMHHAPOB) MIPUBEACHO B Tabmuie 5.3.
Ta6ymma 5.3. — HaumeHoBaHuEe MPaKTHYECKUX 3aHATUH (CEMHUHAPOB)
HazBanus pasznenoB (tem) | HammeHnoBaHue npakTuueckux 3aHsaTuil | TpymoemkocTs, | Dopmupyembie
JHUCIUTLINHBI (cemuHapoB) q KOMITETCHIINHT
9 cemecTp
1 Hudpossie BubI Monemsl cotoBoii cBsizu FSK, 2 [IK-7
MOJYJISIIUA U MSKGMSK u yucieHHbI aHaIn3
CUTHAJILHOTO BEPOSITHOCTH CUMBOJIBHOW OIIHOKH.
KOJIMPOBaHUS, UX MojeMbl CITyTHUKOBBIX CHCTEM CBSI3H M-
CIIEKTpajbHas U QAM, M-PSK u uncneHHbIl aHa- U3
AHEpreTuyecKas BEPOSITHOCTH CUMBOJIBHOW OIIMOKH
3¢ peKTUBHOCTH HUtoro )
2 IIponyckHas HccenenoBanue KoqupoBaHUsl HCTOYHUKA 2 I1K-7
CIIOCOOHOCTH KaHajia JTUC KPETHBIX COOOIICHUN METOJaMU
cs3u. KogupoBanue [llennona- ®@ano. Uccinenoanue
HMCTOYHHUKA anroputmoB Jlemmnens- 3uBa.
®pakTajabHble METO/IbI KOAUPOBAHUS U
300paxkeHuii. BeiiBier nmpeobpazoBanus
CUTHAJIOB U U300paKECHUIA.
Hroro 2
3 IlomexoycToitunBoe HccnenoBanne kogoB XemmuHTa, bUX 2 TIK-7
KOJIUPOBAHUE B (boy3a-Uoynxypu-XokBeHrema), Puna-
TeneKoMMyHUKaIMOHHBIX | Cosiomo. [lukmudyeckre n30bITOY HbIE
cucTeMax koael CRC (Cyclic redundancycheck).
CBepTouHbIe KOIBI. Jleko- nupoBaHue
CBEPTOYHBIX KOJOB. JlekoaupoBanue
CBEPTOYHBIXKOJIOB 10 METOTY
Butep6u. Typbokoau poBaHue.
O06o0meHHas cxeMa TypOoKoaepa ¢
napasuieibHbIM KaCKaJIUPOBAHUEM.
CBepToY HbIE TYPOOKO/IBI.
JlekonupoBaHue TYpOOKOIOB.
XapakTepUCTUKH MOMEXOYCTOMYNBOCTH
CBEpPTOYHBIX TYpOOKO10B. MccienoBanue
TypOOKO10B. HU3KOIITIOTHOCTHBIE KOJIBI.
AJITOPUTMBI AEKOIUPOBAHUS
HHM3KOIIOTHBIX KOA0B. O1eHKa
CJI0)KHOCTH aJITOPUTMOB JIEKOIUPOBAHUS.
HccaenoBanue KacKagHbBIX KOJIOB.
Hroro 2
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OCHOBHBIE XapaKTEPUCTUKHU OTKPBITOTO
tekcTa. Knaccugukarus
mmdpos.Knaccupukanus mudppon
3amensl. [Iudper nepectanoBku. [ndpst
npoctoii 3amensl. Cuctema mudpoBaHus
Lle3aps. ApdunHas cucrema noacTaHOBOK
Lle3aps. Cuctema Llesaps ¢ Ki1t0oUeBbIM
cioBoM. burpammuslii mmdp Ilneideiipa.
Mudp Xwina. Hudpsl c10XKHOM 3aMEHBI.
[Mudp "nBoitHOM KBagpar" YHUTCTOHA.
OpnHopazoBas cuctemMa HH(PPOBAHUS.
HIudpoBaHre METOAOM raMMHUPOBAHUSI.
MeTozp! reHepaliy MCeBA0CTyYaiHbIX
IIOCJIEI0OBATEIBLHOCTEN yncell. JINHeMHbIN
KOHI'PY?HTHBIN reneparop. Peructp
CABUTA C JIMHEHHOUN 0OpaTHOM CBA3BIO.

4 CurHaiabHO-KOJIOBbIE CuUrsanbHO-KO/I0BbI€ KOHCTPYKLIUU Ha [IK-7
KOHCTPYKLIUU B ocHoBe Tpesunc KogoBON MOIYJIALUN
tenekoMMmyHukannoHHsix |((TCM). UccnenoBanue curHaibHO-
cUCTEMax KOJIOBOM KOHCTPYKIIMHU HA 0a3e CUCTEMBI C

OpPTOTrOHAJILHBIM YaCTOTHBIM

MYJIBTUIUIEKCUPOBAHUEM U

IIPOCTPAHCTBEHHO-BPEMEHHBIM

kogupoanuem OFDM - MIMO.

Hroro

5 Knaccuueckue mudpsl | Teopus knaccuyeckux mugpos. I1K-7

Hroro
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6 Hudposanue ¢
CCKPCTHBIM KIIHOYOM

Teopust mHdPOB C CEKPETHBIM KIIFOUOM.
brouHble ¥ NOTOYHBIE CUCTEMBI
mmdpoBanus. [IprHINTIBI TOCTPOCHUS
6mounbIX mudpos. CtanaapT
mmdposanus nanasix [OCT.
AMepUKaHCKUH cTaHAapT MH(PO BaHUS
naHHbIx DES. briouHbli KpunToanropurm
RIINDAEL u crannapt AES. ITorounsie
cucteMsl mmdposanus. [loTounsie
PEXUMBI OJIOYHBIX TH(PPOB.
CrpoutenbHble 0J0KHA OTOYHBIX IIH(POB.
Peructpsl cBura ¢ 0OpaTHOH CBSI3BIO.
Peructpsl cnBura ¢ auHel HOM oOpaTHOM
CBA3bI0. Peructpsl caBura ¢ o0patHoi
CBA3BIO 110 [IEPEHOCY.

Poccutickuii 610unbni mmdp N'OCT B
noTOYHOM pexume. biounsnii mudp AES
B [IOTOYHOM pexxume. MeTo/ibl OLeHKU
KayecTBa aJIrTOPUTMOB [TOTOYHOIO
mmdpoBanusi. Kpunroananus mmpos.
CrarucTruecKkuil aHaIu3 TaMMBbl IUQPOB.
Hab6op craructuaeckux tectoB HUCT.
UccnenoBanue anropuTMoB TOTOYHOTO
mmdpoBanus. Kpunroananus mumpos.
CrarucTruuecKkuil aHaiIu3 TaMMBbl IUQPOB.
AHanu3 pe3yabTaTOB TECTUPOBAHUSI.
HccnenoBanue npon3BOAUTEIBHOCTH
mmdoB.

[IK-7

Htoro

7 Wudposanue ¢
OTKPBITHIM KIIIOUOM

Teopus mudPOB € OTKPBITHIM KITFOUOM.
AcummeTrpuuHble Kpunrocuctemsl. [Ipen-
MOCBUIKY TOSIBJICHUS aCUMMETPUYHBIX
kpunrocucteM. O6001IEHHAsA cXeMa
ACUMMETPUYHOM KPUIIO CUCTEMBI.
Anrebpanueckas 000011IEHHAs MOJIEIb
mmdpa .OgHOCTOpOHHKE (DYHKIINU.
®daxropuzauus. JJuckperHsiit jorapudm.
Kpunrocucrema RSA. OcHoBHBIE
onpezeneHus U reopeMsl. AnroputMm RSA.
[Tponenyps! mudpoBanus u
pacudpoBanus B kpunrocucteme RSA.
Kpunrocucrema Onb- ["amans. Meron
HKCHOHEHIIMAIBHOTO KIII0UEBOro 0OMeHa
Huddu-Xennmana. AnropuTMsbl
NPaKTUYECKON peain3aluil KpUNTOCUCTEM
C OTKPBITBHIM KiIt0ouoM.Anroput™ Pabuna-
Munnepa (Rabin-Miller).

I1K-7

Hroro
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8 Kpunirorpaduueckue
MPOTOKOJIBI B CETSIX
nepeaayu TaHHBIX

Mexanusm pabotst PGP. Kitoun PGP.
Ludposas noanucey vHa PGP. Cxxatue
nansbiX. Cetb noBepust. CepTuuKkarsl.
Open PGP. Dnexkrponnas uudposas
noanuck (DLI1). besomacuocts cetn
nepeaayy JaHHBIX Ha TPAHCIIOPTHOM
yposHe SSL u TLS. Ilporokon SSL.
[Tpunun padotsr SSL.MHoroCIOMHAS
cpena npotokosia SSL. [IpoTokon
MOJTBEPKICHUS MOAKII0YeHUs. [I[poToKomn
W3MCHEHUS TapaMeTpoB mudpa.
IIpenynpenuTenbHbliA IPOTOKOJL.
[udpossie cepTudurarsl nporokona SSL.
MexaHu3Mbl 00pa30BaHUs KIIIOYA JUIS
tekymeit ceccun B SSL/TLS.
bezomnacnocts cetu [1/] Ha ceTeBOM
ypoBHe [Psec. [Psec siBisieTcst
HeoTbeMieMol yacteto [Pv6 MnTepuer
IIPOTOKOJIA CJIECAYIOIIEr0 NOKOJIEHHUS.
ApPXUTEKTYpa CpeACTB OE30MACHOCTH IS
[P-ypoBH: crienuduuupoBaHa B
nokymente Security Architecture for
thelnternet Protocol. Pazmemenue u
¢yuxuuonuposanue [Psec. TpancropTHbIi
pexuM padboThl. TyHHETBHBIA PEXUM
paboThL.

[IK-7

Htoro

9 Ludposanue B
COBPEMEHHBIX CHUCTEMax
CBSI3U

besonacHocts GSM ceteil. Anroputm
mmdposanus AS5/1. Kpunrorpaduueckas
3aiuTa 6eCcIpoOBOIHBIX CEeTEll cTaHIapTOB
LTE. Anroput™ ayTeHTU(DHUKALIMU U
rerepanuu kimoya. Ciion 6e30MacHOCTH.
Hepapxus ximoueii B E-UTRAN.
['enepupoBanue kiodei mmdpanmu u
HeJaocTHOCTH st NAS cUrHaIu3aIuu.
AnroputM nmmdpanuu B E-UTRAN.
ANTopuTM IIPOBEPKHU LienocTHOCTH E-
UTRAN. MoznenupoBanue
anropurmos3amutel LTE.

I1K-7

Hroro

Hroro 3a cemectp

18

Hroro

18

5.4. JlabopaTopHbIe 3aHATHS

HanmenoBanue nabopaTopHbIX paboT rnpuBeieHO B Tabnue 5.4.
Tab6ymna 5.4 — HaumeHoBaHue 1a00paTOPHBIX padoT

Haspanwus paznenos (Tem)
JUCITUTUTUHBI

HaumenoBanue 1abopaTopHbIX paboT

TpyroemMKOCTb,
q

dopmupyembie
KOMIIETEHLIUH

9 cemecTp
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1 Hudpossie BUabI
MOJIYJISILUHA U CUTHAIBHOTO
KOJIMPOBAHUSI, UX
CIEKTpaJbHAS U
DHEpreTHIecKast

3¢ (HEeKTUBHOCTH

AHanu3 nuppoBHIX METOJIOB MOAYJISIIUH.
Monemsl cotoBoii cBsa3u FSK, MSK,
GMSK u 4YhCIeHHBIH aHaIn3
BEPOSITHOCTH CHMBOJILHOW OIINOKH .
MoeMbl CITyTHUKOBBIX CUCTEM CBA3U M-
QAM, M-PSK, 16-APSK, 16-APSK u
YUCJICHHBINA aHAJIU3 BEPOSTHOCTH
CHUMBOJBHOM OIIMOKH.

IIK-7

Hroro

3 IlomexoycroitunBoe
KOAMPOBAaHUE B
TEJIEKOMMYHUKALIMOHHBIX
CUCTEMAX

HccnenoBanue kogoB Xemmunra, bUX
(boy3a-Yoynxypu-Xoksenrema), Puna-
Comnomo. [uknuyeckue
n36srTounblekoibl CRC (Cyclic
redundancycheck). CBepTouHbIE KOJIBI.
JlexonupoBaHue CBEPTOYHBIX KOJIOB.
JlexonupoBaHue CBEPTOYHBIX KOJIOB TIO
Metony Butep6u. TypOokonupoBanue.
CBepTouHbIE TypOOKOIBI.
JlexonupoBaHue TypOOKOIOB
.XapaKkTepUCTUKH ITOMEX0YCTONYUBOCTH
CBEPTOYHBIX TypOOKOIOB.
Hu3konnoTHOCTHBIE KOABI. ANTOPUTMBI
JIEKOIUPOBAHMS HU3KOTUTOTHBIX KOJIOB.
HccnenoBanmne KacKaaHbIX KOJIOB.

ITK-7

Hroro

4 CurHajbHO-KOJOBEIE
KOHCTPYKIIUU B
TEJIEKOMMYHHUKAITMOHHBIX
cHCTEMax

CurHaabHO-KOIOBBIE KOHCTPYKITUU Ha
ocHOBe Tpemnnc KoJI0BOM MOYJISIIAN
(TCM) u ux ananus. UccnenoBanue
CUTHAJIPHO-KOJIOBOM KOHCTPYKIIMH HA
0a3e CUCTEMBI C OPTOTOHATBHBIM
YaCTOTHBIM MYJIbTHUIUICKCHPOBAHHU €M 1
MPOCTPAHCTBEHHO-BPEMEHHBIM KOJIUPO
Baanem OFDM - MIMO.

ITK-7

Hroro

6 udposanue ¢
CCKPCTHBIM KIIHOYOM

Teopust mmdPOB € CEKPETHBIM KITFOUOM.
biouHble ¥ TOTOYHBIE CUCTEMBI
mmdpoBanus. [IpHHINTIBI TOCTPOCHUS
6mounbIx mud pos. Ctanmapt
mmdposanus ganabix [OCT.
AMepuKaHCKUH cTaHAapT MH(PPOBAHUS
nanHblx DES. brounslil kpuntoanropurm
craugapt AES. Poccuiickuit 6;109HbBIN
mmdp F'OCT B moToOYHOM peKUME.
bnounsiit mudpp AES B norounom
pexUMe.

IIK-7

Hroro

Hroro 3a cemectp

16

Hroro

16

5.5. KypcoBoii npoekT / kypcoBasi pabora

He npeaycmoTpeHo yaeOHBIM MIJIaHOM

CornacoeaHa Ha noptane N2 69959




5.6. CamocTosiTesibHass paboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadyuue 5.6.
Tabauna 5.6. — Buabl camocToaTenbHOU paboThl, TPYAI0EMKOCTh U (HOPMHUPYEMbIe KOMIIETSHIIUN
Bunnl
HasBanus pasnesnoB (Tem) . | TpynoemkocTs, | Dopmupyembie
J—— CaMOCTOSITENIbHOM 4 KOMITETSHIIHH DopMbI KOHTPOJIS
paboThl
9 cemecTp
1 Hudpossie BUAbI IToaroroBka kK 1 [IK-7 JlaGopaTopHnas
MOJYJISIAN U nabopaTopHOI pabota
CUTHAIILHOTO paboTe, HarMcaHue
KOIAMPOBAHUS, HX oT4yeTa
CIICKTpajibHadA U Hamnucanne otyera no 1 [1K-7 Otuet no
SHCPreTHIeCKast nabopatopHoit pabote nabopaTtopHoit
3¢ (HEeKTUBHOCTH paGoTe
Hanucanue oruera no 1 [1K-7 Otuer no
MPAKTHYECKOMY MPAKTHIECKOMY
3aHATHIO (CEMHUHApY) 3aHATHIO
(cemuHapy)
Brinmonnenue 1 TIK-7 [IpakTnueckoe
MIPAKTUIECKOTO 3a/1aHne
3a/1aHust
[ToaroroBka k 1 I1K-7 TectupoBanue
TECTUPOBAHUIO
Hroro 5
2 IIponyckHas Hamnmcanue oryera no 1 [IK-7 Otuer no
CIOCOOHOCTH KaHaa MPaKTUYECKOMY MPAKTHIECKOMY
cBsa3u. KogupoBanue 3aHATHUIO (CEMUHAPY) 3aHATHIO
MCTOYHUKA (cemuHapy)
Brinosninenue 1 I1K-7 [IpakTrueckoe
MIPAKTUYECKOTrO 3aJlaHue
3a/laHus
IToaroroBka k 1 I1K-7 TectupoBanue
TECTUPOBAHUIO
Hroro 3
11
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3 [lomexoycroitunBoe IToaroroBka k [IK-7 JlaGopaTopHnas
KOJIMPOBaHUE B nabopaTopHOI pabota
TEJICKOMMYHHUKAIIMOHHBIX |paboTe, HalMcaHue
crucTemMax oT4eTa
Hanucanue otuera no ITK-7 Ortuer o
nabopaTopHoi pabore nabopaTopHOU
pabore
Hanucanue otyera o [1K-7 Otuer no
MPaKTUYECKOMY MPaKTUYECKOMY
3aHATUIO (CEMUHAPY) 3aHSATHUIO
(cemuHapy)
Brinosinenue [IK-7 [IpakTrueckoe
MPaKTUYECKOTO 3a/1aHne
3aaHus
IToaroroBka x T1K-7 TectupoBanue
TECTUPOBAHUIO
Hroro
4 CurHajabHO-KOJIOBBIE [ToaroroBka k [IK-7 Jlaboparopuas
KOHCTPYKIIUHU B nabopaTopHOI pabota
TEJICKOMMYHHUKAIIMOHHBIX |paboTe, HalMcaHue
crucTemMax oT4eTa
Hanucanue otuera no ITK-7 Ortuer o
nabopaTopHoi pabore nabopaTopHOU
pabore
Hanucanue otyera no [1K-7 Otuer no
MPaKTUYECKOMY MPaKTUYECKOMY
3aHATUIO (CEMUHAPY) 3aHSATHUIO
(cemunapy)
Beimonnenue TIK-7 [IpakTrueckoe
MPaAKTUYECKOTO 3a/1aHne
3a1aHus
[ToaroroBka k ITK-7 TectupoBanue
TECTUPOBAHUIO
Hroro
5 Knaccuueckue mudpsl  |Hanmcanue otyera mo TIK-7 Otuer o
MIPaKTUYECKOMY MPaKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinonnenue ITK-7 [IpakTrueckoe
MPaKTUYECKOTO 3a/1aHne
3a/IaHus
IToaroroska k [K-7 TectupoBanue
TECTUPOBAHUIO
Hroro
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6 Hudposanue ¢ [ToxroroBka K 2 [K-7 JlaGopaTopHnas
CEKPETHBIM KITFOUOM nabopaTopHOI pabota
pabote, HarMcaHue
oTuera
Hanucanue otuera no 2 ITK-7 Ortuer o
nabopaTopHoi pabore nabopaTopHOU
pabore
Hanucanue otyera o 2 [1K-7 Otuer no
MPAKTHYECKOMY MPAKTHIECKOMY
3aHATUIO (CEMUHAPY) 3aHATHUIO
(cemunapy)
Brinosinenue 2 [IK-7 [IpakTrueckoe
MIPAKTUIECKOTO 3aJlaHue
3a/1aHust
IToaroroBka x 1 T1K-7 TectupoBanue
TECTUPOBAHUIO
Hroro 9
7 llludposanue ¢ Hanucanue otuera no 2 [IK-7 Otyet mo
OTKPBITBIM KITFOUOM MIPAKTHIECKOMY MPAKTHICCKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Brinonnenue 2 ITK-7 [IpakTrueckoe
MIPAKTUYECKOTO 3aJlaHue
3a/laHus
IToaroroska k 2 [K-7 TectupoBanue
TECTUPOBAHUIO
Hroro 6
8 Kpunrorpaduueckue Hanucanue otuera no 2 ITK-7 Ortuer o
MIPOTOKOJIBI B CETAX MPAKTHYECKOMY MPAKTHYECKOMY
nepeaadn JaHHbIX 3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemunapy)
Brinosninenue 2 [IK-7 [IpakTrueckoe
MPAKTUIECKOTO 3a/laHue
3a/laHus
IToaroroBka x 2 TIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 6
9 lludposanwue B Hanucanue otyera o 2 [IK-7 Otuer no
COBPEMEHHBIX CUCTEMaX  |IPAKTHUYECKOMY MPAKTUIECKOMY
CBSI3U 3aHATUIO (CEMUHAPY) 3aHATHUIO
(cemunapy)
Beimonnenue 2 TIK-7 [IpakTrueckoe
MIPAKTUIECKOTO 3aJlaHue
3a/1aHus
IToaroroBka x 2 T1K-7 TectupoBanue
TECTUPOBAHUIO
Htoro 6
Uroro 3a cemectp 48
13
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IloaroroBka u caaua
SK3aMeHa

36

DK3aMeH

Htoro

84

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHOM 1esiTeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHUIIe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, (OPMUPYEMBIX IPU U3YUYEHUHU AUCLUUILINHBI, U BUIOB

3aHATHI
Bupl yueOHOI nesiTebHOCTH
dopmupyembie
Jlek. [Ipaxk. JIa6. Cam. DOopMBI KOHTPOJIA
KOMITETCHITHH
3aH. 3aH. pao. paod.
[1K-7 + + + +  |JlaGopatopnas padora, OTueT no

DK3aMeH

naboparopHoit pabore, OTueT 1o
MPAKTUYCCKOMY 3aHATHUIO (CEMUHApY),
[TpakTryeckoe 3aganue, TecTupoBaHue,

6. PeiiTunronas cucrema AJISl OHCHKH YCIIEBA€EMOCTH Oﬁy‘{alOIlll/IXCH

6.1. basuibHbIe OLeHKH /151 JopM KOHTPOJIA

bannbHbIe oneHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0OuIE 6. 1.
Tabmuia 6.1 — banipHbIE OLIEHKH

MaxkcumanbHbIN MaxkcumanbHbIA MakcHmaibHEL |
@DopMBI KOHTPOJIS 6amt Ha 1-yto KT ¢ | Gasur 3a mepuon Oan 5a mepuon Beero 3a
Hauana cemectpa | Mexay KT u 2KT mexay 2KT uma | cemectp
KOHEI] ceMecTpa
9 cemecTp
JlaGopatopHas pabota 8 10 10 28
IIpakTHueckoe 3a1anue 4 4 4 12
TectupoBanue 2 2 2 6
Otuer no nabopaTtopHOH 4 4 4 12
pabote
OTyeT No NpakTUIECKOMY 4 4 4 12
3aHATHUIO (CEMUHApY)
DK3aMeH 30
Hroro makcumym 3a 22 24 24 100
HEPUOL
Hapacratomum urorom 22 46 70 100
6.2. IlepecueTt 0a/110B B OLIEHKH 32 TEKYIIH KOHTPOJIb
[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABJICH B TabmuIe 6.2.
Ta6muia 6.2 — Ilepecdet 6aIOB B OIEHKH 32 TEKYIINI KOHTPOJIb
banbl Ha 1aTy TEKyIIEro KOHTPOJIs Onenka
>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5
Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMMbI OaioB Ha naty TK 3
< 60% oT MakcUMalIbHOI cyMMBbI OaitoB Ha naty TK 2
6.3. [lepecuer cyMMBbI 02/1J1I0B B TPAAUITUOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY
CornacosaHa Ha noprtane Ne 69959 14



[lepecueT cymMMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOAHYIO OIIEHKY MPEJCTaBIEH B TaOIuIe

6.3.
Tabmuma 6.3 — Ilepecdet cymMMbl 6JIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY
Hrorosas cymma 6asios,
Onenka YUMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnM4HO) (3aYTEHO) 90— 100 A (oTIU4HO)
4 (xopor10) (3a4TEHO) 85 -89 B (ouens xopor1o)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (YIOBJIETBOPHUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpenctBenHo)
2 (HEeyI0BJIETBOPUTENIHHO) (HE 3aUTEHO) Hwxe 60 6ammon F (meynoBrieTBOpUTENHHO)

7. YueOHO-MeTOANYeCcKOe 1 MH(OPMAINIHOHHOE o0ecneyeHue TUCIUTIIUHbI
7.1. OcHOoBHAas IMTEpaTypa

1. T'omukos, A. M. KogupoBanue u mudpoBanue nHPOpMaluu B paiuodIeKTPOHHBIX CUCTEMAaxX
nepenaun napopmamuu. Yactes 1. Koguposanue: Kypc nekuuii, KOMIbIOTEpHBIE J1abOpaToOpHble paboTHI,
KOMITBIOTEPHBIA MPaKTUKYM, 3aJaHUE Ha CAMOCTOSATENbHYIO paboTy [DnekTpoHHbIi pecypc] / A. M.
lNonmukoB. — 2-e u3a. nepepad. u gon. — Tomck: TYCVYP, 2018. — 333 c. [DnekTpoHHbIH pecype]: —
Pexum noctyna: https://edu.tusur.ru/publications/8844.

7.2. JlonoiHUTEIbHAS JJUTEpaTypa

1. TonukoB, A. M. Kpunrtorpaduueckue meToasl 3amuTbhl nHGopmamnuu: Kypc nexmnuii,
KOMIIBIOTEpHbIE JTa00OpaTOpHbIEe PabOThl, KOMIBIOTEPHBIN MPAKTUKYM, 3aJJaHHE HAa CAMOCTOSITEIbHYIO
paboty [DnexTponHsiii pecypc] / A. M. I'omukoB. — U3a. nmepepad. u qon. — Tomck: TYCVYP, 2018. —
97 c. [OnexTponnblii pecypc]: — Pexxum moctyma: https://edu.tusur.ru/publications/8850 .

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. T'omukos, A. M. KogupoBanue u mudpoBanre nHGOpMauu B painodIeKTPOHHBIX CHCTEMAax
nepenaun nHpopmarmu. Yacts 2. lludposanne: Kype nexiuii, KoMIbloTepHBIE JIa0OpaTOpHbIE paOOTHI,
KOMITBIOTEPHBIN MPAKTUKYM, 3aJaHHE Ha CAMOCTOSTEILHYIO padoTy. — [DIeKTpoHHBIH pecype] / A. M.
lNonmukoB. — U3n. nepepab. u gon. — Tomck: TYCVYP, 2018. — 377 c. [DnekTpoHHBIH pecypc]: —
Pexxum nmoctyma: https://edu.tusur.ru/publications/8846 .

7.3.2. YueOHO-MeTOAUYECKHE ITOCOOUS AJI5 JIMIX
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeTOAMUECKIEe MaTepUaibl sl CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuXCst
U3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (JopMax,
aJIaAlITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBbS U BOCTIPUITHS HHPOPMALIUH.

Joist i ¢ HapylIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIUICHHBIM IPUPTOM.

Jst i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

J1st U1 ¢ HAPYIIEHHSIMU OTIOPHO-IBUTATEIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI
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1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeieHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCs yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMH
MeOenbto. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCO0USI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1Jisl NPAKTHYECKUX 3aHATHI

JlaGopaTopusi paguod’IEKTPOHHBIX CHCTEM Iepenadyr uHbopMauu: ydyeOHas ayauTopHs A
NpOBECHUS 3aHATUN NPAKTUYECKOrO TUMA, yueOHas ayaUTOpUs [ MPOBEACHUS 3aHATUU
1a00paTOPHOTO THUIIA, MOMEIIEHHUE JIJIi KYpCOBOT'O MPOEKTHUPOBAHUS (BBIMOJIHEHUSI KYPCOBBIX padoT);
634034, Tomckast ob6macts, r. Tomck, Bepmnnuna ynuna, 1. 47, 401 ayz.

Onucanre UMEIOIIErocss 000pya0BaHUS:

- Komnerorep (8 miT.);

- Monwutop (197 SAMSUNG 1730S) (8 mirt.);

- KnaBuarypa (8 mir.);

- Mpims (onrrrueckas) (8 mir.);

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmmHOe obecrieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.3. MarepuajbHO-TeXHHYECKOE M TPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlabopaTopusi paaMOdJIEKTPOHHBIX CHCTEM Iepenadn uHpopmanuu: ydeOHas ayauTOpUS IS
NPOBEACHUS 3aHATHH MPAKTHYECKOTO THIA, ydyeOHas ayauTOpus IS NPOBEACHHS 3aHITHH
71a60paTOpPHOro TUIA, MOMEUIEHUE ISl KYpCOBOTO MPOEKTUPOBAHUS (BBIMOJHEHUS KypPCOBBIX padorT);
634034, Tomckas obnacts, T. Tomck, Bepmmnuna ynuma, 1. 47, 401 ayn.

Onucanue nMeronerocs 000pya0BaHus:

- Komnerorep (8 miT.);

- Monwutop (197 SAMSUNG 1730S) (8 mirt.);

- KnaBuarypa (8 mir.);

- Mpirs (onrtuueckast) (8 mirt.);

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PaGouee mecTo nmpenogaBaTes.

[IporpamMmmHoe obecnieueHue:

- 7-Zip;

CornacoBaHa Ha noptane N2 69959 16


https://lib.tusur.ru/ru/resursy/bazy-dannyh

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);
- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;
- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.4. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecneuyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIACCHI),
PacoNoKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEIoNIerocss 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHyto cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 minst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecrneuyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HUHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaabHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ O0Oy4YarOUIMMHCA C HAPYHIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX opMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUeM CiyXxa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSX BO3MOXKHOCTH MPOCMOTpA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha SKpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeacTBa
npuema/nepeaadyn yueOHoM nHGOpMaIMU B JOCTYHHBIX GopMax, MOOMIILHON CUCTEMbI OOYUYCHUS IS
JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMHU 110 OPTaHU3aAUMH U3YUeHUsl
JTUCIUTINHBI
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9.1. Conep:xaHue OLIEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNH UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabnue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hassammi pasneinos (tem) PopwmHpyemie ®opmebl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCLUTIIINHBI KOMIIETEHIINH
1 Hudpossie Buasl moayisauuu | [1K-7 JlaGopaTopHas Temsbl m1abopaTopHbIX padoT
Y CUTHAJIbHOTO KOJMPOBAHUS, pabota
HX CICKTpaJibHasA 1 [IpakTrueckoe TeMbl MpaKTUYECKUX 3aJaHUI
SHEPIreTUICCKAA 3aJlaHue
dbdexrusHOCTH TectupoBanue [IpuMepHBIi IEpEUEHb
TECTOBBIX 3aJaHUN
OK3aMeH [lepeueHb PK3aMEHALIMOHHBIX
BOIIPOCOB
Otuet no Tewmbl 1abopaTopHBIX PabOT
n1abopaTopHOit
pabore
Ortuer no TeMbl MPaKTUYECKUX 3aHITUI
MIPaKTUYECKOMY
3AHATHIO
(cemuHapy)
2 [IpomnyckHasi CHOCOOHOCTh IK-7 [IpakTrueckoe TeMbl IpaKTUYECKUX 3aJaHUN
kaHana cBs3u. KonupoBanue 3a/1aHue
HMCTOYHHKA TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
DK3aMeH [lepedens 3K3aMeHATMOHHBIX
BOITPOCOB
Oruer 1o TeMbl IPaKTUYECKUX 3aHATHU
IIPAKTUYECKOMY
3aHATHIO
(cemunapy)
3 ITomexoycToiumBOE [1K-7 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
KOJMPOBAHUE B pabora
TCIICKOMMYHHMKaIIlMOHHBIX [IpakTuyeckoe TeMbl MpakTUYECKUX 3aJaHUI
CUCTeEMax 3aJ1aHue
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUN
DK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX
BOITPOCOB
Ortyer no Tewmbl 1abopaTopHbIX PabOT
nabopaTopHOH
pabote
Otuer 1o TeMBbI IPaKTUYECKUX 3aHATHN
IIPAKTUYECKOMY
3aHATHUIO
(cemuHapy)

CornacoeaHa Ha noptane N2 69959

18




4 CurHaiabHO-KOJIOBbIE [IK-7 JlaboparopHas Temb! m1abopaTopHBIX padoT
KOHCTPYKIIUHU B pabota
TCJICKOMMYHHMKAIIMOHHBIX [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
cUCTEMax 3a/laHue
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
Otuer 1o Tembl IPaKTUUECKUX 3aHATUI
IIPAKTUYECKOMY
3aHIATHIO
(cemunapy)
5 Knaccuueckue mugpsl [1K-7 [TpakTrueckoe TeMbl MpaKTUYECKUX 3aJaHUI
3a/1aHUE
TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
OK3aMeH [lepeueHb 7K3aMEHALIOHHBIX
BOIIPOCOB
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHITHIO
(cemuHapy)
6 llludposanue ¢ cexperapim  |I11K-7 Jlaboparopnas Tewmbl 1abopaTopHBIX pabOT
KIIFOUOM pabora
[IpakTueckoe TeMbl MPaKTUYECKUX 3aJaHUI
3a1aHUe
TecTtupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOITPOCOB
Otuer 1o Tembl m1abopaTOpHBIX PadoOT
nabopatopHoOit
pabote
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
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7 llludpoBaHme ¢ OTKPHITHIM [IK-7 [IpakTrueckoe TeMbl MpaKTUYECKUX 3aJaHUI
KIIFOYOM 3a/1aHUE
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOIIPOCOB
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
MPAKTUYECKOMY
3aHATHIO
(cemuHapy)
8 Kpunrorpaduueckue [1K-7 [IpakTrueckoe TeMbl MpakKTUYECKUX 3aJaHUI
IIPOTOKOJIBI B CETSIX MEepeaadn 3a/laHue
JMaHHBIX TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuens 3K3aMEeHAIMOHHBIX
BOITPOCOB
Otuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
9 llIudposanue B coBpemennbix |[1K-7 [IpakTueckoe TeMbl MPaKTUYECKUX 3aJaHUI
CUCTEMAax CBS3U 3a/1aHUE
TecTtupoBanue [IpuMmepHBIil nepeueHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenp sK3aMeHaIMOHHBIX
BOITPOCOB
Otuer 1o TeMBbl IPaKTUYECKUX 3aHATHN
MPAKTUYECKOMY
3aHATHIO
(cemuHapy)

[lxana oneHku cHPOPMUPOBAHHOCTU OTACIBbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCHUIUIMHE TpUBeaeHa B Tabnuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU TUIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHUS 1O

AUCLUILIIMHE
®dopmynupoBKa TpeOOBaHMA K CTETICHH C(HOPMHUPOBAHHOCTH
OrneHka banaer 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUM OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTENBHO ) | MAKCUMATHHOMU | HITH ()parMeHTapHBIC YMEHUN UIn HaBBIKOB WJIN
CyMMBI 0aJuIoB 3HAHUS YaCTUYHO (dbparMeHTapHbBIE
OCBOCHHOE MpUMEHEHUE
yMEHHue HaBBIKOB
3 ot 60% 1o obmye, HO He B IIEJIOM YCHENTHO, B IIE€JIOM
(YZIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAHHbIE HO HE YCIIECIIHOE, HO HE
MaKCUMaJIbHOM 3HAHUA CUCTEMAaTHYECKU | CUCTEMAaTHUECKOe
CYMMBbI 0aJI0B OCYIIECTBIISIEMOE pUMEHEHHE
yMEHHE HaBbIKOB
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4 (xoporo) ot 70% no c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJieprKaIniue COJIepIKaIIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.
Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Onenka ®opmyInpoBKa TPeOOBAaHUH K CTENIEHU KOMIIETEHIINN

2 He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEyAOBIETBOPUTENBHO) | UJTU
3HaTh HA YPOBHE OPUEHTHPOBaHMS, TpeicTaBleHnid. O0ydaromuiics 3HaeT
OCHOBHBIC MMPU3HAKH WM TEPMHUHBI U3y9IaeMOTO dJIEMEHTA COACPKAHMS, X
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX WITU CXeMaX M 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

3 3HaTh U YMETh Ha PeNPOAYKTHBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBJIECTBOPUTEILHO) |M3YUYEHHBIN 3JIEMEHT COICPKAHUS PEIPOTYKTUBHO: TPOU3BOIBHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTH B JIEMOHCTPUPYEMBIX
IECUCTBUAX.

4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U

MCPCICKTUBLI Pa3BUTUA U 0COOEHHOCTH AJId pa3HbIX 00BEKTOB YCBOCHUA.

5 (oTIM4HO) 3HaTh, yMETh, BIAJICTh HA CHCTEMHOM ypoBHE. OOydaromuiicsi 3HaeT
M3YYEHHBIHN 3JIEMEHT CO/Iep KaHUSI CUCTEMHO, TPOM3BOJIBHO U 10Ka3aTEIbHO
BOCITPOMU3BOJUT CBOW 3HAHUA YCTHO, IMCBbMCHHO UJIK B ICMOHCTPUPYCMBIX
I[CﬁCTBPISIX, YUUThIBAA U YKa3bIBasAd CBA3U U 3aBUCUMOCTH MCKY 3THM
SJICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIIMHEBI, €T0

S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. Kaxkoi#i u3 ¢a30BbIX BUIOB MOIYJISIIUA 00€CTICYMBAECT HAUOOIBIIYIO IOMEX0YCTONYNBOCTD:
a) BPSK; 6) QPSK; B) 8-PSK; r) 16-QAM.

2. Kaxkoit u3 BHI0B 4aCTOTHOW MOJYJISIITUM UMEET MUHUMAJIBHYIO IUPUHY cniekTpa: a) FSK; 0)
MSK; B) GMSK; r) M-FSK.

3. Kakoit u3 MeTo1I0B KOAUPOBAHUSI HCTOYHHUKA TPOU3BOIUT KOJUPOBAHUE C TIOTEPSAMHU: a)
Konpr lllennona-®ano; 6) Anroputm Jlemnens — 3uBa; B) BeiiBieT npeobpazoBanue; r) Komabr
Xaddmana.

4. Kaxkoi#t xox siBasercst 610koBbIM: -a) Kon Xemmunra; 6) BUX (boysa-Yoynxypu-
Xoksenrema); B) Puma- Comomona; - ®aiipa; r)Jlemnens — 3uBa.

5. Kakwue 13 K0o/I0B M CUTHAIBbHO-KOJIOBBIX KOHCTPYKIIUN HamOoJiee MPUOIHNIKEHBI K BEpXHEH
rpanwuie [llennona: a) A®M-16-CK; 6) bBUX; B) ®M-2; r) AM-2.

6.  Kakoga mmuna kimouda mudpa DES: a) 48; 6) 56; B) 128; 1) 256.

7. Kakora nnuna kmoua mmdpa AES: a) 128, 192, 256; -6)32, 48, 56; B) 48, 56, 128; 1) 56,
128, 256.

8. OrteuectBeHHBIN cTaHAapT O10uHOTO MHUppoBanus 'OCT moxeT paboTaTh B CISAYIONTUX
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12.

13.
14.

15.

16.
17.
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19.

20.
21.

22.

23.

24.

25.

26.
27.

pexxnmax. Kakoil u3 HuX paboTtaeT Kak CHHXPOHHBIA MOTOYHBIN mudp: a) Pexum nmpocToit
3amMeHbl; 0) PexxuM rammupoBaHnus; B) PexxuM raMmMmupoBaHusi ¢ 0OpaTHOM CBs3bIO; T) Pexxum
BbIPa0OTKH UMUTOBCTaBKH.

Uemy paBHA BEIMUMHOM MpeaeabHON dHEpreTHaecKoi rdpextuBHoCcTH (ipenen Lllennona):
a) 1,59 J16; 6) 1,69 J16; B) 2,56 16; ) 3,22 J16.
Cuctembl moounbsHOU cBs3u ctanaapta IEEE 802.15.1(Bluetooth). Kakoit meton pacmupenust
criektpa ucnonsdyercs B ctannapre IEEE 802.11 (WIFI): a) CDMA: 6) DSSS; B) FHSS; r)
Konsr bapxkepa.

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

. [loscaute Tepmun «CBEpTOUYHBIN KOI». BakHeilmue OTIMYMSA CBEPTOUYHBIX KOJIOB OT

6mokoBbIx? UTO mpencTaBisier coboit CBEPTOUHBIN KosIEep?

Jaiite onpenenenus (npuBeaute GopMyJisl) mokasaTeseil HHPOPMAIIMOHHON, YHEPreTHYECKON
u yactoTHo# 3¢ pexruBHocTH TKC

CpenctBa obecnieuenust 6ezonacuHoct GSM cereit. OnumuTe npuHLIUI paboOTH cemMeiicTBa
AITOPUTMOB A5, HCHONB3yeMbIX s mudpoBaHus Tpaduka B cerax GSM.
[TpomyckHasi ctocOOHOCTH KaHaia cBsi3u. KonupoBaHue HCTOYHUKA

Kak cyasT o coBeplieHCTBE METONOB nepenaun HupoBoil MHPOPMAIUU MO CTEHEHU
NpUOJIMKEHUS PeaIbHBIX 3HaUYe€HUH 3()()EKTUBHOCTH K MPeeIbHBIM 3HAYCHUAM ?
Jis 9ero ucronb3yoTcsi ACCUMETPUYHBIE KPUIITOCHUCTEMBI?

. Kax omnpenensiercs sHEpPreTUUECKUM BBIUTPHIINI OT NMPUMEHEHHS NOMEXOYCTOWYHBOTO

KOJUPOBaHUs?

. Ilepeuncnure BuaBI MHOTOYPOBHEBOMW (ha30BOW MOIYJISILIUU
. Ilo kakuM cxemaMm MpOU3BOJUTCSA anmaparHas peanuzanus [loTounsix mudpos

Kogs! boy3a-Uoyaxypu-Xoksenrema (bUX).

. Haiite onpenenenue npenenbHOi 3 (HEeKTUBHOCTH TEIEKOMMYHHKAIIMOHHBIX CUCTEM U TPAHUIIBI

K. IlleHHOHa.

CpaBuute ocHoBHble XapakTepuctuku mudpoB DES u AES. I[lepeuucnure ocHOBHBIE
xapakrepuctuku DES n AES.

OHepreTuyeckas U ciekTpayibHas 3G GekTHBHOCTH IUPPOBOI paaHOCBSI3H.

Kak Ha3pIBaloTCs, KaKk MPOU3BOAATCA U YEM OTIIMYAKOTCS MHOroypoBHEBbIE MOAYJIAIMU M-
PSK, M-QAM?

Onwumute yenyru 5SG: cBepXIMpPOKONoiIocHas MoouibHas cBsa3b (enhanced Mobile Broadband,
eMBB). Onumure ycayru 5G: cBepXHaieKHas MEXXMAIIUHHAS CBA3b C HU3KUMU 3a/1€pKKaMHU
(Ultra-Reliable Low Latency Communication, URLLC). Onumure ycayru 5G: maccoBas
MexxMarHHas cBs3b (Massive Machine-Type Communications, mMTC).

Kak Ha3pIBaloTCs, KaKk MPOU3BOAATCA U YEM OTIIMYAKOTCS MHOroypoBHEBbIE MOAYJIAIIMU M-
FSK, MSK nu GMSK?

Kakas moxynsuus oOGecnedunBaeT OONBIIYI0 MOMEXOYCTOMYMBOCH CHCTEM IMepeauu
uHpopmanuu M-PSK unu M-QPSK?

Kakue ckopocTu nepenaun nHGpOpMAaIMK JOCTUTAIUCh Ipu TectupoBanuu 5G B mupe? Kakue
3aJIEP’KKHU JOCTUTAINCH IPU TeCTUpoBaHuU 5G?

Konpl Puna-ConomoHna B kaHajiax ¢ He3aBUCUMBIMU OLTHOKaMHU.

[laiiTe onpenenenre U CpaBHUTE XapakTepucTuku monynsauui 16-APSK u 32-APSK.
[Tepeuncnure xapakTepucTHKH ceTedl mobOunwvHOU cBsizu 1G, 2G, 3G, 4G: (30HBI
o0cmyKMBaHUs, KOMTUYECTBO KaHaoB, Ckopoctu mepenadu, JlanbHOCTh AeiicTBus, J(nama3oHbl
qactoT, [llupuny nosocst).

[Tepeuncanre METOIbI KOJUPOBAHUS UCTOUHUKA O€3 MOTEPb.

Yro takoe CRC xoaupoBanue? Ilepeuncaure Bce nonuHoMbl CRC koaupoBaHus U 3alULINTE
noauHoMbl 1 CRC-1 u CKC-30.

[TpuBenrTE OCHOBHBIE TEXHUYECKHE XaPAKTEPUCTUKH CUCTEMbI MOOMIBbHOM B3 WiIMAX. Kak
pabotaet ckpembiaep WiMAX?

KoaupoBanue/nekoaupoBanue B 6€CIIpOBOAHBIX CHCTeMaX HU(POBOro BemaHus U cBsa3u. Koabl
LDPC

Kak npousBoauTcs KoAMpOBaHUE U JEKOJAUPOBAHUE XIMMUHTIA?

[IpuBennTEe OCHOBHBIE TEXHHMYECKHE XapaKTEPUCTUKU cHUCTeMbl MOoOMIbHOU cBsizu IEEE
802.11ax (WiFi6). Kakast MmakcumainbHas CKOpocTh nepeaaun WiFi6?
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28.
29.
30.

31.

32.
33.

34.

35.

36.

37.
38.

39.
40.

Monewmsl cotoBoii cuctemsl cBsi3u (FSK, MSK, GFSK, GMSK).

[lepeuncnure MeTOABI MOMEXOYCTONYMBOIO KOAUPOBaHUS. J[aiiTe MX XapaKTEPUCTHUKY.
[IpuBenuTe OCHOBHBIC TEXHUUYECKUE XAPAKTEPUCTUKH CHCTeMBbl MoOuiIbHOU cBsizu IEEE
802.11n. Yro Takoe DSSS u FHSS?

Urto takoe HuzkominotHoctabie koabl LDPC? Onumure metoast LDPC kogupoBanus.
[Tepeuncnute BUIBI MHOTOYPOBHEBOU (Pa30BOI MOTYIISITHH.

CpaBaute ocHoBHbIe xapaktepuctuku mudppo DES u AES. Ilepeuncnure ocCHOBHBIE
xapaktepuctuku DES u AES. Onummre padoty Anropurma mudpoBanus DES. Onumute
paboty Anropurma mudposanus AES.

UYeM OTIMYAIOTCS METOBI MSATKOTO U KECTKOTO CBEPTOYHOTO IeKOApoBaHus Butepou?
Onumute xkpunrtorpadpudeckue mpotokonasl SSL u TLS. Onummure xpuntorpaduueckue
npotokoiibl [P SEC. Uto BrirowaeT B cedst mpotokoi I[P SEC? Ilepeuncnaure ypoBHU Mojeneit
ISO/OSI u yposau TCP/IP.

Uto takoe [xurrep? Onumute Metoasl ero uamepenus. Kak Jxurrep ucnonws3yercs s
OLICHKH TOMEX0YCTONYMBOCTU CUCTEM CBSI3H.

[aiiTe onpeneneHre U CpaBHUTE XapakTepucTuku Moxysinui 16-APSK u 32-APSK.
[IpuBenuTe OCHOBHBIC TEXHUUYECKUE XAPAKTEPUCTUKH CHCTeMBbl MoOmiIbHOU cBsizu IEEE
802.11ax (WiFi 6). Kakas makcumanbsHas ckopocTh niepenadun WiFi6?

[lepeuncnure METOIbI TOMEXOYCTONUYHUBOIO KOAUPOBAHHUSL.

Onumure MeTo/Ibl KOJUPOBAHUS C OTEPSIMU - (PpaKTaIbHbBIC U BEUBIIET.

9.1.3. Tembl 1a00paTOPHBIX padoOT

. AHanu3 nupoBEIX METOAOB MoAysuu. Moaemsl cotoBoit cBsizu FSK, MSK, GMSK u

YHCIICHHBIN aHAJIU3 BEPOATHOCTH CUMBOJIBHON OMUOKH . MOJEMBI CITyTHUKOBBIX CUCTEM CBSI3U
M-QAM, M-PSK, 16-APSK, 16-APSK u yucieHHbIH aHaIW3 BEPOSATHOCTU CHUMBOJIBLHOMN
OIIIUOKH.

. Uccnenoanue xonoB Xemmuura, bUX (boysa-Hoyaxypu-Xoksenrema), Pumga-Conomo.

[Muxknuueckue u3bsITounbiekoqpl CRC (Cyclic redundancycheck). CBepTouHbie KOJIBI.
JlexonupoBaHue CBEpTOYHBIX KOJIOB. JlekoanpoBaHne CBEPTOUYHBIX KOJOB IO MeToy Butepou.
TypbokonupoBanue. CBepTouHbie TypOOKOabI. JlekoaupoBaHue TypOOKOI0B . XapaKTepUCTHKU
MIOMEXOYCTOWYNBOCTH CBEPTOYHBIX TYpOOKOAOB. HU3KOMIOTHOCTHBIE KOIbI. AJTOPUTMBI
JIEKOAMPOBaHMs HU3KOIUIOTHBIX KOAOB. MccienoBanue KackaJHbBIX KOJOB.

. CUrHaIbHO-KOAOBBIE KOHCTPYKLIMM Ha ocHOBe Tpemmnc xopoBoi moayisiauuu (TCM) u ux

ananus. VccnenoBanue CUTHAIbHO-KOIOBOW KOHCTPYKIMH Ha 0a3e CUCTEMBI C OPTOTOHATIBHBIM
YaCTOTHBIM MYJIbTUIUIEKCUPOBAHU €M U MPOCTPAHCTBEHHO-BPEMEHHBIM Koupo BanueM OFDM
- MIMO.

Teopuss mudpoB ¢ CEKPETHBIM KIIOYOM. BiIOYHBIE U MOTOYHBIE CHCTEMBI IMIU(POBAHUS.
[Mpunnunel nocrpoenus 0mouyHblx mud pos. Crangapt muppoBanus aanaeix [OCT.
AMepukaHckuil ctanaapt mudposanus nqaHHeix DES. BiouyHbIi KpUnToanroputM cTaHiaapt
AES. Poccuiickuii 6mounsiii mugpp 'OCT B nmorounom pexume. braounsiii mudpp AES B
MOTOYHOM PEKHUME.

9.1.4. TeMbl NpaKTHYECKHUX 3aJaHUH

Mogaemsbl cotoBoi cBsa3n FSK, MSKGMSK u uuciieHHBIN aHaIW3 BEPOATHOCTH CUMBOJIBHOM
omuOKH. MoieMbl CTyTHUKOBBIX cucTeM CBsi3u M-QAM, M-PSK u unciieHHBIN aHa- JIn3 BEPOSITHOCTH
CHUMBOJIBHOM OLINOKHU

l.

HccnenoBanue KOAMPOBAaHKS UCTOYHUKA TUC KPETHBIX cooOmeHnit metonamu lllennona- dano.
UccnenoBanue anroputMmoB Jlemmnens- 3uBa. @pakTajibHble METOJbl KOIUPOBAHUS H
300pakeHuii. BeiiBiaeT nmpeoOpa3oBaHusl CUTHAIOB W M300Pa’KCHUIM.

. UccnenoBanne komoB Xemmunra, bUX (boy3a-Uoyaxypu-Xoksenrema), Puma-Comomo.

Huxnnyeckue n36wiTou HBle koAbl CRC (Cyclic redundancycheck). Ceprounsie kosl. Jleko-
IUPOBAaHWE CBEPTOYHBIX KOJOB. JleKOAMpOBaHWE CBEPTOYHBIXKOJOB IO METONY
Butep6u.TypOokonu poanme. OO6oOmeHHas cxeMa TypOokojepa ¢ mapaiielbHbIM
KackanupoBanueM. CBepTod Hble TypOOKobl. [lekonupoBanue TypOOKOIOB. XapaKTEPUCTHKU
MOMEXOYCTOMYUBOCTH CBEPTOYHBIX TypOokomoB. MHMcciemoBanue TypOOKOIOB.
HuW3KOMIOTHOCTHBIE KOABI. AJNTOPUTMBI EKOJAMPOBAHUS HU3KOIUIOTHBIX KOMOB. OleHKa
CJIO)KHOCTH aJITOPUTMOB JEKOAMpOBaHUs. lccinenoBannue KacKaaHBIX KOJOB.
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3. CuUrHanpHO-KOJAOBBIE KOHCTPYKIIUM Ha ocHOBe Tpemnmuc komoBoil monymsmuu (TCM).
HccnenoBanne CUTHAIBHO-KOJOBON KOHCTPYKIMHM Ha 0a3e CHUCTEMBbl C OPTOTOHAJIbHBIM
YaCTOTHBIM MYJIbTUILUIEKCUPOBAHUEM U ITPOCTPAHCTBEHHO-BpEMEHHBIM KogupoBanrueM OFDM -
MIMO.

4. Teopus knaccuueckux MmuUPpoB. OCHOBHBIE XapaKTEPUCTUKU OTKPBITOTO TEKCTA.
Knaccudukanus mmdpos.Knaccudukanus mmdpor 3amensl. [ludper nepectanoBku. [udper
npocToit 3ameHbl. Cuctema mudposanus Lle3aps. Apdunnas cuctema noacranoBok Llezaps.
Cuctema lle3aps ¢ kmwueBbiM clioBoM. burpammusiii mudp Ilneideiipa. Mudp Xumna.
[Iudpsr cnoxuoit 3amensl. [udp "aBoitHoN kBaapat" YurcTrona. OmHopa3oBas cucTeMa
mdposanus. [ludpoBanue meronoM raMmupoBanusi. MeTo bl T€HEpAUU [ICEBIOCTYYaiHBIX
Mocjaea0BaTeIbHOCTEN uncen. JIMHEWHbI KOHTPY HTHBIM reHeparop. Peructp casura c
JUHEHHON OOpaTHOM CBSI3BIO.

5. Teopust mudpoB ¢ CEKPETHHIM KIIOYOM. BllouHBIE M MOTOYHBIE CUCTEMBI MU(POBAHUS.
[Mpuanuner moctpoeHuss 610uHbIXx mudpoB. Cranmapt mudposanus nanaeix ['OCT.
AwmepukaHnckuii crannapt mudpo Banust gaHHeiXx DES. brnounsiii kpuntoanroputm RIJINDAEL
u ctannapt AES. ITorounsie cuctemsl mudpoBanus. [IoTouHbie peKUMBI OJIOUYHBIX MHUQPOB.
CtpoutenbHble OJIOKM TOTOYHBIX MU(POB. Peructpel cnBura ¢ oOpaTHOM CBsA3BIO. Peructpol
CIIBUTA C JTUHEH HOW 0OpaTHOM CBs3BI0. Peructprl caBura ¢ oOpaTHOM CBA3BIO MO MEPEHOCY.
Poccuiickuit 6mounbiii mudp 'OCT B motounom pexxume. baounsnii mudp AES B moTounom
pexumMe. MeTopl OIIEeHKH KadecTBa ajJropuUTMOB MoToyHOro mudpoBanus. Kpunroananus
mudpos. Cratuctudeckuid ananus rammel mudpos. Habop craructuueckux tectoB HUCT.
HUccnenoBanue aiaropuTMoB mNoTouyHOoro mudpoBanua. Kpunrtoananus mudpos.
CTaTUCTHYECKHI aHaIu3 TaMMBbl IMGPOB. AHAIN3 PE3YIbTATOB TeCTUpOoBaHus. VccienoBanue
IIPOU3BOUTENILHOCTH MIU(OB.

6. Teopust muPpPOB ¢ OTKPHITHIM KIOUYOM. ACUMMETPUYHBIE KPUIITOCUCTEMBI. [Ipea- mockuiku
MOSIBJICHUSI ACUMMETPUYHBIX KpurnrocucteM. O06001IeHHas cxemMa acCUMMETPUYHONU KPHUIIO
cucteMbl. AnrebOpanueckas o0oOmenHas mMoxaenp mudpa .OgHOCTOpOHHUE (DYHKIIUH.
dakTopuzanus. duckpernsiii sorapudm. Kpuntocucrema RSA. OcHOBHBIE omnpenieieHus 1
teopembl. AnroputMm RSA. Ilpouenypsr mudpoBanus u pacimmdpoBaHusl B KPUIITOCUCTEME
RSA. Kpuntocucrema 2ib- ['amans. Metoa sSkCioHEHITMAIBLHOTO KiItoueBoro oomena (uddu-
XennmaHa. AJNTOPUTMBI NPAKTUYECKOW peanu3aluu KPUINTOCHCTEM C OTKPBITHIM
kimodoM. Anroputm Pabuna-Mwmmepa (Rabin-Miller).

7. Mexanu3m pabotsl PGP. Kimtoun PGP. Hudposas noanuce Ha PGP. Cxatue nanasix. CeThb
nosepus. Ceprudukatel. Open PGP. Dnexrponnas nudposas noanuce (DLI1). bezomacHocTh
CEeTH nepeaavyu naHHbiXx Ha TpaHcnopTHOM ypoBHe SSL u TLS. IIpotokon SSL. ITpunuun
pabotel SSL.MHorocnolHas cpena npotokosia SSL. [TpoTokos moaATBEp K ICHHS TTOIKITIOYCHUS.
[Iporokon u3meHenus napametrpoB mudpa. [Ipeaynpeaurensusiii npotokoia. [{udpossie
ceptuduratel nporokosa SSL. Mexanu3Mbl 00pa3oBaHus KiIO4Ya ISl TEKYIIEH CECCHU B
SSL/TLS. bezonacuocts cetu I1]] Ha cereBom ypoBHe [Psec. IPsec sBnsiercss HeoTheMIEMOM
yacThio [Pv6 HMHTEepHET mpoTOokoja CIEeAYIOMEro MOKOJECHUS. APXUTEKTypa CpPEeACTB
o6ezomacHocTtu s [P-ypoBHs cnenudunupoBana B nokymeHnte Security Architecture for
thelnternet Protocol. Pazmemenne u ynkumonupoBanue I[Psec.TpancmopTHBIN pexum
paboThl. TYHHENBHBINH PEXKUM PaOOTHI.

8. be3zomacrnocth GSM ceteil. Anroputm mudpoanus AS/1. Kpuntorpadudeckas 3ammuTa
O0ecnipoBoaHbIX ceTed ctanmapToB LTE. Anroputm ayreHTHUKAIIMU U TeHEpallMH KIIIOYa.
Cinou 6e3omacHoctu. Mepapxus kmtoueid B E-UTRAN. 'enepupoBanue kitoueit mudparuu u
nenoctHoctu st NAS curnanuzanuu. AnroputMm mudpanuu B E-UTRAN. Anroputm
npoBepku 1eaoctHoctu E-UTRAN. MonenupoBanue anroputMmo3amutsl LTE.

9.1.5. TeMbl NpaKTUYECKUX 3aHATHI

1. Mozaewms! cotoBoii cBa3u FSK, MSKGMSK u unciieHHbIl aHaIu3 BEPOSATHOCTH CUMBOJIBHOMN
omnOKku. MoaeMbl CIyTHUKOBBIX cucTeM cBsisu M-QAM, M-PSK u uucneHublii ana- au3
BEPOSTHOCTH CUMBOJILHON OIIMOKU

2. UccnenoBanue KOJUPOBaHUS UCTOYHUKA JUC KPETHBIX cooOmeHnit meronamu lllennona- dano.
HUccnenoBanue anroputmoB Jlemnens- 3uBa. dpakTanbHble METOAbl KOIAMPOBAHUA U
300pakeHuil. BeiiBner npeoOpa3oBaHMs CUTHAJIOB U M300pa)KCHUH.

3. UccnenoBanue xonoB Xemmuura, bYX (boysa-Hoyaxypu-Xoksenrema), Pumga-Conomo.
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Huxnnyeckue n36wTou HBle KoAbl CRC (Cyclic redundancycheck). Ceeprounsie kosl. Jleko-
IUpOBaHME CBEPTOUHBIX KOMOB. JlekonuMpoBaHHE CBEPTOUYHBIXKOJOB IO METOAY
Butep6u.TypOokonu poanme. OO6oOmeHHas cxeMa TypOokojepa ¢ mapaiielbHbIM
KackagupoBanueM. CBepTou Hbele TypOokoabl. [lekoaupoBanue TypOOKo10B. XapaKTepUCTUKU
MOMEXOYCTOMUYUBOCTH CBEepPTOYHBIX TypOokonoB. HWMcciaenoBanume TypOOKOIOB.
Hu3konnoTHOCTHBIE KOJbl. AJNTOPUTMBI JE€KOAUPOBAHUS HHU3KOIJIOTHBIX KOJOB. OlieHKa
CJIOHOCTH aJITOPUTMOB JAeKkonupoBaHus. MccienoBanue kackaJHbIX KOJOB.

4. CurHaibHO-KOJOBbIE KOHCTPYKIIMU Ha ocHoBe Tpemnuc komoBod mMoxayisiuu (TCM).
HccnenoBaHne CUTHAIBHO-KOJOBON KOHCTPYKIMHM Ha 0a3e CHUCTEMBbl C OPTOTOHAJIbHBIM
YaCTOTHBIM MYJIbTUILUIEKCUPOBAHUEM U ITPOCTPAHCTBEHHO-BpEMEHHBIM KogupoBanrueM OFDM -
MIMO.

5. Teopus xnaccuyeckux muppoB. OCHOBHBICE XapaKTEPUCTHUKH OTKPBITOTO TEKCTA.
Knaccudukanus mmdpos.Knaccudukanus mmdpor 3amensl. [ludper nepectanoBku. [udper
npocToit 3ameHbl. Cuctema mudposanus Lle3aps. Apdunnas cucrema noacranoBok lezaps.
Cuctema lle3aps ¢ knrueBbiM clioBoM. burpammusiii mudp Ineideiipa. Mudp Xumna.
[Iudpsr cnoxuoit 3amensl. [udp "aBoiHoN kBaapat" YurcTtona. OmHopa3oBas cucTeMa
mdposanus. [ludpoBanue meTonoM raMmMupoBanusi. MeTo bl T€HEpAUU [ICEBIOCTYYaiiHBIX
MOoCJeA0BaTeIbHOCTEN uKcen. JIMHEWHBIN KOHTPY HTHBIM reHeparop. Peructp casura c
JUHEHHON OOpaTHOM CBSI3BIO.

6. Teopus mu@poB ¢ CEKPETHBIM KIOUOM. BiiouHBIE M MOTOYHBIE CUCTEMBI MU(POBAHUS.
[Ipuanuner moctpoeHuss 610uHbIXx mudpoB. Cranmapt mudposanus nanaeix ['OCT.
Awmepukanckuii crannapt mudpo Banust gaHHeiX DES. brnounsiii kpuntoanroputm RIINDAEL
u ctannapt AES. Ilorounsie cuctemsl mudpoBanus. [IoTouHbie peKUMBbI OJIOYHBIX MHUQPOB.
CtpoutenbHble OJIOKM TOTOYHBIX MU(POB. Peructpel cnBura ¢ oOpaTHOM CBsA3BIO. Peructpol
CIIBUTA C JJUHEH HOW 0OpaTHOM CBs3BI0. Peructprl caBura ¢ oOpaTHOM CBA3BIO MO MEPEHOCY.
Poccuiickuit 6mounbiii mudp 'OCT B motounom pexxkume. biaounsnii mudp AES B moTounom
pexumMe. MeTopl OIIEeHKH KadecTBa ajJropUTMOB MoToyHOro mudpoBanus. Kpunroananus
mudpos. Cratuctudyeckuid ananus rammel mudpos. Hadop craructuuecknx tectoB HUCT.
HUccnenoBanue aiaropuTMoB NoTouyHOro mudpoBanua. Kpunrtoananus mudpos.
CTaTUCTHYECKHI aHaIu3 TaMMBbl IMGPOB. AHAIIN3 PE3YIbTATOB TeCTUpOoBaHus. VccienoBanue
MIPOU3BOUTENILHOCTH MIU(OB.

7. Teopust miupoB ¢ OTKPHITHIM KIOUYOM. ACUMMETPUYHBIE KPUNITOCUCTEMBI. [Ipea- mochuiku
MOSIBJICHUSI AaCUMMETPUYHBIX KpumnrocucteM. O0001eHHas cxemMa aCUMMETPUYHONU KPHUIIO
cucteMbl. AnreOpanueckas o0oOmenHas mMonaenp mudppa .OgHOCTOpOHHUE (DYHKIIUH.
dakTopuzanus. duckpernsiii norapudm. Kpuntocucrema RSA. OcHOBHBIE omnpenieieHus 1
teopembl. Anroput™m RSA. Ilpouenypsr mudpoBanus u pacimmdpoBaHusl B KPUIITOCUCTEME
RSA. Kpuntocucrema 2ib- ['amans. Meto sSkCioHEHITMAIBHOTO KiTtoueBoro oomeHna (uddu-
XennmaHa. AJNTOPUTMBI NPAKTUYECKOW peanu3aluu KPHUINTOCHCTEM C OTKPBITHIM
kimodoM. Anroputm Pabuna-Mwmmepa (Rabin-Miller).

8. Mexanusm pa6otel PGP. Kinroun PGP. [{udposas noanuce nHa PGP. Cxarue nanusix. CeThb
nosepus. Ceprudukatel. Open PGP. Dnexrponnas nudponas noanuce (DLI1). bezomacHocTh
CEeTH nepeavyu naHHbiXx Ha TpaHcnopTHOM ypoBHe SSL u TLS. IIpotokon SSL. ITpunuun
pabotel SSL.MHorocnolHas cpena npotokosia SSL. I[TpoTokosn moaATBEp K ACHHS TTOIKITIOYCHUS.
[Iporokon u3meHenus napametrpoB mudpa. [Ipeaynpeaurensusiii npotokoia. [{udpossie
ceptuduratel nporokosa SSL. Mexanu3Mbl 00pa3oBaHus KiIO4Ya ISl TEKYIIEH CECCHU B
SSL/TLS. bezonacuocts cetu I1]] Ha cereBom ypoBHe [Psec. IPsec sBnsiercss HeoTheMIEMOM
yacThio [Pv6 HMHTEepHET mpoTOokoja CIEeAYIOMEr0 MOKOJEHUS. APXUTEKTypa CpPEeACTB
o6ezomacHocTtu s [P-ypoBHs cnenudunupoBana B nokymeHnte Security Architecture for
thelnternet Protocol. Pazmemenne u ¢ynkumonupoBanue I[Psec.TpancmopTHBIN pexum
paboThl. TYHHENBHBINH PEXUM PaOOTHI.

9. beszonacHocth GSM ceteit. Anroputm mudpoBanus AS/1. Kpunrorpadudeckas 3ammuTa
O0ecnipoBoaHbIX ceTed ctanmapToB LTE. Anroputm ayreHTHdUKAIIMU U TeHEpallMU KIIIOYa.
Cinou 6e3omacHoctu. Mepapxus kmtoueid B E-UTRAN. 'enepupoBanue kimoueit mudparuu u
nenoctHoctu st NAS curnanuzanuu. AnroputMm mudpanuu B E-UTRAN. Anroputm
npoBepku 1eaoctHoctu E-UTRAN. MonenupoBanue anroputmo3amutsl LTE.

9.2. MeToan4yeckne peKOMeH AU
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YueOHBI MaTepuan u3iaraercsa B GopMe, MPernoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIILYIO POJIb
B XO/JI€ BCETro y4eOHOro mpoliecca.

Hauatpe uzydeHue quCHMIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamoctosiTeabHas padoTa CTyIeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIOTHEHHE KOHTPOJIbHBIX MEPOMPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI Il Ty4YIIETO OCBOEHUS MaTepHraia He0OX0IUMO PEryJspHO
oOpamaTbCcsi K pEeKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU HHTEPHET-TIOPTaIaMU, COAECPKAIIUMHU
HAay4YHO-TIONYJSIPHbIE W CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM

y4eOHON JMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAHUS U OCBOEHMS MaTepuaja, BbIIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3

MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HAaYEHUE JIJIsl TOHUMaHUS JajJbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyalbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HMHBAJINI0B

Jus nun ¢ OrpaHUYEHHBIMU BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepHaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomoaHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronmxcs

Bupl 7onMOMHUTENBLHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:
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— B IIeYaTHOM (opme;

— B IIeYaTHOU popMe ¢ yBEITMUCHHBIM HIPUPTOM;

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJIaHHs BCITYX;

— MPEIOCTaBICHHE 3aaHNUs C UCTIOJIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHWYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOMPOCHL. [[s Takux oOydaromHMXcs MpeaycMaTpUBaeTCs
nocTymHas GpopMa IpeoCTaBICHHs OTBETOB HA 3aJJaHHs, 8 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 0 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B GopMax,
aIalITHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPHATHS HHPOPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HAapyIIeHUsIMU cIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-BUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TaIOB.
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acexannu kadenpsr PTC
nportokon Ne 5  or« 1 » 12 2022r.

COI'TACOBAHO:
JomKHOCTD Wunnwmanel, pamumus IMoamuce

3aBemyromuii Beiyckaromnieit kag. PTC A.A. MemepsikoB  CoriacoBaHo,
5bbb058c-a625-4513-
8e7f-25eb16694704

3aBenytomuii obecrnieunBatomieit kag. PTC A.A. MemepsikoB  CoriaacoBaHo,
5bbb058c-2625-4513-
8e7f-25eb16694704

N.0O. nayasibHUKA y4eOHOTO yIpPaBIICHUS N.A. Jlapuommna CoriacoBaHo,

¢3195437-a021-4972-
a7c6-abbeelf21e73

IKCIIEPTHBI:

Houent, xad. PTC

B.A. I'pomoB

CornacoBaHno,
bbaa5b2b-4¢38-4841-
a5bb-85f9ddafe277

Crapmuii mpenonaBarens, kag. PTC

J1.0. HoznpeBaTbix

CormnacoBano,
bd0039b0-9¢48-4859-
9803-60c9ddba7116

PA3PABOTAHO:

Homent, kag. PTC

A M. I'onukos

Pazpabotano,
d76b3893-b3a9-44a5-
8418-e53e691ec9d0
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