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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYAEHTOB MpPEACTABICHUNW O MNPAKTHUYECKOM HCIHOJIb30BAHUU
KpUNTOTPaQUIECKUX METOJ0B 3alUThl HHGOPMALUK JJIsI PEIICHUS OTACNbHBIX 3a/1au 00ecTneYeHus
MH(POPMALIMOHHOM 6€30MacHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. ChopmupoBath mpeacTaBieHUe 00 OCHOBHBIX MpoOJeMax, CBA3aHHBIX C MPAKTHYECCKUM
HCIOJIb30BaHUEM KPUNTOrpaUUECKUX METOI0B 3alUThl HHPOpMAIUH.

2. V3y4uTh OCHOBHBIE KPpUTITOTpAa)UUECKHE TPOTOKOJIHI.

3. Uzyuuts uHGPACTPYKTYPy OTKPHITOTO KITFOYa.

4. V3yunTh MEXaHU3MbI YIIPABICHUS KIIFOYaMU.

2. MecTo aucuunannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunast (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenansHocta (special hard skills - SHS).

Nunexc qucuumiuael: 51.0.03.21.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInn 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-10. Criocoben OIIK-10.1. 3naer ocHOBHBIE  |3HAET OCHOBHBIE KpUNTOTpaduyecKue

UCIIOJIb30BATh CPEJICTBA |MTOHSTHS KPUTITOTPAPUH U METO/IbI, aITOPUTMBI, TIPOTOKOJIBI,
KpunTorpaduaeckoit KpunTorpaguueckue METOIbl |MCIOIb3yeMbIe It 00SCTICUCHHUS
3aIUThl MHQOPMAIIMKA | 3aIIUTHI HH)OPMAIIHH, nH(POPMAIMOHHOW 0€301MaCHOCTH; OCHOBHBIE
IIPH PEIICHUU 33129 OCHOBHBIC THITBI CPEJICTB MepBI IO KpUnTorpaduueckoi 3anmre
pohecCHOHATLHOM KpunTorpaguueckoi 3ammThl |MHPOPMAIUN B ABTOMATU3UPOBAHHBIX
JIEATEIIbHOCTH unpopmanuu (CK3N) n CHCTEMAX.

MPEIbSABISIEMBIC K HUM

TpeOOBaHUs

OIIK-10.2. Ymeer YMeeT BBIOUpATh HEOOXOIUMBIE CPEICTBA

OCYIIECTBIIATh 000CHOBAHHBIN | KPUIITOTPAPUIECKOMN 3alTUTH HHPOPMAITHH
BBIOOp U ucnosib3oBaTh CK3U |ncxoas 3 Tumna 3amunaeMoit

IIPH PEIICHUH 33]1a9 ABTOMATH3MPOBAHHOW CUCTEMBI; IPUMEHSTh
npodecCuoHaIbHON cpencTBa KpunrtorpadhudecKon 3amuThl
NEeATEILHOCTH uHpopmanuu st odecredeHus

KOH(HICHIINATHLHOCTH U IIEIOCTHOCTH
00pabaTeIiBaeMOIl Ha ABTOMATHU3UPOBAHHOM
paboueM Mecte nHpopmaiuu; 3HPeKTUBHO
UCTIOJIB30BaTh KPUNITOrpahUIeCcKre METOIBI 1
CpeICTBa 3alIUThI HH(OPMAIINH B
aBTOMATH3HPOBAHHBIX CHCTEMaX.

OIIK-10.3. Bnaneer Bnaneer HaBbIKaMU HCTIOJIB30BAHUS CPEICTB
NPaKTUYECKUMU HaBbIKAMU  |KpUNTOrpaduyeckoi 3amuThl HHPOPMALIUU
pa3paboTKu npu o0ecrieyeHn HHPOPMALIMOHHOM
KpUnTorpapuyeckux 0€301acHOCTH Ha aBTOMAaTU3UPOBAHHOM
aJIrOPUTMOB MEXAHU3MOB, pabouem MecTe; HaBbIKAMH HACTPOUKH
OIpEEIIAEMbIX CPEICTB KpUNTOTpapHUECKON 3aIUTHI
HaIlMOHAJbHBIMU MH(pOpMaLKH, TOCTPOEHUSI UHYPACTPYKTYPHI
CTaHJIapTaMH U OTKPBITHIX KJIIOUEH, TPUMEHEHHS
pPEKOMEHIalUsAMU KPHUITONPOBAWIEPOB U UHBIX IPOTPAMMHBIX
Poccuiickoit ®denepannu u CPEICTB CUCTEMBI 3aLIUThI HH()OpMAIH
CTaHJapTaMH aBTOMATHU3UPOBAHHON CUCTEMBI.
MEXIyHApOIHOU

OpraHu3aliy 1o

CTaHIapTU3ALIH

IIpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX €JUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mas TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 3 3a4eTHBIX equHuIl, 108 akageMruuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6mmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI IO BUJAM YU4SOHOM eI TeIbHOCTH

. Becero |Cemectpsl
Bunel yueOHOM nesTeIbHOCTH
4acoB |7 cemecTp
KonrakTHas ayguropHasi pa6oTa 00y4alomuxcs ¢ npenojaaBarejeM, BCero 64 64
JIeKIIMOHHbBIE 3aHATUS 22 22
IIpaxkTrueckue 3aHATUS 10 10
JlaGopaTopHbie 3aHITHS 32 32
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CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 44 44
BHeayJIUTOpPHAasi padoTa 00y4aroluxcsi ¢ NpenojaaBaTesieM, BCero
[ToaroroBka k 3auery 11 11
IToaroroBka K TECTUPOBAHUIO 8 8
Hamnucanue oTyera nmo mpakTU4eCKOMY 3aHATHIO (CEMUHAPY) 5 5
[ToaroToBka k mabopatopHoOi padboTe, HATMCAHUE OTYETa 20 20
O0mas Tpya0eMKoCTh (B 4acax) 108 108
O0mas TpyaoeMKocTh (B 3.€.) 3 3

5. CTpykTypa u cojep:kaHue TUCHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW JNesATeIbHOCTH NPUBEACHA B
tabymue 5.1.
Ta6muma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

HasBanus paznenos (Tem) iIaeHK' [Tpak. | JIa6. | Cam. Bcer(%;aCOB dopmupyembie
TV CLUTIIUHBI ” | 3aH.,4 | pab. |pal.,d KOMITETEHIINU
q HK3aMeHa)
7 cemecTp
1 BBeneHue B puKIIaHbIE ACTIEKThI 4 4 12 10 30 OIIK-10
KPUITOTpapUUECKON 3aIIUThI
uHpOpMan
2 NHdpacTpyKTypa OTKPBITHIX 6 4 16 21 47 OIIK-10
KITIouei
3 MexaHu3Mbl yIpaBieHUs KiIodyaMu | 8 - - 6 14 OIIK-10
4 IlpakTHueCcKne aCleKThI 4 2 4 7 17 OIIK-10
KPUITOTpapUUeCKON 3aIIUThI
uHpOpMaLun
Uroro 3a cemectp| 22 10 32 44 108
Utoro| 22 10 32 44 108

5.2. Conep:xanue pa3aesioB (TeM) IUCHUANINHbBI

Copepxanue pa3aenoB (TeM) AUCUUTUINHBI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuie 5.2.

Tabmuma 5.2 — Coneprkanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JCKIUSIM)
TpynoemMKocTb
Hazpanus paznenos Copepxanue pa3aenoB (Tem) (TeKIOHHbIE dopmupyembie
(TeM) TUCIUTUTAHBI JUCITUTUINHBI (B T.4. 1O JICKITHSM ) KOMIIETEHIINU
3aHATHSA), 4
7 cemecTp
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1 Benenue B [onsarue xkpuntorpadhuaeckoro 4 OIIK-10
MIPUKJIAHBIE ACTICKTHI npoTtokoja. Poib kpunrorpapuaeckux
KpunTorpaduaeckoit IPOTOKOJIOB B CUCTEMAX 3alllUThI
3amuThl HHHOPMALIUN uHpopMmaimu. OCHOBHBIC aTaKH Ha
Kpunrorpaduueckue mpoTOKOJIbI.
[IpoTokoIbl HIEHTU(DUKAINN HAa OCHOBE
napoJie, IPOTOKOJIBI «PYKOMOXKATHS U
THUIIA «3anpoc-oTBeT». [lonsTue
MIPOTOKOJIOB HHTEPAKTUBHOTO
JI0Ka3aTeNNbCTBA U JOKAa3aTeNIbCTBA
3HaHus. [IpoTokonsl uaeHTUUKAIMY Ha
OCHOBE IIPOTOKOJIOB JI0Ka3aTeIbCTBA
3HAHUS C HYJIEBBIM pa3IIalliEHUEM.
Hroro 4
2 Undpactpykrypa OCHOBHBIE KOMITOHEHTHI 6 OIIK-10
OTKPBITBIX KJIHOYEi UHOPACTPYKTYPBI OTKPBITHIX KITIOYEH.
[TonsTHe cepTH(UKATa OTKPHITOTO KITHOYa.
Y nocrosepsromuil HEHTP. ApXUTEKTypa
HHOPACTPYKTYPBI OTKPBITOTO KITFOYA.
Htoro 6
3 MexaHu3MbI Nzyuenune crangapta ISO/IEC 11770. 8 OIIK-10
yIpaBJICHUS KIOUYaMHU MexaHu3MBbl, UCITOJIB3YOLIUE
CUMMETPUYHBIE METObl. MEXaHU3MBI,
HCIIONB3YIOIINE ACUMMETPUYHBIE METO/IBI.
MexaHn3Mbl, OCHOBaHHBIE Ha CJIA0BIX
CeKpeTax. YNpaBJIeHUE rPYIIIOBBIMU
kirouamu. DopMupoBaHue KIIHOYEH.
HUroro 8
4 IlpakTuueckue [IpoGnems! peanuzanuun 4 OIIK-10
aCIIEeKThI KpUIITOTpaprUueCcKuX aJropuTMOB.
Kpunrorpaduyeckon 3ammTa OT yTe4KH HH(POPMAIIHH.
3amuThl HHHOPMALIUN [Toctpoenue 6e30macHOro
KOMMYHHKAI[MOHHOT'O KaHaJla HA OCHOBE
KpUIITOTpaprUueCcKuX aqropuTMOB.
HTtoro 4
Hroro 3a cemectp 22
Hroro 22
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabaua 5.3. — HauMeHnoBaHue NpakTUYECKUX 3aHATUN (CEMHHAPOB)
HasBanus pasnenos (Tem) HaumeHnoBanue nmpakTH4ecKux Tpynoemkocts, | Popmupyemblie
JUCIUTUTUHBI 3aHATUHN (CEMUHAPOB) q KOMITETEHIINH
7 cemecTp
1 Brenenue B nmpuxnagusie | Kpunrorpaduueckue aiinoBbie 4 OIIK-10
aCIIeKThI cucremsl. [lIudposanue daitnosoit
KpunTorpaduueckoi 3ammThl | cucteMsl Linux
nHdOpMaIuu Htoro 4
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2 Undpactpykrypa [Ipumenenue nHppacTpyKTypsl 2 OIIK-10
OTKPBITBIX KJIIOUEH OTKPBITBIX KJIIOUEH B KJIMEHTAX
3JIEKTPOHHOU IMOYThI

[Ipumenenne UHPPACTPYKTYPHI 2 OIIK-10
OTKPBITHIX KJIHOUEH HA
aBTOMAaTHU3MPOBAHHOM pabouemM

MecTe
HUtoro 4
4 IlpakTUyeckre aceKThl [IpuMeHeHne KpUnTONpOBaNIEPOB 2 OIIK-10
KpunTorpaguueckoi 3ammThbl
I/Ifl(bOpMEHEI/I n Hroro 2
Hroro 3a cemectp 10
Hroro 10

5.4. JlabopaTopHbIe 3aHATHS

HanmenoBanue nabopaTopHbIX paboT mnpuBeieHO B Tabnuie 5.4.
Tab6ymna 5.4 — HaumeHoBaHue 1a00paTOPHBIX padoT

HagBaiﬁiigj{ii{i}: (rem) HaumeHnoBaHue 1ab0paTopHBIX paboT prﬂoejl\mocn’ q;gfﬁgfg;r;:
7 cemecTp
1 Beenenue B npukinagueie |Kpunrorpaduueckue ¢aitnopbie 4 OIIK-10
ACIIeKTHI cucreMmsl. [lludpoannas daitnosas
Kpunrorpaduaeckoi cucrema Windows
3alUTHI HHOPMALIH Kpunrorpaduueckue aitnossie 4 OIIK-10
cucremsl. lIndposanue aucka
BitLocker
Iudposanue auckoB VeraCrypt 4 OIIK-10
Hroro 12
2 Undpactpykrypa YcTaHOBKa M HACTPOMKa CITyKO0 4 OIIK-10
OTKPBITBIX KITIOUeH yIOCTOBEPSIOLIETO LIEHTpa
N3zyuenne QyHKImiA 4 OIIK-10
YIOCTOBEPSIOLIETO LIEHTPA
Kpocc-ceprudukanms 4 OIIK-10
YAOCTOBEPSIOIINX LIEHTPOB
ITocTpoeHue nepapxudecKkou 4 OIIK-10
APXUTEKTYPbl HHPPACTPYKTYPbI
OTKPBITHIX KITIOUen
Uroro 16
4 Tlpaktuyeckue acrekTsl |CpeacTBa KpUNTOrpapuIecKoi 4 OIIK-10
Kpunrorpaduaeckoi 3amuThl THHOPMAITIHT
3amuThl THGOPMAITIHT HUtoro 4
Uroro 3a cemectp 32
Hroro 32

5.5. KypcoBoii npoexkT / KypcoBasi pabora
He npenycMoTpeHo yueOHbIM MIaHOM
5.6. CamocTosiTeqbHasi padoTa

Buaer caMmocTosTeNIbHOM paboOThL, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETEHIIMU TIPEICTABIICHBI B
Tabnuie 5.6.
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Tabmumma 5.6. — Buasl camocTosTeIbHON paboThl, TPYJA0EMKOCTh M (hOPMHUPYEMBIE KOMIETEHITUN

Byl
HaszBanus pasnenos . Tpynoemkocts, | Dopmupyembie
(TeM) MCHHIHHb CaMOCTOSITEIbHOU 4 KOMITCTCHITHI DopMBI KOHTPOJIS
paboThI
7 cemecTp
1 BBeneHue B [ToaroroBka k 3auery 2 OIIK-10 3auér
NPUKIAIHBIC ACIIEKTRI  |[JonroroBKa K 2 OIIK-10 TectupoBanue
KpUNTOrpapuyecKon TECTUPOBAHUIO
3aMUThl HHPOPMAMHK | Hanycanne oTueTa Mo 2 OIIK-10 Oruer 1o
MPaKTUYECKOMY MIPAKTUYECKOMY
3aHATHIO (CEMUHAPY) 3aHATHIO
(cemunapy)
IToaroroska k 4 OIIK-10 JlaGopaTopHas
nabopaTopHOii paboTe, pabota
HaIlMCaHHUE OTYETa
Hroro 10
2 UndpacTtpykrypa [ToaroroBka k 3auerty 3 OIIK-10 3auér
OTKPBITBIX KITFOUEH IloaroroBka k 2 OIIK-10 TectupoBanue
TECTUPOBAHUIO
Hanucanue otyera 1o 2 OIIK-10 Otuer o
MIPAKTHICCKOMY MPAKTHYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
[ToaroroBka k 14 OIIK-10 JlaGopaTopHas
nmabopaTopHoO# pabdoTe, pabora
HaIlMCaHUE OTYeTa
Hroro 21
3 MexaHU3MBbI [ToaroroBka k 3auery 4 OIIK-10 3auéT
YHIpaBJICHUA KIIOYaMH  [JonroTOBKa K 2 OIIK-10 TectupoBanue
TECTUPOBAHUIO
Htoro 6
4 IlpakTuueckue [TonroroBka k 3auery 2 OIIK-10 3auér
ACIICKTHI IToaroroBka x 2 OIIK-10 TectupoBanue
KPUNTOrPaQUIECKON | TecTUPOBAHHIO
3aIUThI MHPOPMAHMH | Hanycanne otuera o 1 OIIK-10 Oruer o
MPAKTHYECKOMY MPAKTHIECKOMY
3aHATUIO (CEMUHAPY) 3aHATHIO
(cemunapy)
[ToaroroBka k 2 OIIK-10 Jlaboparopuast
nabopatropHoit padore, pabora
HAITMCaHWE OTYeTa
Hroro 7
Hroro 3a cemectp 44
Hroro 44

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHNHU AUCHHUIIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUH, (OPMUPYEMBIX MPU U3YUYEHUH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH MPEICTABIICHO B Tabymiie 5.7.
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Ta6muma 5.7 — CoOTBETCTBUE KOMIETEHIIUN, (GOPMUPYEMBIX TIPU U3YUECHUHN TUCIUTIINHBI, U BUIOB
3aHATUI

Bunbl yueOHOM nesTeIbHOCTH

dopmMupyemsbie

Jlek. ITpak. JIab. Cam. DopMBI KOHTPOJIA
KOMIICTCHITHH
3aH. 3aH. pao. pao.
OIIK-10 + + + + 3auér, JlaboparopHas pabota, OTuer

O MPAKTUYECKOMY 3aHSATHIO
(cemunapy), TectupoBanue

6. PeliTuHroBasi cucreMa /Uit OLCHKH YCIIeBAeMOCTH 00y4YaIOIINXCH
6.1. basuibHbIe OLeHKH /151 POpPM KOHTPOJIA

bannbHble oueHKH Uit OpPM KOHTPOJIS IIPECTaBIeHbI B Tabnuie 6.1.
Tabauna 6.1 — bannpHble OLIEHKU

. . MaxkcumanbHbIN
MaxkcumanbHbII MaxkcumanbHbII
0as 3a mepuo Bcero 3a
@OpMBI KOHTPOJIS 6amt Ha 1-y10 KT ¢ 0a 3a meproa
mexny 2KT n Ha ceMecTp
Hayana cemectpa | mexnay KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auér 0 0 30 30
Jlaboparopnas pabota 15 15 10 40
TectupoBaHnue 0 0 10 10
Ortuer no 5 10 5 20
MPAKTUYECKOMY 3aHITHIO
(cemuHapy)
HToro MakcumyM 3a 20 25 55 100
nepuos
Hapacraromum nrorom 20 45 100 100

6.2. IlepecueT 0a/1710B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIe 6.2.
Tab6mmma 6.2 — Ilepecder 6a/IOB B OIEHKH 32 TEKYIIMH KOHTPOJIb

bamibl Ha aTy TEKyIero KOHTpOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaitoB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHO# cymmbl OamioB Ha naty TK

Ot 60% 10 69% OT MakcUMabHOI cyMMBI OaiioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMalIbHOI cyMMBbI OaiioB Ha gaty TK

6.3. [lepecuer cyMMbI 02J1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

Hepecqu CYMMbI 0ajjaoB B TPaAUIIUOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabnuua 6.3 — [lepecyeT cyMMBbI 6aJUIOB B TPAJAMLIMOHHYIO U MEKAYHAPOIHYIO OLIEHKY
Hrorosas cymma 6asios,
Ornenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)

IK3aMeH

5 (oTnU4HO) (3aYTEHO) 90—-100 A (oTAn4HO)

4 (xopot110) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTesbHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. Ocunsu B. O. Kpunrorpadus B 3agauax u ynpaxsenusix. - M. : 'enuoc APB , 2004. - 143[1] c.
(manmuue B 6ubnuoreke TYCVYP - 50 3k3.).

2. OcHoBbl UHpOpPMaLIMOHHON OGe30macHOCTH : YueOHoe nmocobue s By30B. - M. : ['opsauas
nunus-Tenexkom , 2006. - 544 c¢. (manuuue B Oubnumoreke TYCVYP - 81 3k3.).

7.2. lonoJTHUTEIbHAS JIUTEPpaTypa

1. ®omuués, B. M. Kpunrtorpadpuueckue metonsl 3amutsl uHGopmauuu B 2 4. Yacts 1.
MatemaTtuueckue acleKkThl : yueOHUK A By30B / B. M. ®omuués, /[. A. MenpHUKOB ; oA pefakuueit
B. M. ®omuuéBa. — Mocksa : M3narensctBo FOpaiit, 2020. — 209 c¢. — (Briciiee o6pa3oBanue). —
ISBN 978-5-9916-7088-3. — TekcT : 31eKTPOHHBIN [DIEKTpOHHBIM pecypc|: — Pexum gocryna:
https://urait.ru/bcode/450820.

2. Ps6ko, b. 5. Kpuntorpaduueckue MeToasl 3alMThl HHGOpManuu : yuebnoe nocodue / b. S.
Ps6xo, A. H. ®uonoB. — 2-e u3z., crep. — Mocksa : ['opsiuast nunus-Tenexkom, 2017. — 230 c. —
ISBN 978-5-9912-0286-2. [DnekTpoHHBIH pecypc|: — Pexum npocryna:
https://e.lanbook.com/book/111097.

3. ®omuués, B. M. Kpunrorpadpuueckue metoasl 3amuTsl uHGopmanuu B 2 4. Yacts 2.
CucteMHbIe U NPUKIIAJHBIE aCHIEKTHI | Y4eOHUK U1 By30B / B. M. ®omuués, J{. A. MenbHUKOB ; O]
penaknueir B. M. ®omuuéBa. — Mocksa : U3natensctBo FOpaiit, 2020. — 245 c. — (Bricmee
obpazoBanue). — ISBN 978-5-9916-7090-6. — TekcT : 3MeKTpOHHBIN [DIEKTPOHHBIH pecypc]: —
Pexxum moctyna: https://urait.ru/bcode/451486.

7.3. YueOHO-MeTOAMYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE MOCOOUSI

1. EBctotun O.0O. Kpuntorpadudeckue METOIbI 3aIUTHl HHOOPMALIMK: METOIUUECKUE YKAa3aHUs
JJIS. BBITMIOJTHEHHUST TTPAKTHYECKHUX M CaMOCTOSITEIbHBIX padoT. — 2014. [DnexTpoHHBIN pecype]: —
Pexxum noctyma: https://disk.tb.tusur.ru/kmzi/practice.pdf.

2. Ilpuknaanas kpunrorpadus: METOAUYECKHE YKa3aHUs AJis BBIIOJIHEHUS 1a00paTopHbIX padboT /
Akumyxk A.FO. — 195 c¢. [DaextpoHHB# pecypc]: — Pexum npocrtyna:
https://disk.fb.tusur.ru/crypto/laboratory_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE TOCOONS JIS JINIT
€ OrpaHUYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKHEe MaTepUAIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YHCiIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHUYCHHUSM HUX 3[0POBbS U BOCHPUATHSL HHOOPMALIUY.

JI1s JIMIL ¢ HApYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(deccuoHATIbHbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI
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1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeieHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCs yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMH
MeOenbto. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCO0USI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1Jisl NPAKTHYECKUX 3aHATHI

Ayautopus UHTepHET-TEXHOIOTUM U UHPOPMALIMOHHO-aHATUTHYECKON JIeITeNbHOCTU: yueOHas
ayJIUTOpHUS JIJIsl IPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIA, YueOHas ayJUTOpUs Uil POBEICHUS 3aHITHIA
MPAKTUYECKOTO THUIA, YyueOHast ayAuTOpHs ISl MPOBEACHUS 3aHATUM abopaTopHOoro Tuma; 634045,
Tomckast obnacts, r. Tomck, yn. Kpacnoapmetickas, 1. 146, 402 ayn.

Onucanre UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Akyctudeckas cucrema Yamaha;

- Kommnekt 6ecnipoBogubix MukpodoHoB Clevermic;

- MarauTHO-MapKepHas JOCKa;

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo npernogaBaTes.

[IporpamMmmHOe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MarepuajbHO-TeXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpHbIX padoT

JlaGopaTopusi mporpaMMHO-aNapaTHBIX CPEACTB oOecrieueHus] HHPOPMAITMOHHOM 0€30MacHOCTH:
ydeOHasi ayIuTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 405 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- NnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTtop Optoma EH400;

- Be6-xamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurensb Roxton PA-20T;

- AnmmapaTHble cpescTBa ayTeHTuuKanun noias3zoBarens "eToken Pro";

- [IporpammHo-anmapaTHbiii KoMiuieke 3amutel nHpopmarun: [TAK ViPNet Coordinator HW 100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x;

- YerpoiicTBa YTEHUS CMapT-KapT U PaJAHOMETOK: aJanTep KOMIBIOTEPHBIN I CYUTHIBAHUS H
nepenauu B [IK cepuiiHpIXx HOMEpOB OECKOHTAKTHBIX HAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarautHO-MapKepHas JOCKa;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- Pabouee mecTo mpemnogaBares.

[IporpamMmmHoe obecnieueHue:

- Microsoft Windows 10;

- VirtualBox;

- DuctpubyTtus Kali Linux;

- Kpunrorpaduueckoe cpencrso 3amutsl nHGopmanuu Kpunrollpo CSP;
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8.4. MaTepua/IbHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisl CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepHaﬂbHO-TeXHI/I‘leCKOG obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI
Hazpanus pa3nenos (tem) dopmupyembie
JUCIUTLIAHBI KOMIIETEHIINH

®opmbl koHTpoItst | OneHouHble MaTepuaisl (OM)
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1 BBenenue B npukIiaHbIe OIIK-10 3auét [Tepeuens BOIIPOCOB 1Jist
ACTIEKTHI KpUNTOrpaduIecKoi 3aueTa
3aLUThl HHOPMALH JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTHYECKOMY
3aHITHIO
(cemuHapy)
2 Undpactpykrypa oTkpbiThix |OIIK-10 3auér Ilepeuenb BOIIPOCOB IJ1st
KIIIOUen 3a4era
JlaGopatopHas Tembl 1abopaToOpHBIX paboOT
pabota
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
Otuer no TeMbl NpakKTUYECKUX 3aHATUN
IIPAKTUYECKOMY
3aHATHIO
(cemuHapy)
3 MexaHu3MBbl yIpaBIeHUS OIIK-10 3auér IIepeuens BonpocoB 11t
KIIIOYaMHu 3aueTa
TecTtupoBanue [IpuMmepHBIil nepeueHb
TECTOBBIX 3aJaHUI
4 IIpakTHueCcKne aCIEeKThI OIIK-10 3auér IIepeyens BOnpocoB [uist
KPUNTOrpapUUeCcKon 3aIUThI 3aueTa
HH(OpMAIIHH JlaGopatopHas Tembl m1abopaTOpHBIX padoOT
pabota
TectupoBanue [IpumMepHbIil TEpeYeHb
TECTOBLIX 3aJaHUN
Oruer o Tembl NPaKTUUECKUX 3aHATUI
IIPAKTUYECKOMY
3aHITHIO
(cemuHapy)

lxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3yJbTATOB OOyUYEHHS IO
JTUCIUIIIMHE TpUBeAcHa B Tabmuie 9.2.
Tabnuma 9.2 — Illkama oneHku cHopMUPOBAHHOCTHU IUIAHUPYEMBIX PE3YyJbTATOB OOyYEHHUS IO

JAUCLUILIINHE
dopmynupoBka TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyIOBJIETBOPHUTEIBHO) | MAKCUMAJIBHOH | MIIM ()parMeHTapHbIe YMEHUH WU HABBIKOB WU
CYMMBI 0aJI0B 3HAHUSA YaCTUYHO ¢bparmeHTapHble
OCBOEHHOE IIPUMEHEHHE
yMEHHE HaBBIKOB
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3 ot 60% no o0mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPUPOBAHHBIC HO HE YCIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUSA CUCTEMATHUYECKU | CHCTEMATHYECKOE
CYMMBI 0aJIOB OCYIIECTBIISIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoportio) ot 70% no chOopMHUPOBaHHEIE, B LIEJIOM B I1€JIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CyMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
npoOesbl yMEHUe poOebI
MIpUMEHEHHE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yMEHHE CHUCTEMaTHYECKOe
CYMMBI 0aIoB 3HAHUSA MPUMEHEHHE
HABBIKOB

[Ixanma KOMIUIEKCHOM OLIEHKU C(hOPMHPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHN KOMIIETEHITUN

2 He nmeet HeoOX0IMMBIX TIPEICTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEYTOBJIETBOPUTEIILHO ) | KITH
3HaTh HA YPOBHE OPHEHTHPOBAaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K ONPEICTICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YHOBJIETBOPUTENIBHO) |M3yUEHHBIH 3JIEMEHT COICPKaHUs PENPOLyKTHBHO: IIPOU3BOIBHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO UM B IEMOHCTPUPYEMBIX
JEUCTBHUSIX.

4 (xopor1io) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U

MEPCICKTUBLI PaA3BUTHA U 0COOCHHOCTU JJI1 pa3sHbIX 00BEKTOB YCBOCHHUH.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTeMHOM ypoBHe. OOydJaronuics 3HaeT
M3YYEHHBIN 3JIEMEHT CO/IePKaHUSI CUCTEMHO, TPOU3BOJIBHO U 10Ka3aTEIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WJIH B IEMOHCTPUPYEMBIX
NENCTBUSX, YUUTHIBAsI U YKA3bIBasi CBSA3H U 3aBUCUMOCTH MEXKIY ITUM
AIIEMEHTOM U JPYTHMHU 3JIEMEHTAMU COJEP>KaHUs AUCLIUIUINHBI, €T0

3HAYUMOCTDb B COACPKAHNN JUCHUITIINHEL.

9.1.1. IIpuMepHBIii NepeyeHb TECTOBBIX 3aJaHU

1. He3aBucuMbIil MporpaMMHBIA MOAYJb, MO3BOJISIOUIMN OCYIIECTBIATh KpuUnTorpaduueckue
olepaluu, Ha3bIBaeTcs. . .
a)  Kpunroonepatop
b) Kpunronposaiinep
¢) Kpunrorpaduyeckuii KiueHTt
d) Kpunromnuos
2. Kakue npotokosnsl BxosT B [PSec? BriOpaTh HeCKOJIbKO BApHAHTOB
a) ISAKMP
b) TCP
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c) ESP
d) Bce nepeuncnennbie
3. Yro takoe PIM?
a) Cucrema /Ui HEHTPATU30BAHHOTO YIIPABIEHUS OOIBIIMMU MAaCCUBAaMU JIaHHBIX
b) IlepcoHanbHBIN MHOXXHUTEIIb HHTETPAIHI
c) [IpoTokon mudpoBaHus TaHHBIX TpaHCcHOpTHOro ypoBHs OSI, BXomsmuii B CTEK
npoTokoioB [PSec
d) TIlepconanbHBIN HACHTU(PUKAIIMOHHBIN HOMED
4. PaBeHCTBO 3HAYCHUH XeNI-(Q)YHKIIMK HA JIBYX Pa3JIMUHbIX OJIOKaX IaHHBIX HA3bIBACTCS?
a) IlepecedeHue 3IIMNTUYECKUX KPUBBIX
b)  KommpomeTarus X311-airopuTMoB
¢)  Kommsus xam-dyHKmit
d) Kpunrorpadudeckas coib
5. Kakwue cpencrtsa mudpoBaHus U3 MEPEUUCICHHBIX ABISAIOTCS cTaHaapTHEIMU B OS Windows?
a) Bitlocker
b) IudpoBanue nucKoB
c¢)  VeraCrypt
d) eCryptfs
6. UTo 13 nepeyrciIeHHOr0 HE ABISETCS MPOTPaMMHBIM CPEICTBOM IIN(POBAHUS TUCKOB?
a) Bitlocker
b) TPM
¢) VeraCrypt
d) Hwu ogun u3 BapuaHTOB
7. UTo HE OTHOCHUTCS K 00s13aTeIbHBIM NOJIsIM cepTudukata ¢popmara X.509?
a)  OTKpBITHINA KJIIOY CYOBEKTA.
b) Upentudukartop anropurma momcH.
c¢) Wwmsa ob6bekTa ceprudukara.
d) Wwms cyOwekTa ceprudukara.
8. Uto o3nauaet abbpeBuarypa KDF?
a)  @Oyskusa GopMUpOBaHUS KITIOUCH.
b)  ®DyHKIUSA pacIUPEHUS KITFOUCH.
c)  DyHKIUA U3BJICUYCHHS KITIOUYCH.
d) Konx ayrenTuduxamuu cooOnieHus.
9. Yem 3anmmaeTtcs cepBuc KoHpuaeHnuaapunoctu PKI?
a)  Arperupyer Bce cepTU(DHUKATOB, HEOOXOIUMBIX JIJIs1 (HOPMHUPOBAHMS TIOJTHOTO MyTH.
b) OOecneynBaeT ayTeHTU(OUKALMIO YYAaCTHUKOB KOMMYHUKAIIMA U ayTEHTU(DUKAINIO
UCTOYHUKA JaHHbIX.
c) [IpenoTBpamiaeT npegHaMEepeHHOE WM ClydyailHOe HECAHKIMOHUPOBAHHOE U3MEHEHHUE
JTAHHBIX.
d) ObecneunBaeT 3aUUTy OT HECAHKIIMOHUPOBAHHOTO MOTyYEHUST HH(DOPMAITUH.
10. Yro Takoe LEeHTp nepeBoaa KIrodei?
a) JloBepeHHas CyLIHOCTb, TeHEPUPYIOIIas WK MOTydarolias KIo4yd, U epeaaonas ux
ob1aromuMes rpynnamM, a Takke UMeronias YHUKaJIbHbII CUMMETPUYHBIN KIIIOY C KaxIoi
TAKOM TPYIION.
b) JloBepeHHas CyIIHOCTh, OCYIIECTBISIONIAs paciudpoBaHue KI04Ya, CTEHEPUPOBAHHOTO U
3au(POBAHHOTO OJJHON CYIIHOCTbIO, U MOCEAYIOlIee 3au(ppoOBaHUE TS APYTOM CYIIIHOCTH.
c) CymHOCTh, OTBETCTBEHHAs 3a MPEIOCTaBICHUE MPOBEPEHHBIX HUICHTHU(UKATOPOB
M0JIb30BaTeNe HEHTPY cepTU(UKALINU.
d) JloBepeHHas CyIIHOCTb, CO3/AIONIAS U HA3HAYAIOIIAS CEPTU(PUKATHI OTKPBITHIX KIIFOUEH.
11. Kakas 13 mepeqynciIeHHBIX HIDKE TEXHOJIOTHI Active Directory mpumeHsieTcs AJisi opraHu3aiuu
HH(DPACTPYKTYPHI OTKPHITHIX KITFOUEH?
a)  JloMeHHBIE CITY)KOBI
b) CnyxObI cepTuduranum
c¢)  CuyxOb dhenepamuu
d)  CuyxOsl yrpaBiaeHus IpaBaMu
12. UTo HE OTHOCHUTCSI K OCHOBHBIM (DYHKITUSIM, BBITIOJIHIEMBIM IIEHTPOM CEPTH(PUKAINH?
a) ®opmupoBaHue COOCTBEHHOTO CEKpEeTHOTO Kitoua u ceprudukara L[C.
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13.

14.

15.

16.

17.

18.

19.

20.

SAINAIE o e

b) ®opmupoBaHue cepTUPUKATOB OTKPHITHIX KIIOUEH KOHEYHBIX MOJIb30BATENICH.

¢) ®opmMupoBaHUE CIIUCKA OTO3BAHHBIX CEPTUPHUKATOB.

d) Peructpanus HOBBIX MOJIB30BaTENIEH IIEHTPA CEPTUDHUKAITNN.

UTo U3 mepeyrcieHHOro HKe He siBisgeTcs (opmaTtom ceptudukara’?

a) X.509

b) PGP

¢) SPKI

d) MD5

Kaxkoro sTana HEeT B )KM3HEHHOM ITUKJIE cepTuduKara?

a) 3anpoc ceprudukara

b) Beimaua ceptudukara

¢) Konupopanue ceprudukara

d) O13mIB cepTudukara

UTo M3 MEepeurcICHHOT0 HMXKE SIBIISIETCS MPUMEPOM CUTYyalluu, MPU KOTOPOIl OBepue K
ceptudukaty ObUIO TOTOPBAHO 10 UCTEUEHHS CPOKA €ro IeHCTBUS?

a) Cmena pamunuu Biazenbiia cepTudukara

b) I[oTeps kIOYEBOr0 HOCUTES BIAACIbIIEM cepTU]HUKaTa

¢) YBOJIbHEHHE W3 OpraHU3aIMK BiIaJIeblla cepTUdrKaTa

d) Bce BbIIEIEpEeUNCICHHOE

Kaxkas u3 mepeuncieHHbIX HIKE MOIeNIel JoBepHs nHave Ha3biBaeTcs «hub and spoke»?

a) UeTbIpeXCTOPOHHSISI MOJIEITb

b) MocTroBas MoOjIEeNb

c¢) CereBas Mozienb

d) Uepapxuueckas MOI€Ib

Bri6epute npaBuiibHOE onpesiesieHue MyTH cepTUhUKALINU.

a) [TocnenoBaTeabHOCTH cepTU(PHUKATOB, B KOTOPOU M3/1aTelb MEPBOTO cepTU(HUKATa i CyOBEKT
MOCTIEAHETO CepTU(HUKATA SIBISIIOTCS KOHEUHBIMU CyOBbEKTaMU.

b) IlocnenoBarenbHOCTh CEPTU(PUKATOB, B KOTOPOH M3JaTEb MEPBOTO CEPTU(DHUKATA SBISICTCS
MTyHKTOM JIOBEPHsI, & CYOBEKT MOCIETHEr0 cepTU(hUKATa - KOHEUHBIM CyOBEKTOM.

¢) IlocnenoBaTenbHOCTh CEPTU(HUKATOB, B KOTOPOU M3ATENh MEPBOTO cepTU(HUKATA SIBISACTCS
KOHEUYHBIM CYOBEKTOM, a CyOBEKT MOCIEAHETO CEPTU(UKATA - TyHKTOM JIOBEPHS.

d) IlocienoBarenbHOCTh CEPTHU(HUKATOB, B KOTOPOU M3/1aTEINb MEPBOTO cCepTU(DHKATA U CYOBEKT
MOCJIEHETO cepTU(UKATA SIBISIOTCS MYHKTaMU JJOBEPUSL.

Kakum o0pa3oM B NPUIIOKEHUSAX MPOBEPSAETCS BAIUAHOCTh CEpTU(UKATA B MPOILIECCE €ro
UCITOJIb30BaHUsA?

a) [To mokanbHOMY CIIMCKY OTO3BaHHBIX CEPTH(PUKATOB.

b) Ilo 3HaueHMIO KITtOUa CyObEeKTa cCepTU(HUKATA.

¢) I1o snexTpoHHOM MOANUCH U3IaTeNs CepTU(UKATA.

d) ITo cpoky nericTBus ceptudukara.

B xakom BHzI€ KpUNITONTPOBAKIEPHI XPAHATCA HA KOMIIbIOTEpE?

a) B dbopmate ucnonusemsix Ghanios.

b) B dhopmate nuramudecku noakirodaemMbix onommorexk DLL.

¢) B dbopmate mapameTpoB peectpa.

d) B Buae kimtoueBbIX KOHTEHHEPOB B KOPHE JTMCKA.

Kakyto 3amauy He Boinonusetr CryptoAPI?

a) HanmexXHOCTh COKpBITHS TaHHBIX.

b) PaciumdpoBsiBaHre MOTYyUYSHHBIX KOHPUIECHITHATBHBIX JaHHBIX.

¢) JlemmdpoBbiBaHNE MTOTYYEHHBIX KOH(PUICHIIMAIBHBIX TaHHBIX.

d) OGecnieuenre paboOThI C MPU3HAHHBIMHU KPUNTOTpahUIECKUMH CTaHIapTaMHU.

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

[TonsiTue KpunTOrpauuecKoro MPOTOKOIIA.

Ponp kpunrorpadguyeckux npoToKoJIOB B CHCTEMax 3aIlUThl HHPOPMALIUH.
OCHOBHBIE aTaKH Ha KPUNITOrpahUIeCKUe MPOTOKOJIBI.

IToHsiTHE DIEKTPOHHOM IOAIIHCH.

VYIpaBieHue OTKPBITBIMU KIIFOYaMH.

OcHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPBI OTKPBITHIX KITIOYEH.
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7. TlonsTue cepTudukaTa OTKPHITOTO KIIIOYA.

8. YaocToBepstomuil HEHTP.

9. Apxurektypa HHOPACTPYKTYPBI OTKPHITOTO KJIHOYa.

0. IIporokosnbl naeHTU(UKALMYA HA OCHOBE HapoJIei, IPOTOKOJIbI «PYKOMOXKATHS» U TUIIA «3aMpPOC-

OTBETY.

11. IloHsATHE MPOTOKOJIOB MHTEPAKTUBHOIO TOKA3aTEIbCTBA U I0KA3aTEIbCTBA 3HAHUS.

12. IIpoToKoabl UIAEHTU(PUKAIMU Ha OCHOBE MPOTOKOJIOB JOKAa3aTeIbCTBA 3HAHUS C HYJIEBBIM
pasriiaieHueM.

13. ITocTpoenune 6e30mMacHOTO KOMMYHHKAIITMOHHOTO KaHajla Ha OCHOBE KpUNTOTpauuecKux
aJITOPUTMOB.

14. TIpobaemMbl peanu3anuy KpunTorpadhudecKux aaropuTMOB.

15. 3ammTa OT yTeuku nHGOPMAITIH.

9.1.3. Tembl 1a00paTOPHBIX padoOT

Kpunrorpaduueckue daitnossie cucremsl. lllndposannas daitnosas cucrema Windows
Kpunrorpaduueckue daitnossie cucremsl. lndpoanue aucka BitLocker
udposanue auckoB VeraCrypt

YcTaHOBKa M HACTPOMKA CITYKO YJJOCTOBEPSIOIIETO IIEHTPa

N3yuenne QyHKIMHA yIOCTOBEPSIOLIETO [IEHTPa

Kpocc-ceprudukanus y1ocTOBEPSIIOMNX LIEHTPOB

[TocTpoeHne nepapXuuecKoi apXUTEeKTypbl UHPACTPYKTYPBI OTKPBITHIX KIIFOUEH
CpencTBa Kpuntorpaguueckoi 3amThl HHOpMALUN

PN R D=

9.1.4. TeMbl NpaKTUHYECKUX 3aAHATHI

Kpunrorpadudaeckue daiinossie cucremsl. [lndposanne daitnoBoii cucrems! Linux
[Tpumenenne nHGPACTPYKTYPhI OTKPHITHIX KITIOUEH B KIIMEHTAaX JIEKTPOHHON MOYTHI
[Tpumenenue nHGPACTPYKTYPBI OTKPHITHIX KIIIOUEH HA aBTOMAaTU3UPOBAHHOM paboueM MecTe
[IpumeneHnrne KpunTonpoBanIepoB

Ealb ol e

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCcTOATeIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosaTenbHast paboTa CTyA€HTOB UIPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrostenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yueOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM IITAHOM.

B nporecce n3ydeHus: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOUYHHKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CUCTEMBI, @ TaKXkKe 0OIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMHU, COJCPKAILIUMHU
Hay4YHO-TIONYJSPHbIE U CIELUAIU3UPOBAHHBIE MaTepHajbl, MOCBSIIEHHBIE PAa3JIUYHBIM aCHEKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATEIBLHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME WM NPOCMOTP MaTepHuajla OCYLECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYAIbHOTO NIOHUMAaHUS U OCBOEHMS MaTepuaja, BbIIENss OCHOBHBIE UJEH; HA OCHOBAHUHU
N3YyUYEHHOI'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCS HE3HAKOMBIE UJIM MAJIO3HAKOMbBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAYEHUE NI IOHMMaHUS JAJbHEHNIIEro MaTepuaa;

— OCMBICIIMBAlTE IPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HA MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHCS JOMOJHHUTEIbHBIC 3aHATHUA, B T.4. B (hopMe BeOMHAPOB.
Pacnucanue BeOMHAPOB U 3amUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3JIeKTPOHHOM
YKypHaJIE 110 TUCIUILUINHE.
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9.3. TpeGoBaHUs K OLIEHOYHBIM MaTePHUAJIaM JJIsl JIUL ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU

310pOBbHA U HHBAJIMA0OB

I[J'IFI JUIl € OrpaHUYCHHBIMU BO3MOXKHOCTAMH 3O0POBbA W HHBAJIHUAOB HNPECAYCMOTPCHBI
JAOMOJHUTECIBHBIC OLCHOYHBIC MAaTCpHaJibl, IICPCUYCHb KOTOPBIX YKa3aH B Ta6.]'II/II_IC 94,

Ta6JII/II_Ia 9.4 — HOHOJ’IHI/ITGHBHHG MaTcpuajglbl OOCHUBAHUA AJIA JIUI C OI'pPaHHYCHHBIMHU
BO3MOXHOCTAMHA 3J0POBbIA WM MHBAJIMIOB

Kareropuu oGyuarommxcs

Buapl 4OMOIHUTENBHBIX OLEHOYHBIX
MaTepHuaioB

@DopMBI KOHTPOJISL ¥ OLICHKH
pe3yIbTAaTOB OOYUCHHS

C HapyLeHUsAMH cltyXa

TecTbl, NMCbMEHHbBIE
CaMOCTOSITeNIbHbIE PaOOThI, BOIIPOCHI
K 3a4eTy, KOHTPOJIbHbIE pabOThI

[IpenmyniecTBEHHO MUCHbMEHHAs
poBepKa

C HapylIeHUSIMU 3pEHUS

CobecenoBanue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[IpeuMy1ieCTBEHHO yCTHAs
IIpOBepKa (MHANBUYAJIBHO)

C HapyleHUsIMHA OTIOPHO-
JIBUTATEJILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTpPOJIbHBIE Pa0OThI, MUCHMEHHBIE
CaMOCTOSITeNIbHbIE PaOOThI, BOIPOCHI

K 3a4eTy

[IpenmytiecTBEHHO
JUCTAaHIIMOHHBIMU METOJIaMU

C OrpaHUYCHUSAMHU 110
O6H.[€MCI[I/II_[I/IHCKI/IM
IIOKa3aHUusAM

TecTbl, NMCbMEHHBIE
CaMOCTOSITeNIbHbIE PaOOThI, BOIIPOCHI
K 3a4eTy, KOHTPOJIbHbIE PaOOTHI,
YCTHBIE OTBETHI

[TpenmyiecTBEHHO MPOBEpKa
METOJIaMH, OIIPEIEISFOIIMMHUCS
UCXOJIs U3 COCTOSIHUS
oOyuarormierocss Ha MOMEHT
IIPOBEPKU

9.4. MeToanuecKue peKOMeHAAIUH 10 OIeHOYHBIM MaTepHaiaM JIJIs JTUI[ ¢ OTPAaHUYEeHHbIMH

BO3MOKHOCTSAMH 310POBbA U HHBAJIUIO0B

Jis mun ¢ OrpaHUYEHHBIMHA BO3MOXKHOCTSIMU 3J0POBbS M MHBAJIUAOB IMPENYCMATPUBAETCS
noctymnHasi popma npeaoCcTaBICHHS 3a/1aHUi OLIEHOYHBIX CPEJICTB, & UMEHHO:

— B I1e4aTHOM (hopme;

— B [1I€YaTHOH (hopMe C yBETUUEHHBIM IIPUPTOM;

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHUS aCCUCTCHTOM 3aJaHHs BCIyX;

— MpeI0CTaBJICHNE 3aJaHUS C UCIIOJIB30BAHUEM CYPIOTIEPEBOA.

JIuam ¢ orpaHMYeHHBIMH BO3MOXHOCTSIMHU 3/I0POBbSl M MHBAJIUIAM yBEJIMYHMBACTCS BPEeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. /[ Takux oOyuaromuxcs mpeaycMaTpUBaeTCs
nocTymnHas popMa npeaoCTaBlICHUs] OTBETOB HA 33aJJaHUs, & UMEHHO:

— MUCHbMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIB30BAHNUEM YCIIYT ACCUCTEHTA;

— Mpe/ICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa ouneHUBAHUS PE3yIbTATOB OOYyUEHHUS JHUIL C OIPAaHUYCHHBIMHU BO3MOXXHOCTSMH
310pOBbsI U MHBAIUIOB 10 JAUCLUILIMHE MPEIyCMaTPUBAET MpeAoCcTaBleHne HHpopManuu B popmax,
aIalITUPOBAHHBIX K OTPAaHUUYEHUSIM UX 3/I0POBbsI U BOCIIPUATHUS HHPOPMALIUH:

J1s iun ¢ HapylIeHUsIMU 3PeHM:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

Jns Iun ¢ HapyLIeHHsIMU ciIyXxa:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B miedatHoi popme.

I[.]'IH JIMIl ¢ HAPYIICHUAMHU OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

HpI/I H€06XOIII/IMOCTI/I AJId JIAL € OTPaAHUYCHHBIMU BO3MOXHOCTAMU 3O0POBbA U MHBAJIIUIOB
nponcaypa ouCHUBAaHUSA PE3YJIbTATOB 06y‘-I€HI/I51 MOKCT MPOBOAUTHCA B HCCKOJIBKO 3TAIlOB.
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