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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYAEHTOB MpPEACTABICHUNW O MNPAKTHUYECKOM HCIHOJIb30BAHUU
KpUNTOTPaQUIECKUX METOJ0B 3alUThl HHGOPMALUK JJIsI PEIICHUS OTACNbHBIX 3a/1au 00ecTneYeHus
MH(POPMALIMOHHOM 6€30MacHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. ChopmupoBath mpeacTaBieHUe 00 OCHOBHBIX MpoOJeMax, CBA3aHHBIX C MPAKTHYECCKUM
HCIOJIb30BaHUEM KPUNTOrpaUUECKUX METOI0B 3alUThl HHPOpMAIUH.

2. V3y4uTh OCHOBHBIE KPpUTITOTpAa)UUECKHE TPOTOKOJIHI.

3. Uzyuuts uHGPACTPYKTYPy OTKPHITOTO KITFOYa.

4. V3yunTh MEXaHU3MbI YIIPABICHUS KIIFOYaMU.

2. MecTo aucuunannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunast (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenansHocta (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.25.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInn 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-9. Cnocoben
UCTIOJIb30BaTh CPEICTBA
KpHunrorpaduyeckon
3aIUThl HHQOPMAIIH
NPY PEUICHUH 331324
pohecCHOHATLHOM
JeSITeITbHOCTH

OIIK-9.1. 3HaeT ocHOBHbIE
MOHATHUS KpUNITOrpaduu 1
KpUITOTrpagpuuecKue METOIbI
3alUThl HHOPMAIIHH,
OCHOBHBIE THITBI CPEJICTB
KpUITOTpapUUECKON 3aIIUTHI
unpopmanuu (CK3N) n
NpEIbIBISIEMbIE K HUIM
TpeOOBaHUs

3HaeT OCHOBHBIE KpUNTOrpaduyecKue
METO/BI, aJITOPUTMBI, IPOTOKOJIBI,
UCTIONIb3yEMBIE JUI 00eCTICUeHHS
MH(POPMALMOHHON O€30MaCHOCTH.

OIIK-9.2. Ymeer
OCYIIECTBIIATH 000CHOBAHHBIN
BBIOOp U ucnosib3oBaTh CK3U1
NIPY PEIICHUH 33124
npodecCuoHaIbHON
JeSITeTTHHOCTH

YMmeet 3¢ (PeKTHBHO HUCITOTH30BATH
KpUNTOTpaguueCKUue METOJIBI U CPEJICTBA
3amuThl THOPMAITUH B
aBTOMATH3HPOBAHHBIX CHCTEMaX.

OIIK-9.3. Bnaneer
MPaKTUYECKUMHU HaBbIKAMU
pa3paboTKu
KpunTorpapuueckux
AJITOPUTMOB MEXAHU3MOB,
ONpeesieMbIX
HallMOHAJIbHBIMU
CTaHJapTamMu U
PEKOMEHIallusIMU
Poccuiickoit denepanuu u
CTaHJapTaMHu
MEKTYHapOAHON
OpraHu3aIuu 1o
CTaHJapTU3aLUU

BnaneeT HaBbIKaMM UCIIOJIb30BAHUS CPEACTB
KpUNTorpadguyeckon 3amuThl HHPOPMALIUU
npu obecrieyeHn HHPOPMALIMOHHOM
0€301acHOCTH Ha aBTOMAaTU3UPOBAHHOM
pabouem mecTe.
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OIIK-13. Criocoben OIIK-13.1. 3naer 3HaeT OCHOBHBIE MEPHI 110
MPOM3BOJIUTH HACTPOUKY |METOM0JIOTHYECKHE OCHOBBI, |KpHNTorpaduyeckoi 3amure nHphopMaIiy B

n O6C.Hy}KI/IBaHI/Ie MCTOJbI U CPCACTBA ABTOMATU3HWPOBAHHBLIX CUCTCMAX.

KOMITIOHCHTOB MMOCTPOCHUA

o0ecrieynBarome 4acTu |MH(POPMAaIHOHHO-

I/IH(bOpMaIII/IOHHO- AHAJIMTUYCCKHUX CUCTEM, 3HACT

AHAJIIUTUYCCKUX CUCTEM HOPMAaTUBHBIC ITPABOBLIC aKThI

Ha BCEX dTamnax B 00J1aCTH 3aITUTHI

’KM3HCHHOTO ITMKJIA, uHpOpMaIUU

BCTPOCHHBIX CPEICTB OIIK-13.2. Ymeer YMeeT BBIOUpATh HEOOXOIUMBIE CPEICTBA

3aLUThl HH(OpMALKH, OCYIIECTBIATh HATAAKY Kpunrorpaguaeckoi 3anuTsl HHGOpMaIuu

BOCCTaHAaBJIMBaTh UX KOMIIOHEHTOB HUCXO/Isl U3 TUIIA 3aIHUIAaeMOM

paboToCIIOCOOHOCTE NPH | oGeceurnBatOIIeii YaCTH ABTOMATU3HPOBAHHON CUCTEMBI; IPUMEHSTH

BHCIITATHBIX CUTYAlUSAX |yH(MOPMALIMOHHO- cpencTBa KpunrtorpadhudecKon 3amuThl
AHAJTUTUYECKUX CUCTEM Ha uHpopmanuu st odecredeHus
BCEX dTanax UX )KU3HEHHOTO |KOH(PUACHITMATHLHOCTH U 1IETOCTHOCTH
IIUKJIa, TPUMEHSTh 00pabaTeIiBaeMOIl Ha ABTOMATHU3UPOBAHHOM
3aIUIIEHHBIE TIPOTOKOJIHI, paboueM MecTe HH(POpPMAIIUH.

MEXKCETEBBIE IKPaHBI U
cpeacTBa OOHAPYKEHUS
BTOPYKCHUH TSI 3aITUTHI
uHpopmaIuu B
KOMITBIOTEPHBIX CETSIX

OIIK-13.3. Bnageer Bitaneer HaBbIKaMU HACTPOMKU CPEICTB
METOJMKOH aHaIn3a KpUnTorpaguueckon 3amuTsl HHPOPMALIUHY,
pe3yabTaToOB pabOThI CPEICTB | TOCTPOCHHSI HHPPACTPYKTYPBI OTKPBITHIX
OoOHapy’KeHUs BTOPKEHUN B |KIIIOUEH, IPUMEHEHUS KPUIITOIIPOBAIEPOB U

KOMIIBIOTEPHBIE CETH, MHBIX IIPOTPaMMHBIX CPEACTB CUCTEMBI
METOAMKOMN aHajHM3a CETeBOro |3alUThl HH(OPMALMK aBTOMATH3UPOBAHHOM
Tpaduka CUCTEMBI.

IMpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMUYeCKUX YaCcOB,

Bbl/JIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroimuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61ast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 3 3a4eTHBIX equHuIl, 108 akageMruuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH ITUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6smmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI 110 BUJAM YU4SOHOM eI TeIbHOCTH

Becero |Cemectpsl

Bunpl yueOHoM aesTenbHOCTH
4acoB |7 cemecTp

KonrakTHas ayguropHasi pa6oTa o0y4alomuxcs ¢ npenojaaBarejeM, BCero 64 64
JIeKIIMOHHEBIE 3aHATUS 22 22
IIpaxkTHueckue 3aHATUS 10 10
JlaGopaTopHbie 3aHITHS 32 32
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 44 44
BHeayIMTOpHAasi padoTa 00y4aIMXcs ¢ npenoaaBaresieM, BCero

Iloaroroska K 3a4eTy 11 11
[ToaroroBka k mabopaTopHOi paboTe, HAMMCAHUE OTYETA 20 20
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[ToaroroBka Kk TECTHPOBAHUIO 8 8

Harmncanne oT4yeTa mo mpakTHYECKOMY 3aHATHIO (CEMUHAPY) 5 5
O0mas Tpya0eMKoCTh (B 4acax) 108 108

Oo6mas TpyaoeMKocTh (B 3.€.) 3 3

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaM y4eOHOW NesTeIbHOCTH NMPUBEACHA B
tabimue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

HasBanus paznenos (Tem) faeHK' [Tpak. | JIa6. | Cam. Bcer(%:;COB dopmupyembie
MUCHUILINHEI ” | 3aH., 9 | pab. |pab., u KOMIIETEHIINH
q 9K3aMEHA)
7 cemecTp
1 BBeneHue B puKIIaHbIE ACTIEKThI 4 4 12 10 30 OIIK-13, OIIK-9
KPUITOTpapUUeCKON 3aIIUThI
uHpOpMaUn
2 UndpacTpyKTypa OTKPBITHIX 6 4 16 21 47 OIIK-13, OIIK-9
KIIFO4EH
3 MexaHu3Mbl yIipaBieHUs 8 - - 6 14 OIIK-13, OIIK-9
KITF0OYaMu
4 IlpakTHueCcKre aCIeKThI 4 2 4 7 17 OIIK-13, OIIK-9
KPUITOTpapUUECKON 3aIIUTHI
uHpOpMan
Hroro 3a cemectp| 22 10 32 44 108
Utoro| 22 10 32 44 108

5.2. Conep:xanue pa3aesioB (TeM) IMCHUANINHbBI

Copepxanre pa3aenoB (TeM) TUCUUTUINHGI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)
TpynoemMkocTh
(JIEKITMOHHBIE
3aHATHSA), U

dopmupyembie
KOMIIETEHIINH

HazBanus pasnesnoB (Tem) ConeprkaHue pas3aesioB (Tem)
JVCIIATUTHHBI JUCIATUTHHBI (B T.Y. TIO JICKIIHSIM)

7 cemecTp

1 Beenenue B [TonsiTHE KpUNITOrpadUIECKOTO 4 OIIK-13,
MPUKIIAHBIE ACTIEKTBI npoTokoia. Poip kpunrorpaduueckux OIIK-9
Kpunrorpaduyeckon IIPOTOKOJIOB B CUCTEMAX 3aIUThI
3alIATHl HHPOPMAIIUN uHpopmannu. OCHOBHBIE

aTaKkd Ha KpUTNITOrpaduvIecKue
IPOTOKOJBL. [IpOTOKOIIBI
UACHTU(DUKAIIMN Ha OCHOBE MapoJIei,
IIPOTOKOJIbI «PYKOIOXKATHUS» U THUIA
«3anpoc-oteeT». IIoHATHE TPOTOKOIOB
MHTEPAaKTUBHOI'O JOKa3aTeIbCTBA U
JloKa3aTtenbcTBa 3HaHMs. [IpoToKoIIbI
UIEeHTU(UKAIIMN HA OCHOBE MPOTOKOJIOB
JI0Ka3aTeNNbCTBA 3HAHMSI C HYJIEBBIM
pasriIaleHUEM.

Hroro 4
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2 Undpactpykrypa OCHOBHbBIE KOMIIOHEHTBI 6 OIIK-9
OTKPBITBHIX KITFOUEH UHPPACTPYKTYPHI OTKPBITHIX KITFOYEH.
[TonsiTne cepruukaTa OTKPHITOTO
KJII04Ya. Y JOCTOBEPSIOIIMN LIEHTP.
ApPXUTEKTYpa HHPPACTPYKTYPHI
OTKPBITOTO KJIFOUYa
Hroro 6
3 MexaHu3MBbI Wzyuenue cranmapta ISO/IEC 11770. 8 OIIK-13,
yIpaBJICHUs KIIOUYaMHu MexaHn3Mbl, UCTIOJIb3YIOLINE OIIK-9
CUMMETpPUYHBIE METObl. MeXaHN3MBI,
HCIIOJIb3YIOLINE ACUMMETPUYHBIE
MeTOo1bl. MexaHu3Mbl, OCHOBAaHHBIE Ha
cabbIX ceKkpeTax. YIpaBieHue
IpyNIoBbIMU KitoyamMu. @opMupoBaHue
KIIFOUEH.
Hroro 8
4 Tlpaktuyeckue acnekTs | [Ipobnemsbl peanu3anuu 4 OIIK-13
Kpunrorpaduaeckoi KpUNTOrpauecKux aJropuTMOB.
3aluThl HHOPMaLUU 3amuTa OT yTeuku HHGOopMaIuu.
[Toctpoenue 6e30macHOTrO
KOMMYHHKAIIMOHHOTO KaHaJla Ha OCHOBE
KpUNTOrpaUuecKux alropuTMOB.
Hroro 4
Hroro 3a cemectp 22
Hroro 22
5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)
HanMmeHnoBaHue npakTHYECKUX 3aHATUN (CEMHHAPOB) MPUBEACHO B Tabmuie 5.3.
Tabnuma 5.3. — HauMeHnoBaHue NpaKTUYECKUX 3aHATUN (CEMHHAPOB)
HazBanus pasnenos (Tem) HaumenoBanue npaktuyeckux | Tpynoemkocts, | Dopmupyembie
JUCIUTLIAHBI 3aHIATUN (CEeMUHApPOB) q KOMIIETEHIINH
7 cemecTp
1 BBenenue B mpuKiIaHbIe Kpunrorpaduueckue QaiinoBbie 4 OIIK-9
acmeKThl kpunrtorpapudeckoil |cucremsl. Llnugpposanue
3amuThl HHHOPMALIUN daitnoBoii cucremsr Linux
Htoro 4
2 Undpactpykrypa oTkpbIThIX | [Ipumenenne MOK B knnenTax 2 OIIK-9
KIIIOUEH AIEKTPOHHOU ITOYTHI
[Tpumenenne MOK Ha 2 OIIK-9
ABTOMATH3UPOBAHHOM pabouem
MecTe
Htoro 4
4 IIpakTHueCKne aCIEeKThI IIpuMeHeHre KpUNITOIIPOBaIepOB 2 OIIK-9, OIIK-13
KpUNTOrpapUUecKon 3aIuThl
Hg(popMapul(/ll)H Hroro 2
Uroro 3a cemectp 10
Hroro 10

5.4. J1aGopaTopHbIe 3aHATHS

HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tabnuie 5.4.
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Tab6muma 5.4 — HaumeHnoBaHnue 1a60paTOpHBIX padboT

Hazpanust pa3nenos (tem) HaumenoBanue 1ab0paTopHbIX Tpynoemkocts, | Popmupyembie
JUCLUIUIAHBI pabdor q KOMIIETEHIIUH
7 cemecTp
1 Beenenue B npukiannsle |Kpunrorpaduueckue aitnossie 4 OIIK-9
ACIIEKTBI cucremsl. llludpposannas ¢aitioas
KpHUnrorpaduyeckon cucrema Windows
3allUTHl HHpOpMALUH Kpunrorpaduueckue daiinoBbie 4 OIIK-9
cucremsl. [ludppoanne aucka
BitLocker
[udposanue nuckor VeraCrypt 4 OIIK-9
Hroro 12
2 Undpactpykrypa YcTaHOBKa M HACTPOHKA CIykO 4 OIIK-9, OIIK-13
OTKPBITBIX KJIIOUEH YAOCTOBEPSIOLIEr0 HEHTPa
N3yuenne pyHKmit 4 OIIK-9, OIIK-13
YZIOCTOBEPSIOLIETO LIEHTpa
Kpocc-ceptuduxanus 4 OIIK-9, OIIK-13
YAOCTOBEPSIOLIMX LIEHTPOB
[TocTpoenue nepapxudeckou 4 OIIK-9, OIIK-13
APXUTEKTYpPbl HHPPACTPYKTYPHI
OTKPBITBIX KJIIOUEH
Hroro 16
4 TIpaktnueckue acnekTsl |CpeacTBa Kpunrorpaduyeckoi 4 OIIK-13
KpHunrorpaduyeckon 3alUThl UH(OPMAIH
3alUThl UH(HOPMAIH Utoro 4
Hroro 3a cemectp 32
Hroro 32

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMoTpeHO y4eOHBIM IIaHOM

5.6. CamocTosiTeqIbHaAs1 padoTa

Bunbr camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETEHIIMH MPECTaBICHbBI B

tadymue 5.6.
Tabmmma 5.6. — Buasl caMmocTosTeIbHOM pabOThl, TPYJA0EMKOCTh M (POPMHUPYEMBIE KOMIETEHITUN
Bunnl
HaszBanus pasnenos . Tpynoemkocts, | Dopmupyembie
CaMOCTOSITEIIbHON DopMBI KOHTPOJIS
(TemM) TUCHIMIUIUHBI q KOMIIETEHIINU
paboTsl
7 cemecTp
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1 BBenenue B [ToaroroBka k 3auety 2 OIIK-13, OIIK-9 3auér
NPUKJIATHBIC aCIICKTRI | [[oaroToBKa K 4 OIIK-9 Jlaboparopnas
KpUNTOrpapu4ecKon | naGopaTopHoii pabore, pabora
3aIUTHl MHPOPMALMK | HarUcaHHUE OTYETA
[Togroroska k 2 OIIK-13, OIIK-9| TecrupoBanue
TECTUPOBAHUIO
Hanucanne otuera no 2 OIIK-9 Otyet no
MPAKTUYECKOMY MPaKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Hroro 10
2 Undpactpykrypa ITogroroska k 3auery 3 OIIK-9 3auér
OTKPBITBIX KITFOUCH IloaroroBka x 14 OIIK-9, OIIK-13| JlaboparopHas
naboparopHOii padore, pabota
HaIMCaHUE OTYETa
[ToaroroBka k 2 OIIK-9 TectupoBanue
TECTUPOBAHUIO
Hanwucanne otyera no 2 OIIK-9 Otuer no
MIPAKTUIECKOMY MPAKTHIECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemunapy)
Uroro 21
3 MexaHu3MEbl [ToaroroBka K 3a4eTy 4 OIIK-13, OIIK-9 3auéT
YHOpaBJICHUA KIO4YaMH | [ToaroToBKa K 2 OIIK-13, OIIK-9| TecrupoBanue
TECTUPOBAHUIO
Uroro 6
4 IIpakTyeckue [ToaroroBka K 3a4eTy 2 OIIK-13 3auér
ACIICKThBI Hanucanue otuera 1o 1 OIIK-9, OIIK-13 OrtueT 1o
KpUITorpapuyeckoil  |mpaxtudeckomy [IPAKTUYECKOMY
3aIUThl HHPOPMALMH | 3aHATHIO (cemunapy) 3aHITUIO
(cemunapy)
IToaroroBka k 2 OIIK-13 TectupoBanue
TECTUPOBAHUIO
[Toarororka k 2 OIIK-13 JlaGopaTopHas
nabopaTopHO# padoTe, pabora
HamucaHue oT4era
Hroro 7
Hroro 3a cemectp 44
Hroro 44

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX PH U3YUYEHUU TUCUMUIIIMHBI,
U BH/I0B YU4eOHOM 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCLHHUIUIUHBI, U BUIOB YyueOHOM
JEATEeILHOCTH MPEICTABICHO B TadHIIe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX IPU U3YUEHUHU AUCLUUILINHBI, U BUOB

3aHATHH
Bunpl yueOHOM fesTeIbHOCTH
dopmupyembie
Jlek. | IIpak. | JIa6. | Cawm. DopMBI KOHTPOJIS
KOMIIETEHIIUH
3aH. 3aH. pao. pao.
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OIIK-9 + + + +  |3auér, JlabopaTtopHas pabora, OTyeT 1mo
MPAKTHYECKOMY 3aHATHIO (CEMUHAPY),
TectupoBanue

OIIK-13 + + + + 3auér, JlabopaTopHas padorta, OT4eT Mo
MPaKTUYECKOMY 3aHITHIO (CEMUHApY),
TectupoBanue

6. PeiiTuHroBasi cucremMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

BbannbHble onleHkH U1t GOpPM KOHTPOJISt IPECTABICHBI B Ta0uie 6.1.
Tabnuna 6.1 — bambHbIE OLIEHKH

o . MaxkcuMalbLHBIN
MakcumanbHbIN MakcumanbHbii
OaJut 3a nepuo. Bcero 3a
DopMBI KOHTPOJIS 6amn Ha 1-y10 KT ¢ OaJLI 3a IepuoI
Mexnay 2KT u Ha CEeMEecCTp
Hayana cemectpa | Mexay 1KT u 2KT
KOHEII ceMecTpa
7 cemecTp
3auér 0 0 30 30
JlaGopaTtopHnas pabota 15 15 10 40
TectupoBaHue 0 0 10 10
Otuer o 5 10 5 20
MPaKTUYECKOMY 3aHSITHIO
(cemuHapy)
Hroro makcumym 3a 20 25 55 100
MepUoO.I
Hapacraromum utorom 20 45 100 100

6.2. IlepecueTr 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb TPEJCTABJICH B TadIUIE 6.2.
Tabmuia 6.2 — [lepecuer 6AJIIOB B OIICHKH 32 TCKYIIUH KOHTPOIIb

bayuibl Ha naTy TEKyLero KOHTpoIs Orenka

> 90% ot MakcuMaIbHOI cymMMbl OamtoB Ha maty TK 5

Ot 70% no 89% ot MmakcuMabHOM cyMMBI O6aioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK

N |W ([

< 60% oT MakcuMalIbHOI cyMMBbI OaioB Ha gaty TK

6.3. IlepecueT cyMMbI 02/1710B B TPAAUIIMOHHYIO M MEKIYHAPOAHYIO OLIEHKY

[lepecueT cymMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOAHYIO OIICHKY MPEJCTaBIEH B TaOIHIe

6.3.
Tabmuma 6.3 — Ilepecdet cymMMbl 6JIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY
Hrorosas cymma 6asios,
Onenka YYMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTM4YHO) (3a4TEHO) 90— 100 A (oTIU4HO)
4 (xopor10) (3a4TE€HO) 85 -89 B (ouens xopor1io)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (YIOBJIIETBOPHUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpenctBenHo)
2 (HeyJI0BJIETBOPUTENHHO) (HE 3aUTEHO) Hwxe 60 6ammon F (HeynoBieTBOpUTENHHO)
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7. YueOHO-MeTOANYecKOe 1 MH(OPMAINIHOHHOE o0ecneyeHue TUCIUTIIUHbI
7.1. OcHOoBHas1 IMTEpaTypa

1. Ocunsn B. O. Kpunrorpadus B 3agayax u ynpaxHenusix. - M. : I'ennoc APB , 2004. - 143[1] c.
(mamuune B oubmuoreke TYCVYP - 50 2k3.).

2. OcHOBBI HHPOPMAIIMOHHON Oe3omacHOCTH : YueOHOe mocoOue s By30B. - M. : ['opsiuas
muaus-Tenexom , 2006. - 544 c. (manuuue B 6ubnuorexke TYCVYP - 81 ak3.).

7.2. JlonoiHUTEIbHAS JJUTEpaTypa

1. ®omuués, B. M. Kpuntorpadpuueckue metonsl 3amuthl uHGopManuu B 2 4. YacTte 1.
MaremaTruueckue acteKkThl : yueOHuK g By30B / B. M. ®omuués, . A. MenbHUKOB ; MMOJ peaaKiuei
B. M. ®omunuéBa. — Mocksa : M3narensctBo FOpaiit, 2020. — 209 ¢. — (Bricmiee oOpa3oBanue). —
ISBN 978-5-9916-7088-3. — TekcT : 3J€KTPOHHBIN [DJIEKTPOHHBIN pecypc]: — Pexum goctymna:
https://urait.ru/bcode/450820.

2. ®omuués, B. M. Kpunrtorpaduueckue meTonsl 3amuTbl nHGopmanuu B 2 4. Yacts 2.
CucreMHbIe U IPUKJIATHBIC aCMEKTHI : y4eOHUK aiis By30B / B. M. ®omuués, JI. A. MeITbHUKOB ; MO
penaknueir B. M. ®omuuéBa. — Mocksa : U3zgarensctBo HOpaiit, 2020. — 245 c¢. — (Bricmiee
o6paszoBanue). — ISBN 978-5-9916-7090-6. — TekcT : 2JICKTPOHHBINA [ DIEKTPOHHBINA pecypc]: —
Pexxum moctyma: https://urait.ru/bcode/451486.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. EBctorun O.0O. Kpunrorpadgudeckre MeToIbl 3aIUTH HHOpManuu [DIeKTpOHHBIN pecypc]:
METOJMYECKHUE yKa3aHUs NIl BHIMOJHEHHS MPAKTHUYECKUX U CAMOCTOSITEIBHBIX paboT [DIeKTPOHHBIN
pecypc]. — 2014. — Pexum poctyna: [DnekTpoHHBIH pecypc]|: — Pexum nocryna:
https://disk.fb.tusur.ru/kmzi/practice.pdf.

2. IpuxmagHast kpunrorpadus: METOIMYECKUE YKa3aHUS IS BBITIOJTHEHUS J1a00paTOPHBIX padoT /
Axumyk A.FO. — 195 c. [DnextponHsIit pecypc] - Pexxum goctymna: [DnekTpoHHbIH pecypc|: — Pexum
nocryma: https://disk.fb.tusur.ru/crypto/laboratory work.pdf.

7.3.2. Y4yeOHO-MeTOAUIECKHE ITOCOOUS JIsI JIUIL
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeToAMUECKIEe MaTepUaibl sl CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuXCst
W3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHUYCHUSM UX 3I0POBbS U BOCTIPUSTHS HHPOPMALIUH.

Jst i ¢ HapylIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIUICHHBIM IPUPTOM.

Jst U ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe Tpo(deccuoHATIbHBIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUHn NUCUUIIIMHBI PEKOMEHAYETCS 00palaTbCsd K COBPEMEHHbIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkphIT gocTyi:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U POrpaMMHoOe odecrnedyeHre JUCHMIITIHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPpaMMHOe oOecriedeHue 1JIsl JeKIUOHHBIX 3aHATH I

I[JISI MMpOBCACHUA 3aHATUH JICKOUOHHOT'O TUIIA, I'PYHIIOBBIX U MHAUBUAYAJIbHBIX KOHCYHBTaHHfI,
TCKYLICTIO KOHTPOJIA U HpOMeH(YTOHHOﬁ aTTCCTAllN UCIIOJIb3YCTCA yqe6Ha;1 AyJAUTOpUA C JOCTATOYHBIM
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KOJIMYECTBOM ITOCAJOYHBIX MECT I Y4EOHOM rpymibl, 000pyA0BaHHAs JOCKOH M CTaHAApPTHOU y4eOHOU
MeOenbto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEOHO-HATIISAHBIE TIOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILTHHBIL.

8.2. MaTepuaibHO-TeXHNYECKOE U MPOrPaMMHOe o0ecreueHue 1isl NPAKTHYECKUX 3aHATHI

Aynuropus HTEpHET-TEXHOIOTHH U MH()OPMALMOHHO-aHATUTUYECKON eATeIbHOCTU: yueOHas
ayIUTOPHS IUIsl IPOBEICHUS 3aHATUH JIEKIIMOHHOTO TUIA, y4eOHas ay TUTOPHS JIIsl IPOBEACHUS 3aHATUI
MPaKTUYECKOro THMa, yueOHas ayAuTOpHUs JUIsl IPOBEICHUs 3aHATHI labopaTtopHoro tumna; 634045,
Tomckast obnacts, r. Tomck, yn. Kpacnoapmetickas, 1. 146, 402 ayn.

Omnwucanue UMeEIoIerocs 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- AkycTuyeckas cuctema Yamaha;

- Kommuiext 6ecnipoBoubix Mukpodonos Clevermic;

- MarauTHO-MapKepHas J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHOM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepI/IaHbHO-TeXHI/IquKOC U IIpOorpaMmMHoOe odecneyeHue A9 HaﬁopaTOprIX paﬁoT

JlaGopaTopusi mporpaMMHO-anmapaTHEIX CPEACTB oOecriedeHrss HHHOPMAIMOHHON 0€30TacHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUECKOro THUIA, yueOHas ayauTopus Ijd
MIPOBEJICHUS 3aHATUHI JabopaTopHoro tuna; 634045, Tomckas o6macts, r. Tomck, yi. KpacHoapmeiickas,
n. 146, 405 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Ycumurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputenb Roxton PA-20T;

- AnmmapartHble cpeicTBa ayTeHTH(uKanuu mojiabs3osarens "eToken Pro";

- [Iporpammuo-anmapaTtHblii komiuieke 3amuThl nHGopmarmu: [TAK ViPNet Coordinator HW 100
C 4.x, IIAK ViPNet Coordinator HW 1000 4.x;

- YcrpoiicTBa UTeHUsI CMapT-KapT U paJuoOMETOK: aJanTep KOMIBIOTEPHBIN JJIs CYUTHIBAHUS U
nepenaun B [IK cepuitHbix HOMEpOB 0€CKOHTAKTHBIX UaeHTH(UKaTOopoB IronLogic Z-2 USB;

- MaruuTHO-MapKepHas J0CKa;

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTers.

[IporpamMmMHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

- AnmnapaTHO-pOrpaMMHBIE CpEJICTBA YIpPAaBJIEHHUS IOCTYNOM K JaHHBIM, MHU(POBAHUS:
Kpuntollpo CSP;

- Kpunrorpaduueckoe cpenctpo 3amutsl nHbpopmaruu Kpunrollpo CSP;

8.4. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecnedyeHue 1Jisl CaMOCTOSATeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTONB3YIOTCS YUueOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas ob6nacts, r. Tomck, yn. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;
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- 634034, Tomckas o6nacts, r. Tomck, Bepmmauna ynuna, a. 74, 207 aya.

Onucanue uMeroLerocs 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «HTepHEeT» U 00ecrneyuBaroT JOCTYI B 3JIEKTPOHHYIO
nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mgns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKO€e o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 0OYUEHUS OOILEro U CHeHMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueOHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENoAaBaHus
U1 00y4aloUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cllyXa, 000pyA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, SJICKTPOHHOU JOCKOH, MYJIbTUMEIUWHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJE€HHBIX 00OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiila Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOYy4YarOUIMMHUCS C HAPYUWIEHHUSIMM ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaluu B JOCTYIHBIX (opMax, MOOMIBHOM CUCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJabl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xaHne OLEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCTIONB3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabuure 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hassammi pasfeinos (tem) PopwmHpyemie ®opmbl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCIUIUIAHBI KOMIIETEHIINH

1 BBenenue B npukIiagHbIe OIIK-13, OIIK-9 |3auér [Iepeuens BOIIPOCOB 11t

ACIEKTHI KpUNITOrpaduiecKon 3aueTa

3aLUUTH HHOPMALMH JlabGopaTopHas Tewmbl 1ab0opaTopHBIX PabOT
pabota
TectupoBanue [IpuMepHBIii TIEpedeHb

TECTOBBIX 3aJaHUI

Ortuer no Tembl IpaKTHUECKUX 3aHATUI
MPAKTHIECKOMY
3aHITHIO
(cemunapy)
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2 Undpacrpykrypa otkpbiteix | OIIK-13, OIIK-9 |3auér [Iepeuyens BonpocoB i
KIIIOYEH 3a4era
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTHYECKOMY
3aHITHIO
(cemuHapy)
3 MexaHu3MbI yIIpaBIeHUS OIIK-13, OIIK-9 |3auér Ilepeuenb BOIIPOCOB IJ1st
KJIFOYaMHU 3a4era
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
4 [IpakTUYECKHUE aCIIEKThI OIIK-13, OIIK-9 |3auér [Tepeuens BOIIPOCOB IJist
KpunTorpaguueckoi 3ammThbl 3a4era
HH(pOpMALHH JlaGopaTopHas Tewmbl 1abopaTopHBIX pabOT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHATHIO
(cemuHapy)

Hlkana oneHku cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OO0y4YEeHHUS IO
JTMCLUUIUIMHE TIpHBeneHa B Tabnuie 9.2.
Tabnuna 9.2 — lllkana oueHkn cPOPMUPOBAHHOCTHU IUIAHUPYEMBIX PE3yJIbTATOB OOYy4YECHHS IO

JAUCLUILINHE
dopmynrpoBKa TpeOOBaHUH K cTeneHH c(hOPMUPOBAHHOCTH
Onenka Bbannet 33 OM IUTAHUPYEMBIX PE3yIbTaTOB 00yUEHUs
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HeyTOBIIETBOPUTEIHHO) | MAKCHMAJIBHOH | TN ()parMeHTapHBIC YMEHUH WU HAaBBIKOB WA
CyMMBI 0aJIIOB 3HAHUS YaCTUIHO (dbparmeHTapHbBIC
OCBOEHHOE NpUMEHECHUE
yYMEHHUE HaBBIKOB
3 ot 60% 1o o01ue, HO He B LIEJIOM YCIIEIIHO, B LIEJIOM
(YAOBIETBOPUTEINILHO) 69% ot CTPYKTYPHUPOBaHHbIE HO He yCIIELIHOE, HO He
MaKCHUMaJbHOM 3HAHUA CHUCTEMAaTHUYECKH | CUCTEMAaTHYEeCKOe
CYMMBI 0aJioB OCYILIECTBIIIEMOE pUMEHEHNe
yMEHHue HABBIKOB
4 (xopor1o) ot 70% 1o copMHpOBaHHBIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue YCHENIHOE, HO yCHENIHOEe, HO
MaKCUMaJIbHON OTIeNbHBIC coJiepKaIue coJiepKare
CYMMBI 0JUIOB | TIpOOJIeMBI 3HAHUS OTJeNIbHBIC OTJENIbHBIC
pOoOeITbl yMEHUE POOECIIBI
NpUMEHEHNE
HaBBIKOB
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5 (oTIM4HO)

>90% ot c(hOopMUPOBaHHEIE | CHOPMUPOBAHHOE YCTICITHOE U

MaKCHMAaJIbHOM CHUCTCMATUYCCKUC YMCHUC CHUCTEMATHUYCCKOC
CYMMBI 0aiioB 3HaHHUA MMPUMCHCHUC
HaBBIKOB

[Ikana KOMIUIEKCHOHM OlleHKH ¢(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIIJIEKCHOM OIIEHKH C(HOPMUPOBAHHOCTH KOMITETEHITHI

OrneHka

®opmynupoBka TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2
(HEyAOBIETBOPUTEIILHO)

He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

170071

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHNi. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aeMOI0 3JIEMEHTA COACP KAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WK 00BEKTaM, y3HAeT B
TEKCTaxX, MU300paKEHUAX WIHM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO ero YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM YpoBHE. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEp KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WM B IEMOHCTPUPYEMBIX
JEUCTBHSIX.
4 (xopo11o) 3HaTh, yMETh, BIAIECTh HA AHAJUMTHYECKOM ypOBHE. 3Has Ha

PEIPOAYKTHBHOM YPOBHC, YKA3bIBATh HA OCOOEHHOCTH M B3aUMOCBS3H
HU3Yy4YCHHBIX O6’beKTOB, Ha UX JOCTOMHCTBA, OIrpaHUYCHUA, UCTOPUIO U
MCPCIICKTHUBLI Pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

5 (OTJIMYHO)

3HaTh, yMETb, BIIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiicsi 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBas CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIUIMHBI, €T0
3HaYUMOCTb B COJIEP>)KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a/IaHUI

1. He3aBucuMBIN TIpOrpaMMHBIA MOAYJb, TO3BOJSIONIMN OCYIIECTBISATh KpUITOTpaduueckue
Ollepalnu, Ha3bIBACTCA. . .
a)  Kpunrooneparop
b) Kpunronposaiigep
¢) Kpunrorpadpuyeckuii KIueHT
d) Kpunromnuos
2. Kakwue mpotokounsl BxonsT B [PSec? BriOpaTh HECKOJIBKO BApHAHTOB

a) ISAKMP
b) TCP
c) ESP

d)  Bce nepeuncnennsle

3. Yro takoe PIM?

a)  Cucrema ais HEHTPAIM30BAHHOTO YIPaBJICHUS OOJBIIMMHU MAaCCUBAMH JTAHHBIX
b) IlepcoHanbHBIN MHOKUTEHh HHTETPAIIUI
c) [IpoTokon muppoBaHus JaHHBIX TpaHCHOpTHOTO ypoBHA OSI, BXoadmuii B cTex
npoTtokosoB [PSec
d) IlepconanbHbIN MIEHTH(PHUKAIMOHHBIH HOMEP
4. PaBeHCTBO 3HAa4EeHUH XelI-(QDyHKIUY Ha JBYX Pa3IMYHBIX OJIOKaX JaHHBIX HAa3bIBACTCS?
a) IlepecedeHune 3IIMNTUYECKUX KPUBBIX
b)  Kommpomeranus X3mI-aIropuTMOB
¢) Kommmsus xsur-pyHKimii
d) Kpunrorpaduueckas conb
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10.

1.

12.

13.

14.

. Kakwue cpencrsa mmdppoBanus U3 MepeUUCICHHBIX ABISIOTCS cTaHaapTHEIMU B OS Windows?

a) Bitlocker

b) IudpoBanue nucKoB

c¢) VeraCrypt

d) eCryptfs

YTo 13 MepevyrCcICHHOTO HE SBISIETCS IIPOTPaMMHBIM CPEACTBOM IMIHU(PPOBAHUS JUCKOB?
a) Bitlocker

b) TPM

c¢) VeraCrypt

d) Hwu ogun u3 BapuaHTOB

. UTto He oTHOCHUTCS K 00s13aTeIbHBIM MOJIsIM cepTudukata popmara X.509?

a)  OTKpBITHINA KJIIOY CYOBEKTA.

b) Hpentudukarop airopurma momucH.
c¢) Wwmsa ob6bekTa ceprudukara.

d) Wwms cyOwekTa ceprudukara.

. Uto o3nauaet abopeuarypa KDF?

a)  @Oyskusa GopMUpOBaHUS KITIOUCH.

b)  ®DyHKIUSA pacIUPEHUS KITFOUCH.

c)  DyHKIUA U3BJICUYCHHS KITIOUYCH.

d) Konx ayrenTuduxamuu cooOnieHus.

Uewm 3aHuMaetcs cepBuc KoHpuaeHImaipHocTH PKI?

a)  Arperupyer Bce cepTU(DHUKATOB, HEOOXOIUMBIX JIJIs1 (HOPMHUPOBAHMS TIOJTHOTO MTyTH.

b) OOecneynBaeT ayTeHTU(OUKAMIO YYaCTHUKOB KOMMYHHUKAIIMA U ayTEHTU(DUKAINIO
UCTOYHUKA JaHHbIX.

c) [IpenoTBpamiaeT npegHaMEepeHHOE WM ClydyailHOe HECAHKIMOHUPOBAHHOE U3MEHEHHUE
JTAHHBIX.

d) OobecneunBaeT 3aUUTy OT HECAHKIITHOHUPOBAHHOTO MOJIYYEHUST HH(DOPMAITUH.

UTto Takoe LEeHTp MepeBoaa KIoUeu?

a) JloBepeHHas CyLIHOCTb, TeHEPUPYIOIIas WM MOIydarolias KJI4d, U epeaaonas ux
ob1aromuMes rpynnamM, a Takke UMeronias YHUKaJIbHbII CUMMETPUYHBIN KIIIOY C KaxIoi
TAKOM TPYIION.

b) JloBepeHHas CyIIHOCTh, OCYIIECTBISIONIAs paciudpoBaHue KI04Ya, CTEHEPUPOBAHHOTO U
3au(POBAHHOTO OJJHON CYIIHOCTbIO, U MOCIEAYIOlIee 3au(ppoBaHuE AT APYTOM CYIIIHOCTH.
c) CymHOCTh, OTBETCTBEHHAs 3a MPEIOCTaBICHUE MPOBEPEHHBIX HUICHTHU(UKATOPOB
M0JIb30BaTeNeH HEHTPY cepTUUKALINU.

d) JloBepeHHas CymIHOCTb, CO3/AIONIAS U HA3HAYAIOIIAS CEPTU(PUKATHI OTKPBITHIX KIIFOUEH.
Kaxkast u3 mepedncieHHbIX HKe TexHonorui Active Directory mpuMeHsIeTCs 111 OpTaHU3aIiuu
UH(DPACTPYKTYPHI OTKPHITHIX KITFOUEH?

a)  JloMeHHBIE CITY)KOBI

b) CuyxObI cepTuduranum

c¢)  CuyxOb1 dhenepamuu

d)  CuyxOsl ympaBiaeHuUs IpaBaMu

UTo He OTHOCUTCS K OCHOBHBIM (DYHKIIMSIM, BBITIOJHSIEMBIM LIEHTPOM cepTudukanun?

a) ®opmupoBaHue COOCTBEHHOTO CEKpEeTHOTO Kitoua u ceprudukara L[C.

b) ®opmupoBaHue cepTUPUKATOB OTKPHITHIX KIIOUEH KOHEYHBIX MOJIb30BATENICH.

¢) ®opmMupoBaHUE CIIUCKA OTO3BAHHBIX CEPTUPUKATOB.

d) Peructpanus HOBBIX MOJIB30BaTENEH IIEHTPA CEPTUDHUKAITNN.

UTo U3 mepeyrcieHHOro HKe He siBisgeTcs opmaTrom ceptudukara’?

a) X.509

b) PGP

¢) SPKI

d) MD5

Kaxoro sTana HEeT B )KM3HEHHOM ITUKJIE cepTruduKara?

a) 3anpoc ceprudukara

b) Beimaua ceptudukara

¢) KonupoBanue ceprudukara

d) O13mIB cepTudukara
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15.

16.

17.

18.

19.

20.

13.

14.
15.

COXANR DD~

UTo M3 MEepeurcICHHOT0 HHXKE SIBJISIETCS MPUMEPOM CUTYyalluU, IPU KOTOPOIl OBepUe K
ceptudukaty ObUIO IOIOPBAHO 10 UCTEUEHHS CPOKA €ro IeHCTBUS?

a) Cmena pamunmu Biazienbiia cepTudukara

b) IoTeps KIOYEBOr0 HOCUTES BIAACIbIIEM cepTU]UKaTa

¢) YBOJIbHEHHE W3 OpraHU3aIMK BiIaJIeblla cepTuduKaTa

d) Bce BeIIenepeuncieHHoe

Kaxkas u3 mepeuncieHHbIX HIKE MOIeNIel JoBepHs MHa4e Ha3biBaeTcs «hub and spoke»?

a) UeTbIpeXCTOPOHHSISI MOZIEITb

b) MocroBas MofeNb

c¢) CereBas Mozienb

d) Uepapxuueckast MO/IeIb

Bri6epute npaBuiibHOE onpesiesieHue MyTH cepTUhUKALINU.

a) [TocnenoBaTeapHOCTH cepTU(PHUKATOB, B KOTOPOU M3/1aTelb MEPBOTO cepTU(HKaTa i CyOBEKT
MOCTIEAHETO CepTU(HUKATA SIBISIIOTCS KOHEUHBIMU CyOBbEKTaMU.

b) IlocnenoBatenbHOCTh CEPTU(PUKATOB, B KOTOPOH M3JaTEb MEPBOTO CEPTU(DUKATA SBISICTCS
MMyHKTOM JIOBEPHsI, & CYOBEKT MOCIETHEr0 cepTU(UKATa - KOHEUHBIM CyOBEKTOM.

c¢) IlocnenoBatenbHOCTh CEPTU(HUKATOB, B KOTOPOU M3AATENh MEPBOT0O cepTU(HUKaTa SIBISACTCS
KOHEUYHBIM CYOBEKTOM, a CyOBEKT MOCIEAHETO CEPTU(UKATA - TyHKTOM JIOBEPHS.

d) IlocienoBarenbHOCTh CEPTHU(HUKATOB, B KOTOPOU M3/1aTEINb MEPBOTO cCepTU(DHKATA U CYOBEKT
MOCJIEHETO cepTU(UKATA SIBISIOTCS MYHKTaMU JJOBEPUSL.

Kakum o0pa3oM B NPUIIOKEHUSAX MPOBEPSAETCS BAIUAHOCTh CepTU(UKATA B MPOILIECCE €ro
UCITOJIb30BaHUsA?

a) [To mokanpHOMY CIIMCKY OTO3BaHHBIX CEPTH(PUKATOB.

b) Ilo 3HaueHMIO KITtOUa CyObEeKTa CepTU(UKATA.

¢) I1o snexTpoHHOM MOANUCH U3IaTeNs cCepTHU(UKATA.

d) ITo cpoky nericTBus ceprudukara.

B xakom BHzI€ KpUIITOITPOBAKIEPHI XPAHATCA HA KOMITbIOTEpE?

a) B dbopmare ucnonusemsix Ghanios.

b) B dopmate nuramudecku noakirodaemMbix onodamorex DLL.

¢) B dbopmate mapameTpoB peectpa.

d) B Buae kimtoueBbIX KOHTEHHEPOB B KOPHE JTMCKA.

Kakyto 3amauy He Boinonusetr CryptoAPI?

a) HanmeXHOCTh COKpBITHS TaHHBIX.

b) PaciumdpoBsiBaHe MOTYyUYSHHBIX KOHPUIECHITHATBHBIX JaHHBIX.

¢) JlemmdpoBbiBaHNE MTONTYYEHHBIX KOH(PUICHIIMAIBHBIX TaHHBIX.

d) OGecnieuenue paboOThI C MPU3HAHHBIMHU KPUNTOTrpadhUIECKUMH CTaHIapTaMHU.

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

[TonsiTue KpunTOrpahuuecKoro MPOTOKOIMIA.

Ponp kpunrorpadguueckux npoToKoJIOB B CHCTEMax 3aIllUThl HHPOPMALIUH.
OCHOBHBIE aTaKH Ha KPUNITOrpahuIeCKUe MPOTOKOJIBI.

IToHsTHE DIEKTPOHHOM IOAIIHUCH.

VYipaBieHne OTKPHITBIMU KIOYaMH.

OcCHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPBI OTKPBITHIX KITIOYEH.

[TonsiTue cepTuuKaTa OTKPHITOrO KIr0ya.

Y nocToBepstomuii LHEHTP.

ApPXUTEKTYpa HHPPACTPYKTYPHI OTKPHITOTO KITIOYA.

[TpoToKoBI HACHTU(UKALIMN HA OCHOBE MapoJIe, MPOTOKOJIBI «PYKOMOXKATHUS» U TUIA «3aIPOC-
OTBETY.

. Ilonsarue MMPOTOKOJIOB HHTCPAKTUBHOI'O JOKA3aTCIILCTBA U JJOKA3aTCIIbCTBA 3HAHU.
. HpOTOKOHLI I/I,Z[CHTI/Iq)I/IKaLII/II/I Ha OCHOBC MPOTOKOJIOB JOKAa3aTCJIbCTBA 3HAHUA C HYJCBBIM

pasriameHeM.

[TocTpoenune 6e30MacHOr0 KOMMYHHMKAallMOHHOTO KaHalla Ha OCHOBE KPUNTOrpaduuecKux
QITOPUTMOB.

[Tpobnembl peannzanui KpUunTorpapuuecKux aaropuTMoB.

3ammra oT yTeukH WH(pOpMAIHH.
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9.1.3. Tembl 1a00paTOPHBIX padoOT

Kpunrorpaduueckue daiinossie cucremsl. [llndposannas dainosas cuctema Windows
Kpunrorpaduueckue daiinossie cucremsl. [lIndposanne nucka BitLocker
[Mudpposanue quckoB VeraCrypt

YcTaHOBKa U HACTPOHKa CITyk0 yI0CTOBEPSIOIIETO IIEHTpa

W3ydenne GyHKINN yIOCTOBEPSIOIIETO LIEHTPa

Kpocc-cepruduxanus y1ocToBEpsIIOIIMX IIECHTPOB

[TocTpoeHue nepapxuueckoil apXuTeKTypbl UHOPACTPYKTYPBI OTKPBITHIX KITIOUen
CpeactBa kpunrorpapuueckoi 3auiiuTbl HHPOpMAITUU

XN B LD =

9.1.4. TeMbI NPaKTHYECKUX 3AHATHH

Kpunrorpaduueckue daitnossie cucremsl. [lndposanune daitnoBoit cuctems! Linux
[Tpumenenne MOK B kiineHTax 31€KTPOHHON MOYTHI

[Tpumenenne MOK Ha aBTOMaTH3MpOBAaHHOM pabodyeM MecTe

IIpuMeHeHne KpUITONPOBaAepOB

L=

9.2. MeToan4yeckne peKOMeH AU

YueOHBI MaTepuana u3jaraercs B GopMme, MPeroiaraloiie caMoCTOsATEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3zoBanue. [Ipu 3ToM camocTosITeNbHAs paboTa CTyACHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETr0 Y4eOHOro mpoIliecca.

Hauatp n3yueHue QUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoid, CIIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocTosTenbHas padoTa CTyIeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualaMH, BBIMOTHEHHE KOHTPOIBHBIX MEPOMPUATHH, MPEeayCMOTPEHHBIX
y4eOHBIM IIIaHOM.

B npouiecce nzydeHus: TUCUUILTAHBI ISl JTy4YIIETO OCBOSHUS MaTepHaia HeoOX0IUMO PeryspHO
oOpamaTbCcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJb30BaThCsl yepe3 KaOWHET CTyAeHTa Ha cailte YHuBepcuTeTa o0pa3oBaTEIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMI HHTEPHET-TIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONMYJSIPHBIE U CIEIUalIU3UPOBAHHBIE MaTepHalbl, MOCBSIICHHBIE PA3JIUYHBIM aCHEKTaM
y4eOHOW AMCIUILTHHBIL.

[Ipu caMoCTOATEILHOM U3YYEHHUU TEM CIEAYNUTE PEKOMEHIAIHSIM:

— YTEHHE HUIH MPOCMOTP MaTepualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHANBHUAYATBHOTO TTOHUMAHUS M OCBOCHHS MaTepuala, BbIIENsiss OCHOBHBIE UJEH; HA OCHOBAHUHU
M3YUYEHHOTO COCTAaBUTH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO0 C IPUMEpPAMHU U3
MPaKTHKH;

— €CITU B TEKCTE BCTPEUAIOTCS HE3HAKOMBIE UM MaJIO3HAKOMBIE TEPMHHBI, CIIEIyeT BBISICHUTh HX
3HAYCHHME I TOHUMAaHUs JaIbHEHIIIEro MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U U3YYEHHOE, OTBEYANTE HA MPEI0KEHHBIE BOIIPOCHI.

CTyaeHThl MOTYT MOJy4aTh WHAUBUIYATbHbIE KOHCYIbTAIIUH, B T.4. C HCIOJIb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[To nucuunarHe MOTYT MPOBOJIUTHCA JOMOJHHUTEIbHBIEC 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnucanue BeOMHAPOB U 3amucy BEOMHAPOB MYyOJIUKYIOTCS B 3JIEKTPOHHOM Kypce / 3IEKTPOHHOM
YKypHAJIe Mo TUCIUTUINHE.

9.3. TpeﬁoBaHnﬂ K OHCHOYHBIM MaTE€pHaJIaM AJid JUll ¢ OrPAaHUYCHHBIMUA BO3MOKHOCTAMMU
3A0POBbA U HHBAJIMI0B

Jas nu1 ¢ OTrpaHUYEHHBIMH BO3MOXXHOCTSMHU 3J0POBBS M HHBAIHIOB MPEIYCMOTPEHBI
JIOTIOJIHUTEJIbHBIE OLIEHOYHbIE MaTepHalibl, IEpPEeYeHb KOTOPHIX yKa3zaH B Tabnuue 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTEepHUalbl OIEHUBAHUSA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3/I0POBbsI M MHBAJIHJIOB

Buasl 1o0MOIHUTENBHBIX OLICHOYHBIX DopMBbI KOHTPOJIS U OLIEHKU

Kareropuu obyuaromuxcs

MaTepUaoB pe3yJabTaToOB 00yUYEHUs
C HapyleHusIMH cIyxa TecTsl, NUCEMEHHBIE [IpenMy11eCTBEHHO MTMCHMEHHAS
CaMOCTOSITeNIbHbIE paOOThI, BOIPOCHI IIPOBEPKA

K 3a4€Ty, KOHTPOJIbHBIE pabOThHI
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C HapylIeHUSIMU 3pEHUS

CobecenoBaHue 110 BOIIpocam K
3a4eTy, OIpoc MO TEPMUHAM

[Ipenmy1iecTBEHHO yCTHas
IIpoBepKa (MHANBUYAJILHO)

C HapylIeHUsIMHA OTIOPHO-
JIBUTATEIILHOTO arlnapara

Pemienue nucTaHIIMOHHBIX TECTOB,
KOHTpPOJbHBIE Pa0OTHI, MUCbMEHHBIE
CaMoCTOsITeNIbHbIE pabOThI, BOMPOCHI

K 3a4eTy

[IpenmytiecTBEHHO
JTUCTAaHIIMOHHBIMU METOJIaMU

C orpaHUYCHUSIMHU T10
o01IeMe IUIIUHCKUM
[MOKA3aHUSAM

TecTbl, NMCEMEHHBIE
CaMOCTOSITeNIbHbIE PaOOThI, BOIIPOCHI
K 3a4eTy, KOHTPOJIbHbIE paOOTHI,
YCTHBIE OTBETHI

[TpeumyieCTBEHHO MTPOBEPKa
METOAMH, OMPEICIITIOITUMHUCS
UCXOJISl U3 COCTOSTHUS
00ydaromierocss Ha MOMEHT
MPOBEPKH

9.4. MeToanuecKue peKOMEHAAIUN 110 OLEHOYHBIM MATEPUAJIAM [IJIfl JIUI C OTPAHUYEeHHbIMH

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCcCMaTpPUBACTCS
noctymnHasi popma npeaoCTaBICHHS 3a/IaHUi OLIEHOYHBIX CPEJICTB, & IMEHHO:

— B mieuaTHoi hopme;

— B [1€YaTHOW (hopMe C yBETUUEHHBIM IIPHPTOM;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— METOJIOM YTEHHS aCCUCTEHTOM 3aJaHHs BCIYX;

— IIPEJJOCTABJICHUE 33aJaHUS C UCIIOJIb30BAHUEM CYPIONEPEBOIA.

JIuam ¢ orpaHMYEHHBIMH BO3MOXXHOCTSIMHU 3/I0POBbSl M MHBAJIUIAM yBEIMYHMBACTCS BpEeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. [[is Takux oOydarommxcs MpeaycMaTpUBaeTCs
nocTymnHas popMa npeaoCTaBICHUsI OTBETOB HA 33JJaHUs, 2 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCIIOJIB30BAHUEM YCIIYT ACCUCTCHTA,

— [PE/ICTaBJICHHE OTBETOB YCTHO.

[Mpouenypa oueHUBaHHs PE3yJIbTaTOB OOYYEHHUS JIMI C OTPAHMYCHHBIMH BO3MOXXHOCTSIMHU
3I0POBBSl ¥ MHBAIMJIOB [0 TUCIMILIMHE MPEIyCMaTPUBAET MpenocTaBlieHue nHdhopManuu B Gopmax,
aIalITUPOBAHHBIX K OTPAaHMYCHUSM HX 30POBbSI H BOCHIPUATHS MH(DOpMALIUK:

JI1si JIMI ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

I[.]'IH JIMI ¢ HAPYIICHUSIMHU OIMOPHO-ABUI'aTC/JILHOI'O allliapaTa:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

[Ipu HEOOXOAMMOCTH JUISL JIMI] C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbS U MHBAJIUJIOB
MpolLeypa OLEHUBAHUS PE3YIbTATOB O0YUCHUS MOXKET TPOBOJAUTHCS B HECKOJIBKO JTAIIOB.
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