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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHue y CTYyJACHTOB MPEACTABICHUA O METOJAX U CPEACTBAX, MPUMCHSIIOLIUXCS s
obecrnieueHus HHOPMAIIMOHHOW OE30TaCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. W3yuuth MeTONBI U cpencTBa 3amuThl HHGopMaluu B OC 1 KOPIIOPaTUBHBIX CETAX.
2. V3yuuts cpencTa KpUNTorpaguiIeckoi 3anuThl HHPOPMaIUHU.
3. VByuuTh NpUHIUIBI yIIPABICHUS CPEACTBAMHU 3alIUThI HH(OPMALIUH.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnnast (Moayn).

Yacte Ostoka gucrmiing: O0A3aTeIbHas 4acTh.

Monyne quctumiud: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunel: 51.0.03.16.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-6. Cnoco6en
UCIIOJIb30BATh
COBPEMCHHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U
POrpaMMHBIE CPE/ICTBA
IPU PELICHUU
po(heCcCHOHATLHBIX
3a1a4

OIIK-6.1. 3HaeT TunoBkle
NPUKJIaIHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U TIPOTPAMMHOE
o0ecrieyeHue, UCIOIb3yEMOE
JUTSL pEeLICHUs 3a1a4
poecCHOHATLHOM
JeSITeTbHOCTH

3HaeT OCHOBHBIE BUJIbI U YTPO3bI
0€3011aCHOCTH ONEPALUOHHBIX CUCTEM;
34U THBIC MCXaHU3MbI U CPCACTBA
oOecreueHHs ceTeBOM 0€30IIaCHOCTH;
340U THBIC MCXaHU3MBbI U CPCACTBA
obecrieueHHst O€30MaCHOCTH OTIEPAIIHOHHBIX
CHUCTEM; OCHOBHBIC MCTO/IbI YIIPABJICHUA
MH(POPMALMOHHON 0€30MaCHOCTHIO;
NPUHIUIE POPMHUPOBAHUS TTOJTUTHKU
nH(POPMAITMOHHON 0€30MMaCHOCTH B
ABTOMATU3HUPOBAHHBLIX CUCTCMAX.

OIIK-6.2. YMmeeT npuMeHsTh
BBHIOpAHHBIC
nH(pOpMaITMOHHBIE
TEXHOJIOTHH, TPOrPaMMHBIE
CpeJlICTBa CUCTEMHOI'O U
MIPUKIJIATHOTO Ha3HAUYCHUH ISt
pelieHus 3aaau
npodecCuoHaIbHON
JESITEIIbHOCTH

YmMmeet 3¢ (PpeKTHBHO HUCTTOTH30BATH
KpUNTOTpaguueCKUe METO/IBI U CPEJICTBA
3amuThl THOPMAITUH B
aBTOMATH3MPOBAHHBIX CHCTEMAX;
UCTIOJIB30BaTh CPEJICTBA ONEPAITMOHHBIX
cucreM Jyuist ooecriedeHus 3HPEeKTUBHOTO U
6e3omacHOro GyHKIIMOHUPOBAHUS
aBTOMATH3HPOBAHHBIX CHCTEM; IPUMEHSTh
3alHIIEHHBIE TPOTOKOJIBI, MEKCETEBBIC
9KPaHBI U CPEACTBA OOHAPYKEHHSI BTOPKCHUN
JUTSL 3alIATHI UH()OPMAIIHU B CETSAX;
OCYIIECTBIIATH MEPBI IPOTHBOACHCTBUS
HapyIIESHUSIM CETeBON 0€30IaCHOCTH C
WCTIOJI30BaHUEM Pa3IMYHBIX TPOTPAMMHBIX U
anImapaTHbIX CPEJICTB 3aIIUTHI.

OIIK-6.3. Bnaneer
MHCTPYMEHTAMHM YIIPABJICHUS
IIpoLeccaMy OpraHu3alui, B
TOM YHCJIE HA OCHOBE HOPM
IIpaBa U ¢ UCIOJIb30BAHUEM
HKT, ucnons3yer Kak
MHUHHMMYM OJIMH U3 O0IUX
WIH CIIEUATN3UPOBAHHBIX
MaKEeTOB MPUKJIIAIHBIX
nporpamm (MS Excel, Stata,
SPSS, R u ap.),
IIpeIHA3HAYEHHBIX JUIS
BBINOJIHEHHS 00pabOTKH
CTaTUCTUYECKOMN
UH(pOPMAaLIUK, TIOCTPOCHUS U
IIPOBEJEHUS INAarHOCTUKU
HYKOHOMETPUUYECKHUX MOJIENIeH

Brnaneet npodeccroHanbHON TEPMUHOIOTHEH
B 00nacTi HH()OPMAIIMOHHOM O€30MaCHOCTH;
HaBbIKAMHU aHaJIN3a MH()OPMAITMOHHON
UHPPACTPYKTYPbl aBTOMATU3UPOBAHHON
CHCTEMBI U ee Oe30MacCHOCTH; METOJaMH
MOHHUTOPHHTA U ayJIUTA, BBISBICHUS yTPO3
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMAaTU3HPOBAHHBIX CUCTEM; METOJaMH
ynpaBieHus: HH)OpMaMOHHON
0€301acHOCThI0 aBTOMAaTU3UPOBAHHBIX
CHCTEM; METO/IaMH OLIEHKH
MH(OPMALIMOHHBIX PUCKOB; HABBIKAMHU
BbIOOpa 1 000CHOBaHMS KPUTEPHEB

3P PEeKTUBHOCTH (QYHKIIHOHUPOBAHUS
3alUIIECHHBIX aBTOMAaTH3UPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEM.

CornacoeaHa Ha noptane Ne 72451




OIIK-7. Cnocoben
MOHUMATh TPHHIIUAIIBI
paboThI COBPEMEHHBIX
UH(POPMAITMOHHBIX
TEXHOJIOTHI U
MCIIOJIb30BATh UX IS
peIIeHus 33129

OIIK-7.1. 3HaeT nNpuHLUIIBI
paboThl COBPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTH, Ha3HAUCHUE,
byHKIHN 1 0000MEHHY IO
CTPYKTYPY OIEPaMOHHBIX
CHCTEM M TUIIOBBIC

3HaeT OCHOBHEIC MCTOABI K CPCACTBA 3alIUTHL

UH(POPMALINH, UCTIOIB3yEMBbIE IS

obecrieueHnst 6€30I1aCHOCTH B ONIEPAIIMOHHON

CUCTEMC U KOMIIBIOTCPHBIX CCTAX.

KOMITBIOTEPHBIE CUCTEMBI,
BU/IbI HH(OPMALIMOHHOTO
B3aUMOJICUCTBUA U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHUS
nH(pOpMaITMOHHO-
BBIUYHCIUTENbHBIX CUCTEM

OTEpPAIlMOHHBIX CUCTEMAaX; aHAIU3UPOBATh
3aIUIIEHHOCTh KOPIOPATUBHBIX CETEH.

npodeccuOHaTBLHON OTICPAIIMOHHBIC CHCTEMBI, B

JCATCIIBHOCTHU TOM YHUCJIC OTCYHCCTBCHHOI'O
MIPOU3BOJICTBA
OIIK-7.2. Ymeer YMeeT ycTaHaBIMBaTh U HACTPAUBATh
KJ1acCU(PUIIMPOBATH CpeACTBa 3alUThl HHPOPMAIINH B

OIIK-7.3. Bnraneer
CpeICcTBaMuU
UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH1, B TOM YHCIIE
TEKCTOBBIMH PelaKTOpaMH U
ANIEKTPOHHBIMH TaOJINIIAMH,
IpY PELICHUH 33134
npodeccCuoHaNBHOM
JeSITeIbHOCTH

Bnaneet HaBbikamMu paOOThI KaK € IITaTHBIMH,
TaK U C CTOPOHHUMU CPEJICTBAMU 3aILHUThI
MHPOPMALIMU B ONEPALIIOHHON CHCTEME U

KOpPIIOPAaTUBHBIX CCTX.

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroiuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 7 3a4ETHBIX CIWHUII, 252 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabmuue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI [10 BUJIaM Y4eOHOH J1eTeIbHOCTH
. Bcero CemecTpsbl
Bunsl yueOHoM aedTenbHOCTH

4acoB |6 cemecTp|7 cemecTp|8 cemecTp
KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 12 4 4 4
npenojasareyemM, Bcero
JIeKIIMOHHEBIE 3aHATUS 6 2 2 2
JlaGopaTopHbIe 3aHATHS 6 2 2 2
CamocrosiTeibHas padoTa 00yyaomuxcs, B T.4. 227 68 64 95
KOHTAKTHAasl BHeayJUTOPHAsi padoTa 00y4aromuxcs ¢
npenojasareyemM, Bcero
Hamucanne KoHciekTa caMOIOATrOTOBKHU 12 6 6
IToaroroBka K TECTUPOBAHUIO 20 6 6 8
Hanucanue otdera no HHAMBUAYAIbHOMY 33aHUIO 126 44 30 52

4
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[ToaroroBka k 1abopaTopHOi paboTe, HAMMCAHUE OTYETA 24 12 4 8
[ToaroroBka k 3auery 12 12
[ToaroroBka Kk KOHTPOJIBHOM paboTe 18 6 12
[ToaroroBka K 3alIMTE OTYETA 10 UHAUBUYATbHOMY 15 15
3a/1aHUIO0
IToaroroBka u capaya 3auyera 4 4
ITonroToBKa U cAava YK3aMeHA 9 9
Oo0mas TpyroemMkocTh (B yacax)| 252 72 72 108
Oo6mas TpynoeMKkocTh (B 3.€.) 7 2 2 3

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI

5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pa3ienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabmure 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUBI YUEOHOH 1eATEIbHOCTH
Bcero
Jlek. | JIa6. | Cam. 4acoB dopmupyemsble
Hazpanust pa3nenoB (Tem) AUCIUITITUHBI
3aH., 4| pab. | pab., u (6e3 KOMITCTCHIIUH
3a4dera)
6 cemecTp
1 OcHOBHBIC ITOHITHS U TTOJ0KCHUS 3aITUTHI - - 4 4 OIIK-6, OIIK-7
uHbopMaluu
2 OCHOBBI 3alIMTH HH(OPMAITUHY B 1 2 40 43 OIIK-6, OIIK-7
OTIepAIlMOHHON cucTeMe
3 OcHOBBI KpunTOrpauuecKoi 3anIuThI 1 - 24 25 OIIK-6, OIIK-7
uHpOpMaUn
Hroro 3a cemectp| 2 2 68 72
7 cemecTp
4 OcHOBHI 3aIUTHI HH(pOpPMALHK B 1 - 18 19 OIIK-6, OIIK-7
KOMITBIOTEPHBIX CETIX
5 CpenctBa 3aniuThl HHPOPMAIIUK B 1 2 20 23 OIIK-6, OIIK-7
OTICPAIIMOHHOMN CUCTEME
6 CpenctBa KpunTorpaduyecKom 3amuThl - - 26 26 OIIK-6, OIIK-7
uHpopmanuu
Utoro 3a cemectp| 2 2 64 68
8 cemecTp
7 CpenctBa 3an1uThl HHGOpPMAILIUK B 1 - 36 37 OIIK-6, OIIK-7
KOPIIOPATUBHBIX CETAX
8 YmpaBieHue cpeicTBaMH 3alIUThI 1 2 59 62 OIIK-6, OIIK-7
uHpOpMaLUn
Hroro 3a cemectp| 2 2 95 99
Uroro| 6 6 227 239

5.2. Conep:xanue pa3aesioB (TeM) IMCHUANINHbBI

Copep:xanue pa3enoB (TeM) TUCUUTUINHBI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuie 5.2.

Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIHUILIMHEI (B T.4. IO JEKIUSIM)

Haspanwust pasaenos
(TeM) TUCIUIUTAHBI

ConeprkaHue pa3ienoB (TeM) TUCIUTUTHHBI
(B T.4. TIO JICKITHSIM)

TpynoemMkocTb
(JIeKITMOHHBIC
3aHATHSA), 4

dopmupyembie
KOMIIETEHIINH
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6 cemecTp

1 OcHOBHBIE NOHATHSA U
[TOJIOKEHUS 3AIUTHI
uHbopmauu

[Tpeamer 3anutel nHGpopManuu. OOBEKT
3am|Thl nHpopManuu. [ToHsATHE YTrpo3bI
6e3onacHoctH. Kmaccudukarnus yrpo3
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.
Knaccudukarus 3710yMbIIUIEHHUKOB.
OCHOBHBIE METOJIbI peaTU3aIlH yTPO3
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.
[Tpu4uHbI, BUIBI M KAHAJBI YTEUKH
nHpopmanuu.

OIIK-6, OIIK-7

Hroro

2 OCHOBBI 3aIIUTHI
uHpOpManuu B
OINEPAllMOHHOW CUCTEME

Haznauenue u pynkuuu OC u ee
nojcucTeM. TUTIOBBIE yTPO3bI
6e3omacHoctu pecypcoB OC. TpeboBanus K
6e3onacaoctu OC. OCHOBHBIE TPYIITBI
MEXaHU3MOB 3auThl pecypcoB OC.
Opranu3anus ¥ UCIOJIb30BAHNE CPEJICTB
ayauta. KOHTpOJIb M BOCCTaHOBJICHUE
[EJIOCTHOCTH TIOACUCTEMBI 3aIIUTHI U €€
napamMeTpoB. YTpaBieHne 0€30IacHOCTBIO
OcC.

OIIK-6, OIIK-7

Htoro

3 OCHOBBI
KpunTorpaduueckoit
3amuThl HH(OPMALIUU

Knaccuyeckue mmdpsl: 10CTaHOBOYHBIH,
NepecTaHOBOYHBIHN, (P Xuuia, mudpbl
ramMmupoBanus. Konuenuus kpunrorpadpuu
C OTKPBITHIM KiitouoM. [Iporokon Juddu-
Xemnmana. Kpunrocucrtema RSA.
Kpunrocucrema Jnb-I"amains.

OIIK-6, OIIK-7

HUroro

Hroro 3a cemectp

7 cemecTp
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4 OCHOBBI 3aIIUTHI
uHpOpMauu B
KOMITBIOTEPHBIX CETAX

OcHOBHBIE MEXaHU3MBI O0ECIICUEHUS
0€30MacHOCTH U YIIPABICHHS
pacrpeielIeHHbIMU PEeCypPCaMH.
OOecnieueHne HaICKHOCTH
uHpacTpykTypsl MHTEpHET. 3amura
KaHaJoB cBs3u B UHTepHET. Buabl
UCTIONBb3YeMBIX B IHTEpHET KaHAIOB CBSI3H.
Vcnonp30BaHNE MEKCETEBBIX SKPAHOB.
BupryanbHble yacTHbIE CETH. Y A3BUMOCTH
¥ 3a1uTa 0a30BBIX MMPOTOKOJIOB M CITYXKO:
[Ipotokomnsl mapurpytuzaiuu. CeMencTBo
TCP/IP. Ciyx051 moucka. bezonacHocTb
WWW u snextponnoi moutsl. CuCTEMbI
OOHapyKEHHS U TIPOTUBOICHCTBHS

BTOp keHusIM. Knaccudukanus u
IPUHIUIB YHKIIMOHUPOBAHUS CUCTEM
oOHapy>keHHsI BTOpeHUH. CKaHephI
6e3onacuoctu. Kimaccel ckanepon
0€30MacHOCTH U OCOOEHHOCTH
NpUMEHEeHHS. 3aluTa OT BUPYCOB. 3aluTa
AIIEKTPOHHOTO JIOKyMEHTO000pOTA.

OIIK-6, OIIK-7

Htoro

5 CpenctBa 3alIUThI
uHpOpMaLuU B
OTIEpAIlMOHHON crcTeMe

AyTeHTH(HKAIMI HA OCHOBE MapoJIsl.
AyTeHTH(UKAINA C UCIIOIB30BaHUEM
¢usnueckoro oobekra. buomerpuueckue
METObI Ay TeHTU(UKALUH.
MHorogakTopHas ayTeHTUPHUKALHSL.
Knaccugukanus cyobeKkToB 1 00bEKTOB
nocryna. IIpaBa nocryna. Meronast
pasrpaHuueHus goctymna. Pasrpanndyenue
JocTyna K GaioBsIM 00bEKTaM.
HacnenoBanue paspelieHuii.
Pasrpannuenue qocTymna K ycTpoicTBam.
OrpaHu4eHus: Ha 3aIyCK MPOTrPaMMHOTO
obecrieueHusl.

OIIK-6, OIIK-7

HUroro

6 Cpencrtaa
Kpunrorpadguaeckoi
3aImuThl THGOPMAITIHT

Kpunrorpadudeckne mpoToKoIbl: 00IIHe
MOHSTHS. YTIPaBIIEHUE CEKPETHBIMU
Kirouamu. Pacnipenenenue cekpeTHbIX
Kkirouel. [loHaTre 31eKTpOHHON TTOAIUCH.
VYnpapiieHue OTKPHITHIMU KIIOYaMH.
OCHOBHbBIE KOMIIOHEHTHI HH(PACTPYKTYPHI
OTKpBITHIX Kirouei. [Tonarue cepruduxara
OTKPBITOTO KJTIOYa.

OIIK-6, OIIK-7

Hroro

Uroro 3a cemectp

8 cemecTp
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7 CpenctBa 3aliuThl
uHpOpMauu B
KOPITOPATHBHBIX CETSIX

OcHOBHBIE MEXaHU3MBI O0ECIICUEHUS
0€30MacHOCTH U YIIPABICHHS
pacrpeielIeHHbIMU PEeCypPCaMH.
OOecnieueHne HaICKHOCTH
uHpacTpykTypsl MHTEpHET. 3amura
KaHaJoB cBs3u B UHTepHET. Buabl
UCTIONBb3YeMBIX B IHTEpHET KaHAIOB CBSI3H.
Vcnonp30BaHNE MEKCETEBBIX SKPAHOB.
BupryanbHble yacTHbIE CETH. Y A3BUMOCTH
¥ 3a1uTa 0a30BBIX MMPOTOKOJIOB M CITYXKO:
[Ipotokomnsl mapurpytuzaiuu. CeMencTBo
TCP/IP. Ciyx051 moucka. bezonacHocTb
WWW u snextponnoi moutsl. CuCTEMbI
OOHapyKEHHS U TIPOTUBOICHCTBHS

BTOp keHusIM. Knaccudukanus u
IPUHIUIB YHKIIMOHUPOBAHUS CUCTEM
oOHapy>keHHsI BTOpeHUH. CKaHephI
6e3onacuoctu. Kimaccel ckanepon
0€30MacHOCTH U OCOOEHHOCTH
NpUMEHEeHHS. 3aluTa OT BUPYCOB. 3aluTa
AIIEKTPOHHOTO JIOKyMEHTO000pOTA.

OIIK-6, OIIK-7

Hroro
8 Ynpasnenue IIpyuHIUIIBI TOCTPOCHUS CPEACTB 3aALUTHI OIIK-6, OIIK-7
CPEICTBAMU 3aIIUTHI MH(OPMALIUU; OCHOBHbBIE MEXaHU3MBI
uHpOpMaLuu 3alMUTHI; anapaTHbIE CPEJICTBA;
KOH(UTYpUPOBAHUE; ayJUT; MOHUTOPHHT U
OIEPAaTUBHOE YIIPABIICHHUE; TOTHOMOYHOE
yIpaBJIeHUE JOCTYIIOM U KOHTPOJIb I€YaTH.
VYnpasieHue cepBepaMu
aJIMUHUCTPUPOBAHUS; YIIPaBIICHUE
rpynnamMu aJMUHUCTPUPOBAHMUS;
ynpaBlieHUE KIMEHTCKUMU KOMITbIOTEPAMU;
paboTa ¢ OT4eTaMM, CTATUCTHKOH.
Hroro
Hroro 3a cemectp
Hroro
5.3. KonTposabHbIe padoThI
He npenycMoTpeHo y4eOHBIM IIaHOM
5.4. JlabopaTopHbIe 3aHATHUSA
HaumenoBanue 1a00paTopHbIX pabOT MpHUBEACHO B TaduIlE 5.4.
Tabmuna 5.4 — HaumeHnoBaHue 1a60paTOPHBIX padboT
Hazpanus paznenos (tem) | HaumeHoBanue 1abopaTopHbIX T dopmupyembie
JCTIATUTHHEI pabot PYAOCMIOCTE, 1 KOMIIETEHIIH
6 cemecTp
2 OCHOBBI 3alLIUTHI AJIMUHUCTPUPOBAHUE YUETHBIX OIIK-6, OIIK-7
uHpOpManuu B 3anuceit B OC Windows
OIIEPAallMOHHOW CUCTEME Htoro
Hroro 3a cemectp
7 cemecTp
8
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5 CpeactBa 3a1uThl MHoropakTopHas ayTeHTUPUKAIHS 2 OIIK-6, OIIK-7
uHpOpMauu B C TIOMOILIBIO (PU3NYECKOT0 0OBEKTA
OIEPALMOHHOM CUCTEME Urtoro 2
Hroro 3a cemectp 2
8 cemecTp
8 Ynpasnenue cpeacrsamu |LleHTpann3oBanHas 3ammra OT 2 OIIK-6, OIIK-7
3alIUThl HHpOpMALUU BUPYCOB B JIOKAJIbHOM CeTH
Uroro 2
Hroro 3a cemectp 2
Hroro 6

5.5. lIpakTuyeckue 3aHATHS (CEMUHAPbI)

He npeaycMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. KypcoBoii npoekT / kypcoBasi padora

He npemycMOoTpeHO y4eOHBIM IIaHOM

5.7. CamocTosiTesibHass padboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadiuue 5.7.
Tabnuna 5.7. — Buabl caMmocToaTenbHOU paboThl, TPYA0EMKOCTh U (hOPMHUPYEMble KOMIIETSHIIUN
Bunnr
Ha3zBanus pazgenon . | Tpynoemkocts, | ®opMupyembie
(TeM) AMCLIILTHHDI CaMOCTOSITENIbHOM 4 KOMITETEHIIHIN @DopMBbI KOHTPOJIS
paboThI
6 cemecTp
1 OcHoBHbICc noHATHA | HanmmcaHnne KOHCIIEKTa 2 OIIK-6, OIIK-7 KoHncmekt
Y TIOJIOKEHUS 3aIUTHI | CAMOIIOATOTOBKH CaMOIOATOTOBKHU
MHpOpMaLK [ToaroroBka k 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Htoro 4
2 OCHOBBI 3aIIUTHI Hammcanne xoHceKTa 2 OIIK-6, OIIK-7 KoHncmekt
uHpOpMaIuHU B CaMOMOITOTOBKHU CaMOIOATOTOBKHU
OIepaMOHHOM Hammcanune oTyera 1mo 24 OIIK-6, OIIK-7 OrtueT 1o
CUCTEMC UHIUBUAYAIbHOMY WHIAUBUAYAJIbHOMY
3aJIJaHUIO0 3aJIJaHUIO0
IToaroroska k 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka K 12 OIIK-6, OIIK-7 JlaGopatopHas
naboparopHoii padore, pabota
HaIMCaHUE OTYeTa
Hroro 40
3 OcHOBEI Hanucanue koHCIEKTa 2 OIIK-6, OIIK-7 Koncnekr
KpunTorpaguueckoil |caMOmoAroTOBKU CaMONOATOTOBKHU
3aIMThl MHPOpMalnK | Hanucanue otdera mo 20 OIIK-6, OIIK-7 OrueT 1o
WHJUBUIyaTbHOMY WHJUBUTyaIbHOMY
3aJ1aHUIO0 3aJIaHUIO0
[ToaroroBka k 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 24
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Uroro 3a cemectp

68

7 cemecTp
4 OCHOBBI 3aILUTHI ITogroroBka k 3auery 4 OIIK-6, OIIK-7 3auér
vH(OpMAIK B Hammcanne koHCceKTa 2 OIIK-6, OIIK-7 KoHncmekt
KOMIIBIOTEPHBIX CCTAX | caMOITOATOTOBKHU CaMOMOATOTOBKH
[ToaroroBka k 2 OIIK-6, OIIK-7 | KonTpoasHas paboTta
KOHTPOJIbHOU paboTe
Hanucanue otyera o 8 OIIK-6, OIIK-7 Otuer no
UHANBUAYATHBHOMY WHANBUAYATBHOMY
3aJaHUIO 3aJaHUIO
IToaroroBka x 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 18
5 Cpencta 3amuThl  |[loaroToBka k 3a4ety 4 OIIK-6, OIIK-7 3auér
vH(OpMAIK B Hammcanne koHCHIEKTa 2 OIIK-6, OIIK-7 KoHncmekt
OIepanOHHON CaMOMOATOTOBKH CaMOIIOJATOTOBKH
cucTemMe [Toxroroska K 2 OI1K-6, OIIK-7 |KonrponbHas paboTa
KOHTPOJIbHOU paboTe
Hanucanue oryera 1o 6 OIIK-6, OIIK-7 OTuyer no
UHANBUAYATHBHOMY WHANBUAYATBHOMY
3aJaHUIO0 3aJaHUIO
IToaroroBka x 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
[Toarororka k 4 OIIK-6, OIIK-7 JlabGopaTopHas
nmabopaTopHoO# paboTe, paborta
HaIMCaHUE OTYeTa
Hroro 20
6 CpencrBa [ToaroroBka k 3auety 4 OIIK-6, OIIK-7 3auét
Kkpunrorpagu4eckol | Hampcanue KOHCIIEKTa 2 OIIK-6, OIIK-7 Koncmekt
3aIUThl ”HQOPMALIUH | caMOTIOATOTOBKH CaMONOJITOTOBKH
IToaroroska Kk 2 OIIK-6, OIIK-7 | KonTponbHas pabota
KOHTPOJILHOM paboTe
Hammcanue oTyera 1o 16 OIIK-6, OIIK-7 OrtueT 110
UHIUBUIYATBHOMY WHJUBUTyATbHOMY
3aJaHUTO 3aJaHUIO
IToaroroska x 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 26
Uroro 3a cemectp 64
IToaroroBka u cmava 4 3aueTr
3adera
8 cemectp
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7 Cpencrtsa 3amuthl  |[lonroroska k 6 OIIK-6, OIIK-7 | KonTponbHas paboTa
uHpOpMauu B KOHTPOJIbHOM pabote
KOPHOPAaTUBHBIX Hamnucanwue otyera 1mo 26 OIIK-6, OIIK-7 OTuer no
CCTAX WHIUBUIYaJIBHOMY WHIUBUYaJIbHOMY
3aJJaHUIO 3aJJaHUIO
IToaroroska k 4 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Htoro 36
8 Ynpasnenue IToaroroBka K 3amure 15 OIIK-6, OIIK-7 | 3ammTa oT4eTa mo
CPEICTBAMH 3AIIUTHl | OTUYETA IO UH/IUBUYaIbHOMY
UHpOopManuu WH/IUBUYaIbHOMY 3aJJaHUIO
3aJJaHUIO
IToaroroska Kk 6 OIIK-6, OIIK-7 | KonTponbHas pabota
KOHTPOJILHOM paboTe
Hammcanue oTyera 1o 26 OIIK-6, OIIK-7 OrueT 110
UHAUBUAYATbHOMY UHAUBUIYaIbHOMY
3aJIaHUIO0 3aJJaHUIO0
IToaroroska x 4 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
IToaroroska k 8 OIIK-6, OIIK-7 JlaGopatopHas
nabopaTopHoii paboTe, pabota
HalycaHue OT4eTa
Htoro 59
Uroro 3a cemectp 95
ITogroroska u cnaya 9 OKk3ameH
JK3aMEHa
Hroro 240

5.8. CooTBeTcTBHE KOMNIETeHIUH, GOpMHPYEMBIX IPH U3YYEHUHU AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIl 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH MPEICTABIICHO B Tabymiie 5.8.
Tabnuna 5.8 — CooTBeTCTBUE KOMIETEHIHH, ((OPMUPYEMBIX IPU U3YUEHUH AUCLUILINHBI, U BUJOB

3aHITUH
Bunpl yueOHoi
dopmupyemble JeATEIIbHOCTH
@OpMBI KOHTPOJIA
KOMIICTEHIINH Jlek. | JIab. | Cawm.
3aH. | pab6. | pad.
OIIK-6 + + + 3auér, 3ammra oT4eTa 0 MHAUBUIyAIbHOMY 33/1aHHUIO,
Koncnekr camonoaroroBku, KontponbHas pabora,
Jlaboparopnas paboTa, OTYET 10 UHAUBUIYATHLHOMY
3ananuio, TectupoBanue, JK3aMeH
OIIK-7 + + +  |3auér, 3amuTa OTYETAa IO HHAUBUAYAIBHOMY 33aHHUIO,
Koncnekr camonoarorosku, KontponpHas padora,
Jlaboparopnas pabota, OTY4ET 10 HHIUBUIYATLHOMY
3ajanuto, TectupoBanue, JK3aMeH

6. PeiiTuHroBasi cucremMa /Jisl OLlEeHKH yCIIeBAeMOCTH 00y4arouxcs
PeittuHroBasi cuctemMa He UCIOJIb3YETCS

7. YueOHO-MeTOANYecKOe 1 MH(OPMAIITHOHHOE o0ecneyeHue TUCIUTIIHHbI
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7.1. OcHoBHas1 JUTEpaTypa

1. Ocunsu B. O. Kpunrorpadus B 3agauax u ynpaxsenusix. - M. : ['enuoc APB , 2004. - 143[1] c.
(mamuyne B 6ubnuoreke TYCVYP - 50 3k3.).

2. OcHoBbl uHGOpPMAIMOHHON Ge3omacHOCTH : YuebHoe mocobue s By30B. - M. : ['opsuas
nuHus-Tenexkom , 2006. - 544 c. (nanuuue B Oubmuorexke TYCVYP - 81 3k3.).

3. Hesinun, I1.H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM. YIpaBiIeHUE JOCTYIIOM U
MHPOPMAIIMOHHBIMU MOTOKaMU [DIEKTPOHHBIN pecypc| [DaekTpoHHBIH pecypc]: yueb. mocobue
—OneKTpoH. JaH. — Mocksa : ['opsauas nunus-Tenekom, 2013. — 338 c. [DaekTpoHHBINH pecypc]: —
Pexxum noctyma: https://e.lanbook.com/book/63235.

4. TlocTpoeHue 3alUIIEeHHBIX KOPIIOPAaTUBHBIX ceTel [ DIEKTPOHHBIN pecypc] : yueOHoe mocodue /
P.H. AunnoB. — DnektpoH. naH. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DnexTpoHHbIi pecypc]: —
Pexxum noctyma: https://e.lanbook.com/book/66472.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. OcHoBol kpunrorpaduu: yuedbHoe nocodbue mus By3os / A.Il. Andepos, A.1O. 3ybos, A.C.
Ky3smun, A.B. Uepemymkus. — 3-e uza., ucnp. u gon. — M.: I'enuoc APB, 2005. — 479 [1] c
(manuuue B 6ubnuoreke TYCVYP - 30 3k3.).

2. KoMIbpIOTepHBIC CETH U CITYKOBI YIaJICHHOTO JOCTYyIA [ DIEKTPOHHBIN pecypc] : CIpaBOYHHUK /
O. U6e. — DuextpoH. nan. — Mocksa : JIMK IIpecc, 2007. — 336 c. [DnekTpoHHBIN pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/1169.

7.3. YueOHO-MeTOANYECKHE TTOCOOHS
7.3.1. O6s13aTesIbHBIC Y4eOHO-METOAMYECKHEe M0Co0ust

1. MeToapl U cpencTBa 3alUTHl HHPOPMAIMH: METOAMYECKUE PEKOMEHAANHU I TaOOPaTOPHBIX
U camocTosTenbHbIX padot / SAxumyk A.1O., HoBoxpectoB A.K., KoneB A.A. - 359 c. [DneKTpOHHBIH
pecypc] - Pexum pgoctyna: [DinekTpoHHBIH pecypc]: — Pexum poctyna:
https://disk.fb.tusur.ru/miszi/laboratory_work.pdf.

7.3.2. Y4yeOHO-MeTOaAUYEeCKUE MOCOOUS A5 JUII
€ OrpAaHUYeHHBIMHU BO3MOKHOCTSIMH 3/10POBbSI M HHBAJIHI0B

Y4eOHO-MeTOINYECKUE MAaTEPHAIIbI IJIs1 CAMOCTOSITEIBHON U ayAUTOPHOI pabOThl 00yJaromuXxcs
W3 YUCJIA JIUI] C OTPaHUYCHHBIMH BO3MOXXHOCTSIMH 37J0POBbSI M HHBAJIUIOB MPEIOCTABIAIOTCS B JopMax,
a/IalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBBS U BOCTIPHSTHS HHPOPMALINH.

Jst Iun ¢ HapylIeHUsIMU 3PeHH:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

J st U1 ¢ HApYLIeHUsIMU OTIOPHO-BUTaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBIE 0a3bI JAHHBIX
U MH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3yyeHUn AUCHUIUIMHBI PEKOMEHYEeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe ofecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrpaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYATbHBIX KOHCYJIbTAIIHA,
TEKYIIEro KOHTPOJIS U MPOMEXKYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUs C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0OYHBIX MECT i y4eOHOI rpymibl, 000pyI0BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
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MeOenpto. iMeroTest MybTUMeINiTHOe 000pyI0BaHNE U YUEeOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMAaTUYCCKHE WILTIOCTPAIMH IO JICKIIMOHHBIM pa3zesiaM TUCIIHILTHHEI.

8.2. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue Jisl JJa0opaToOpHBIX padoT

JlabopaTtopust 6e3onacHocTu cereit DBM / JlabopaTopust kpunrorpadguu B 6aHKOBCKOM Jele:
yueOHass ayauTOpHUs AJS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
NpOBEACHUS 3aHATUI TaboparopHoro tuna; 634045, Tomckas o0xacte, r. Tomck, yi. KpacHoapmerickas,
a. 146, 804 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- MarauTHO-MapKepHas J10CKa;

- OOyuJaromuii CTeH/I JIOKaabHbIe KOMIbIoTepHBIE ceTr Microtik routerboard - 2 mit.;

- VIPNET YMK "be3onacHocThb ceTeii";

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwr.;

- Ananuzarop kabenbbix cereid MI 2016 Multi LAN 350 - 3 mr.;

- Ananmuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapupytuzarop Cisco 891-K9 - 2 mir.;

- Mapupytuzarop Cisco C881-V-K9 - 2 mr.;

- Mapuipytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

Crennpl Ui U3y4eHHs! IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CEeTEH, BKIIIOYAOIHUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIbIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmipytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap.

Crenbl UIsl U3YYEHUS CPEICTB KpUNITOrpaduuecKor 3amuThl HHPOpMAIIUU B OAHKOBCKOM JieIe,
BKJTIOYAIOIIUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIBIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyTuszaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpaduueckoil 3amuTsl HHGOPMAIMU: TPOrPAMMHO-ANNApaTHBIA KOMILIEKC
umdposanus "OIICY-IP", nporpamMuo-anmnapaTHblil komiuieke mudposanus "OIICY-IP/Knuent".

- Kommuiext cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- MexcereBoii sxpan MKC Lite;

8.3. MaTepnaanO-TeXHuquKoe U IIporpaMmmMHoOe odecneyeHue IJ151 CAMOCTOATEILHOM paﬁoTI)I

Jnst camocTOATENbHONU pabOoThl HCTIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacCIIOJIOKEHHBIE TIO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckast o6macts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmumauna ynuna, a. 74, 207 aya.

Ornrcanne UMEIOIIETOCs 000PYT0BaAHMS:

- yueOHast MeOeb;

- KOMIIBIOTEPHI;
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- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JJIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE 00ecrevyeHne TUCIMTILTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JINIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CHelHMaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HH(pOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
I 00y4aloUUXCcs C HHBAJIUAHOCTBIO, MOPTAaTUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayAuToOpHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOIIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO MCIOJIb30BAHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX 0OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaii]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenayn yueOHoil nHGopmaluu B JOCTYIHBIX opMax, MOOMIBHOM CUCTEMbI 00y4YeHUS IS
JIIOJeH ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUILIIMHBI

9.1. Conep:xaHue OLIEHOYHbIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHITNI UCIIONBb3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Haspaumi pasfeinos (tem) PopwmHpyemie ®opmel koHTpOIst | OrnieHounbie MaTepuansl (OM)
JUCLUTIIINHBI KOMIIETEHIINH
1 OcHOBHBIE OHATHUS U OIIK-6, OIIK-7 |Koncnekr [IpumepHBIil nEpeYEHb TEM
MOJIOKEHUS 3aIUThI CaMOMNOJATOTOBKU | /ISl KOHCIIEKTOB
uHbOpMaIuu CaMONOJITOTOBKHU
TecTtupoBanue [IpuMmepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
2 OCHOBBI 3alTUTHI OIIK-6, OIIK-7 |KoHcrnekT [IpuMepHBIil IEpedYeHb TEM
nH(bOpMaIUU B ONEPaIIHOHHOM CaMOINIOJATOTOBKU | JIJIs1 KOHCIIEKTOB
cucreme CaMOIOATOTOBKHU
Oruer 1o IIpuMepHBIil IepeyeHb
WHJUBUIyaIbHOMY |BapUaHTOB MHIUBUIYyaTbHBIX
3aJaHUIO0 3aJjaHUN
JlaboparopHas Temb! mabopaTopHBIX padoT
pabota
TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
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3 OcuoBsl kpunrorpaduueckoii |OIIK-6, OIIK-7 |Koncnekr [IpuMepHBIii IepeyeHs TeM
3aIUTh HHQOPMAIHH CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
CaMOIIOATOTOBKH
Ortuer no [IpuMepHBIii TIEpeYeHb
WHJVBHIyaJIbHOMY |BAPUAHTOB MHIWBHIyaIbHBIX
3aJaHUI0 3alaHui
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
4 OCHOBBI 3aIIUTHI OIIK-6, OIIK-7 |3auér [Iepeuens BonpocoB 1
MHPOPMALIMU B KOMITBIOTEPHBIX 3aueTa
CeTsIX Koncnekr [IpuMepHBIil IEpedYeHb TEM
CaMOINIOJATOTOBKU | IJIs1 KOHCIIEKTOB
CaMOIOATOTOBKHU
KonTponbnas IIpuMepHBIil IepeyeHb
pabota BapHaHTOB (3aaHUM)
KOHTPOJBHBIX padboT
Oruer o [IpumepHBIil nepeueHb
WHAMBHUIYyaJIbHOMY |BapUaHTOB UHIUBUAYaIbHBIX
3aIaHUIO 3aJaHuN
TectupoBanue [IpuMepHbIi TEpeUeHb
TECTOBBIX 3aJaHUI
5 CpenctBa 3a1uThl OIIK-6, OIIK-7 |3auér [Iepeuens BOonpocoB yisl
uH(GOpPMAIIUU B ONIEPAIIHOHHOM 3aueTa
crucTeme Koncnekr [IpuMepHBIil nepeyeHs TeM
CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
CaMOTIOATOTOBKH
KoutpoinbHas [IpumepHbIil nepeyeHb
pabota BapHaHTOB (3aaHUIA)
KOHTPOJIbHBIX paboT
Otuer 1o [IpuMepHBIil nepeyeHb
WMHAMBUYyaJIbHOMY |BapUaHTOB MHIUBUAYaIbHBIX
3aJaHUIO0 3a1aHUI
Jlaboparopnas Tembl 1a0opaTopHbIX pabOT
pabora
TectupoBanue [IpumepHbIil nepeyeHb
TECTOBBIX 3aJaHUI
6 CpenctBa OIIK-6, OIIK-7 |3auér [lepeuenb BonpocoB Jyist
KPUITOTpapUUECKON 3aIUThI 3aueTa
MHpOpMaLK Koncnekr [IpumepHBIii IepeyeHp TeEM
CaMOIIOJATOTOBKM | VISl KOHCIIEKTOB
CaMONOJITOTOBKHU
KonTponbHas [IpumepHBIii nepedeHb
pabota BapHUaHTOB (3a/1aHuil)
KOHTPOJIBHBIX PaboOT
Otuer 1o [IpuMepHBIil nepeyeHb
WHAMBUYaJIbHOMY |BapUaHTOB MHIUBUAYaIbHBIX
3aJaHUIO0 3a1aHUI
TectupoBanue [IpumMepHbIi TEpeUYeHb

TECTOBLIX 3aJaHUN

CornacoeaHa Ha noptane Ne 72451
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7 CpencrtBa 3alliuThl OIIK-6, OIIK-7 |KonTponbHas [IpumepHBIil nepeyeHb

UH(POPMALIUU B KOPIIOPATUBHBIX pabora BapHaHTOB (3aaHUI)
CeTsx KOHTPOJIBHBIX PaboT
Ortuer no [IpuMepHBIii TIEpeYeHb
WHJVBHIyaJIbHOMY |BAPUAHTOB MHIWBHIyaIbHBIX
3aJaHUIO 3aJaHui
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
8 YnpaieHue cpeacTBamu OIIK-6, OIIK-7 |3amura otyeta o |IIpumepHsbIil nepeyeHb
3a1uUThl HHGOPMaLUU WHJUBUIyaJIbHOMY |BOIIPOCOB JIJISl 3aLIUTHI
3a/IaHHIO0 WHJUBUTyaJIbHBIX 3aJaHUN
KonTponbnas IIpuMepHBIil IepeyeHb
pabota BapHaHTOB (3aaHUM)
KOHTPOJIbHBIX padoT
Oruer o [IpumepHBIil nepeueHb
WHAMBHUIYyaJIbHOMY |BapUaHTOB UHIUBUAYaIbHBIX
3aIaHUIO 3aJaHuN
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenp sK3aMEeHALIMOHHBIX
BOIIPOCOB

[lkana oneHku cHOPMUPOBAHHOCTU OTIENbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB O0y4YEeHHUS IO
TUCIUIUIMHE TpUBeeHa B Tadmuie 9.2.
Tabnuua 9.2 — lllkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOyUYECHHS IO

JAUCIUTLIINHE
®opmynupoBka TpeOOBaHUM K CTeeHU C(HOPMUPOBAHHOCTH
Orenka bannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS
3HATh yMETh BIIAJIETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHHO) | MAKCUMAIBHOM | MIIH (hparMeHTapHbIE YMEHUN WU HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUYHO (dbparmeHTapHbBIC
OCBOEHHOE MpUMEHEHNE
yMeHHue HaBBIKOB
3 ot 60% 1o o01111e, HO He B LIEJIOM YCIICILIHO, B LIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYpUPOBAHHbIE HO HE YCHEIIHOEe, HO He
MaKCHUMaJIbHOM 3HAHUA CUCTEMATHYECKU | CUCTEMATHUECKOe
CYyMMBbI 0aJIOB OCYIIECTBIISIEMOE MpUMEHEHHE
yMEHHE HABBIKOB
4 (xopor10) ot 70% 1o c(hOpMHUPOBaHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue YCHENIHOE, HO yCHEUIHOEe, HO
MaKCUMaJIbHOMI OTJIeNIbHbIE cojieprKalue coJieprKaliue
CYMMEI 0ayuioB | mpoOIeMBbl 3HAHUS OT/IeNIbHbIE OT/IeNIbHbIE
poOeITbl yMeHHe poOeITbI
MpUMEHEHNE
HAaBBIKOB
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5 (oTIM4HO)

>90% ot c(hOopMUPOBaHHEIE | CHOPMUPOBAHHOE YCTICITHOE U

MaKCHMAaJIbHOM CHUCTCMATUYCCKUC YMCHUC CHUCTEMATHUYCCKOC
CYMMBI 0aiioB 3HaHHUA MMPUMCHCHUC
HaBBIKOB

[Ikana KOMIUIEKCHOHM OlleHKH ¢(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIIJIEKCHOM OIIEHKH C(HOPMUPOBAHHOCTH KOMITETEHITHI

OrneHka

®opmynupoBka TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2
(HEyAOBIETBOPUTEIILHO)

He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

170071

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHNi. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aeMOI0 3JIEMEHTA COACP KAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WK 00BEKTaM, y3HAeT B
TEKCTaxX, MU300paKEHUAX WIHM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO ero YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM YpoBHE. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEp KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WM B IEMOHCTPUPYEMBIX
JEUCTBHSIX.
4 (xopo11o) 3HaTh, yMETh, BIAIECTh HA AHAJUMTHYECKOM ypOBHE. 3Has Ha

PEIPOAYKTHBHOM YPOBHC, YKA3bIBATh HA OCOOEHHOCTH M B3aUMOCBS3H
HU3Yy4YCHHBIX O6’beKTOB, Ha UX JOCTOMHCTBA, OIrpaHUYCHUA, UCTOPUIO U
MCPCIICKTHUBLI Pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

5 (OTJIMYHO)

3HaTh, yMETb, BIIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiicsi 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBas CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIUIMHBI, €T0
3HaYUMOCTb B COJIEP>)KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a/IaHUI

1. Kakas ¢aitnoBas cucrtema J0JDKHA OBITH Ha JUCKE, K pecypcaM KOTOPOro HEOOXOIHMO
MIPUCBOUTH KaTETOPHIO KOH(PUICHIINATHHOCTH B Secret Net?

a) exFAT
b) UDF
c) NTFS
d) FAT32

2. Kako#t u3 mapaMeTpoB HE YYHTHIBAETCS NMPU BHECEHUU YCTPOWCTBA B O€INBINA CIHCOK B

DeviceLock?

a) Unentudukarop npoaykra
b) UnenTudukaTop mpou3BOANTEINS
¢) Ctpana U3roToBHUTEIb
d) Cepuiinbiii HOMep
3. Ilox xakuM ypoBHEM KOH(HIECHIIMAIBHOCTH HEOOXOAMMO BOHTH B CHCTEMY aJIMHHUCTPATODY,
4yT00bI Secret Net T03BOIHMIIa €My U3MEHSTh MTapaMeTphl ONEPAMOHHON CHCTEMBI?
a) Beicmmii (cTporo KoH(pUASHIIHATBEHO)
b) Cpennanii (koH(MUICHIHAIBHO)
¢) Huzmmwii (He KoH(HIeHIHAIHHO)
d) AaMuHHUCTpaTOPy MOKHO NMPOBOANUTH HACTPOHKH 1O JTFOOBIM YPOBHEM
4. Kakas mHpopmanus He coaepxuTcs B npodmuie, coznasaemoMm Ha eToken mns Bxoxa B
OTEPALMOHHYIO CUCTEMY?

a) Jlomen
b) Jlorun
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10.

1.

12.

13.

14.

15.

c¢) [Tun-xox
d) ITaponb

. Kakas u3 Mmoaeneit pasrpanuueHus JocTyna He mpuMensiercsa B Secret Net?

a) JIuckpernmonHas Moieib

b) MannatHast MoJieIb

c¢) PoneBast monens

d) [IpuMeHsIroTCS BCE MepEUUCIICHHBIC MOCIIH

. Kakum o0Opa3om mpeaocTaBUTh MOJHBIA TOCTYM JUISI JIIOOOK KJIaBHATYpPhI, MOJAKIIOYEHHON K

CHCTEME C YCTAaHOBJICHHBIM 3ampeToM JocTyma K usb-nmopram B DeviceLock?

a) BHectu kitaBuatypy B 6emnblit ciucok kak Unique Device

b) Buectu knaBuatypy B 6emnblii cicok kak Device Model

¢) Otkmrounts ynpasnenue noctynom k USB HID B HacTpoiikax 6€30macHOCTH MPOrpaMMbl
d) JTro0oit n3 mepevrcIeHHBIX BAPHAHTOB

. Kakyto ocHacTky Heo0xoauMoO A00aBUTH B KOHCOJIb YIpaBJIEHUs, YTOObI MPOBECTH aHAIN3

0€30MacHOCTH OTEePAIMOHHON CUCTEMBI?

a) Monwurop IP-6e3omacuoctu

b) CucteMHBIiT MOHUTOP

¢) AHanu3 ¥ HACTpOHKa 6€30MacHOCTH

d) PenakTop 00bEKTOB rpyNnmoBON MOJTUTHKH

. Kakoe nefictBue He puKCHUpyeTCs MPU ayAUTE CUCTEMHBIX COOBITHI?

a) 3aIycK 3JIeMEHTOB CUCTEMbI 0€30TTaCHOCTH

b) OTKII0YEHNE AIIEMEHTOB CUCTEMBI 0€301TaCHOCTH
¢) IIpucBoeHME MPUBMIIETUH TTOJIB30BATEITIO

d) MI3MeHeHne CHCTEeMHOTO BpEMEHH

. Kakue nmpaBa npenocTaBisitoTcsl MOJIb30BaTEII0 MPU MaHAATHOM pasrpaHUYEHHUH JOCTYIa B

cllydae, eciii ypoBeHb KOHGUACHIIMATBLHOCTH (haiiia HUXKE YPOBHS ceaHca MOoJIb30BaTels?

a) 3anuch

b) CmeHna Brazembia

c¢) Urenue

d) 3menenue paszpenieHui

Kaxoit rpynmsl HacTpoek HeT B mabioHe 6e3omacHocT?

a) daitnoBas cucrema

b) CucreMHbIe CITyKOBI

c¢) [lonutuka maponei

d) [TonuTHKK yYETHBIX 3aIMUCEH

UTo 13 HIDKETIEPEYUCIICHHOTO SIBJISIETCS TPYIIION HACTPOEK B MI1a0JI0He 0€301acHOCTH?

a) OTianka mporpamMm

b) Coznanue ¢aiina moaKauKu

¢) JlokanbHbIE MOTUTUKU

d) ApxuBanus (aitioB 1 KaTaJIOroB

Kakoro tuna pe3yiapTaToB aHajin3a nmapamMeTpoB 0€30MaCHOCTH ONEPAlMOHHON CHCTEMBI HE
CyHIECTBYET?

a) DJeMeHT ompeiesieH B 0a3e U B CUCTEME, 3HAUCHUS COBITAIal0T

b) DnemenHT onpeseneH B 6a3e U B CUCTEME, 3HAYEHHUS HE COBIAIAIOT

¢) DJIEMEHT OTCYTCTBYET B 0a3e U B CHCTEME

d) DnemMeHT He aHATM3UPOBAJICS

Kakwue Turbl 00beKTOB HE MOTYT MOABEPrarbes (PUKCAIMK MPHU ayJUTe JOCTyNa K 00beKTam?
a) daiin

b) Karamnor

¢) YdeTHas 3anmuch

d) Kirou peectpa

B pe3ynbpTaTe Kakoro AeMcTBUS porpamMma, 3arperieHHas IpaBuiioM Xelna, OyaeT 3amyiieHa?
a) [Iporpammy nepeHeciau B Ipyrylo Mamnky

b) IIporpamMmmy nepenmMeHoOBaIN

c¢) [IporpaMmy M3MEHUIIN UK 3aMEHWIIN Ha IPYTYIO BEPCUIO

d) I[IporpamMmy pazpemmiv npaBuioM ceptudukara

C nomo1pio Kakoro mpaBuja B MOJIUTHKE OTPAHUYEHHOTO UCIOIB30BaHUS MPOrPaMM MOXKHO
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16.

17.

18.

19.

20.

7.
8. IlpyHUUNBl JUCKPELMOHHOTO yIpaBieHUs JgocTynoM. IlpemmyniecTBa M HENOCTAaTKH

9.

10.

11

12

3aMpEeTUTh 3aIyCK JHOOBIX MPUIOKEHHUHM OT OJHOTO MPOU3BOIUTENA?

a) [IpaBunom mytu

b) IIpaBunom xerra

c¢) IIpaBunom ceptudukara

d) [IpaBusiomM 30H UHTEPHETA

[TpuHIMI paGoTHl KAKOTO pa3pelIeHUs] XapaKTepUu3yeTcsi BO3MOXKHOCThIO co3AaBaTh (ailibl, HO
HEBO3MOKHOCTBIO MX U3MEHATDH WIH YAAIATH?

a) Urenue

b) UteHue u BHITIOJTHEHNE

¢) 3anuch

d) Criucok coepKUMOTo TMarku

OTcyTCTBHE HACTPOMKHU MO KAKOMY MapaMeTpy MOKET NMPUBECTH K OECIOIe3HOCTH Mapamerpa
«TpeboBaTh HEMOBTOPSIEMOCTH TAPOJICH» ?

a) MakcuMalbHBIN CPOK ICUCTBUS TTAPOJIS

b) MunuManbpHas AJIMHA TAPOJIS

¢) MuHUMAaIBHBIN CPOK JEHCTBHSI TApOJIs

d) [Taposnp nomwkeH oTBeYaTh TPEOOBAHUSIM CIIOKHOCTH

UYem o0yciioBiieHO TpeOOBaHNE HETTOBTOPSIEMOCTH MapOJIeii?

a) [Taposnp He 10JKEH MOBTOPATH JIOTHH MOJIb30BATENs

b) V Bcex monp3oBartesneit J0HKHBI OBITh pa3HbIC MAPOJIH

c¢) [Taponb AOMKEH OTANYATHCA OT HECKOIBKUX MPEABLAYIINX

d) B mapose He T0KHO OBITh OJJMHAKOBBIX CETMEHTOB

Kaxkas 13 nepeunciaeHHbIX BO3MOXKHOCTEHN JocTynmHA aaMuHUCTpaTtopy eToken?
a) Manmmanuzanus eToken

b) IIpucBoenne nmenu eToken

¢) 3amate HoBBIM PIN-kox eToken, ecim monp30BaTesnsb 3a0b11 €70

d) IIpocmoTp coxepkumoro eToken

Kako#t tun ayaura B DeviceLock dukcupyer Bce MOMBITKH MOCTyMa, KOTOphIE OBLIH
3a0JI0KUPOBaHBI?

a) Aynur ycnexa

b) Aynut pa3penieHuit

¢) Aynur 3amnpera

d) Aynut oTtkaza

9.1.2. IlepeyeHb IK3aMEeHANUOHHBIX BONIPOCOB

. OCHOBHBIC TpynIibl MEXaHNU3MOB 3allIUTHI ONCPAIUOHHBIX CUCTCM; OCHOBHBIC (byHKI_II/II/I O9THUX

MCXaHU3MOB.

. [Ipouenypsl uaeHtudukanuu, ayreHTUUKanuM, apTopusauuu. OmnpenelneHue, MPUHIUI

NENCTBUSL.

AyTteHTudukanus ¢ ucmoib30BaHueM mnapoiieid. [IpuHuun neicTBus, BapuaHThl peaau3ali,
HEIOCTaTKU.

Yrpo3sl peoioNeHuss MapodbHO# 3amuTel. TpeOoBaHUS K MapONsSAM IS YBEIUUYCHUS UX
CTOUKOCTH.

. AyteHTudukanus npu nomomu ¢uznueckoro obvekra. I[IpuHuMN nelcTBUs, BapHUaHTHI

peanu3anny, HeJOCTATKU.

AyTenTuduKanus npu MOMOIIM OMOMETpUYECKUX CUCTeM. [IpuHuMI AeicTBUsI, BapUaHTHI
peanu3anny, HeJOCTATKU.

3aa4i MEXaHU3MOB YIIPABJIECHUSI JOCTYIIOM.

JUCKPELUOHHOW MOJIEIIH.

[IpuHOUIBI MAHIATHOTO YyIpaBieHUs AOCTynoM. [IpeuMylnecTBa U HEAOCTATKU MaHIAaTHOMN
MOJECIIH.

Crioco6bl obecrieueHust 3aMKHYTOCTH IPOrpaMMHOM cpefbl. JJoCTOMHCTBA M HEJJOCTATKU 3TUX
METOJOB.

YpoBHU 0€30MaCHOCTH M MpaBUiIa MOJUTHKH OTPAHUYCHHOTO UCIIOJIb30BaHus mporpamMm B OC
Windows. [IpropuTeTs! UCTIOIb30BaHUS IPABHIL.

CrniocoObl pa3rpaHMyeHHs JOCTYIA K YCTpoiicTBaM. THIIBI IpaB 0CTyIa K YCTPOUCTBAM.
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13.
14.
15.
16.
17.

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

25.

26.

benbrit ciucok ycTpoicTB 1 CrTOCOOBI €T0 TPUMEHEHUS.

AyIuT B OlIEpallMOHHBIX CUCTEMAaX. 3aJjauu ayauTa.

CoOwrTHs, nogsepraemeie ayauty B OC Windows.

Cocras ma6nona 6e3onacHoctu B OC Windows.

3amaun, peniaemMble ¢ UCMOJIb30BAHUEM OCHACTKU «AHallM3 M HAacTpolka 0e30MacHOCTH» B
Windows.

Kakwue nporokoibl nogaepxxusaet [1S?

Uto takoe HTTP-cepBep?

Urto takoe FTP-cepsep?

Yro takoe VPN?

Kakue cyiiecTByl0T ypoOBHHM NPOTOKOJIOB 3alIMIIEHHOTO KaHaia?

[To xakomy mapameTpy 00bI9HO KinaccupuupyoT VPN?

Yem oTIIMYAIOTCS BUPTYaJIbHbIE MAIIUHBI U1 CEpBEpa U KIueHTa?

Kakwue Tunel kimoueit ecte B OpenVPN?

Uto Takoe (aitioBbIii KOHTEHHEP?

Yem oTauvaeTcsi CKPBITHIA TOM OT OOBIYHOTO?

Jnst yero HeoOXoAMMAa OUMCTKA JUCKA IPU MIU(PPOBAHUU CUCTEMHOT'O AUCKa?
Urto Takoe kpuntonpoBanaep?

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

. [osicaute nmapamerp «Ilaposib qo/KeH OTBeUaTh TPEOOBAHUAM CIOKHOCTHY» U MEPEUUCITUTE

MHUHHUMAJIbHBIC TpGGOBaHHﬂ, KOTOPBIM OOJI2KHBI YIOBJICTBOPATH IMApOJIU, CCIIU MapaMCeTp
BKJIFOYCH.

. Bo3aMorxHO 11, yTO yuéTHas 3anuck He OyaeT OJIOKMpOBaHa MPU KOJUYECTBE OUIMOOK OOJIbIIEM,

4YeM yCTaHOBJIEHHOE ITIOPOTOBOE 3HaUEHUE?

B 4ém cocTouT oTiMUMe KOHPUTYpallMH KOMIIbIOTEpa OT KOH(UTYpAIUU MOJIb30BaTENs B
rpyNIoBON NOJUTHKE?

OxapakTepu3yiTe JUCKPELIMOHHYIO MOJEIIb YIPABIEHUS TOCTYIIOM.

PackpoliTe MoHATHE HACIENOBAHUS PA3PEILICHUMN.

Kak co31aTh MONMUTUKY OTPaHUYSHHOTO UCIIOIB30BAHUS IPOTrpaMM?

B yeM ocHOBHOE MPEMMYIIECTBO MIPaBUiIa Xellla Iepel IPaBuiIoM Iy TH?

[TpuBenuTe TpU MpUMepa UCIOIb30BAHMS IPHUOPUTETA IPABUIL.

Kakue Tunsl 00beKTOB MOTYT MOJBEpraThcs (pUKCAIUU IPH ayIUTe JOCTyHa K 00beKTam?
Kakue nipu 3ToM (pukcupyrorcst 1aHHbIE?

Kakum 00pa3om npoucxoauT HaCTpOKa ayauTa A0CTyna K o0beKTam?

. Kakum 0o6pa3om mpu momouu BCTPOCHHBIX CPEACTB onepanuoHHon cucteMbl Windows XP

MOXHO OCYIIECTBJISATh KOHTPOJIb LIEJIOCTHOCTH HACTPOEK, CBA3AHHBIX C MHGOPMALIMOHHOMN
0€30I1aCHOCTBIO?

Yro taxoe «Illaba0H 6e30macHOCTI»?

Jlyist yero mpegHa3HAYeHA OCHACTKA « AHAJIU3 U HACTPOIKa O€30MacHOCTI» ?

Onwumute anroput™ padoTsl mudpoBaHHOM (aitnoBoii cucreMbl Windows.

Yro takoe TPM?

Jns1t 4ero Hy»KHa 3JIEKTPOHHAS MOMUCH?

Jliis uero npeaHa3HaYeHbl CEKPETHBIM U OTKPBITHIN KITIOUM MU(BPOBAHUS?

UTto Takoe OAHOpPAHTOBasi CETh?

KakoBbI 10CTOMHCTBA U HEAOCTATKH OJJHOPAHTOBBIX ceTen?

Yro Takoe ynaneHHbIN AOCTy?

Yro Takoe JoMeH?

CKOJIBKO KOMIIBIOTEPOB MOKET HAXOJAUTHCS B JIOMEHE?

Yto noHuMaeTcs noj rpyninoBoi MOJIUTUKOMN?

B ueMm paznuure Mexy JIOKaTbHBIMH MOJTUTUKAMU 0€30MaCHOCTH M TPYIIIOBBIMU MOJIUTUKAMHU
nomMeHa?

KakoBa cTpykTypa 00beKTa rpyIIoBOii MOJIUTHKH, B KAKOW MOCIEI0BATETbHOCTY TPUMEHSFOTCS
pas3zenbl 00beKTa TPYNIOBON OTUTHKHU?

KakoBo Ha3HaueHHE aJIMUHUCTPATUBHBIX IIA0JIOHOB B TPYIIOBOM MOJUTHKE, KaK CO31aTh
HOBBIY aJIMHHHUCTPATHBHBIN I1a0I0H?

J1s1 KOTO 4ero MO>KHO MPUMEHSATH PEKUMBI INIAHUPOBAHUS U BEJICHUS KyPHAJIOB?
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27. Jlyis 4ero Hy>KeH XypHaJl nmaposen?
28. Uto coxepxutcs B koHTeiHepe Konduryparus nporpamm?
29. Uro coxepxutcs B konteitHepe Konduryparus Windows?

9.1.4. IlpuMepHbIii NepeYyeHb TeM ISl KOHCIIEKTOB CaAMOINOAT0TOBKH

BupryanbHble MalIMHBI

Yupasnenue pecypcamu B OC Windows

VYnpasieHue cucteMHbIME ciyx06amu u rporieccamu B OC Windows
Kpunrorpaduueckas 3ammura 00bexToB (aitnosoit cucremsl B OC Ubuntu
BbICOKOYpOBHEBBIE CETEBBIE CITYKOBI

Nk W=

9.1.5. TembI J1a00paTOPHBIX PadoT

. AnmuaucTpupoBanue ydetHbIx 3anuceid B OC Windows
. MHorodakropHas ayTeHTH(PHUKAIKS C TTOMOIIBI0 (PU3NIECKOTO 00BEKTA
3. LleHTpanu3oBaHHAas 3alllUTa OT BUPYCOB B JJOKAJTILHOU CETH

N —

9.1.6. IlpuMepHbBIii NepeyeHb BAPUAHTOB (3aaHNI) KOHTPOJIbHBIX padoT

benblit criucok yCcTpoHCTB M cIOCOOBI €ro MPUMEHEHUSI.

AyuT B ONEpallMOHHBIX CUCTEMAX. 3a/layy ay/IuTa.

CoOsiTus1, moasepraemsie ayauty B OC Windows.

CocraB mab6nona 6e3onacaoctu B OC Windows.

3amauu, peniaeMble ¢ UCIOJIB30BAHMEM OCHACTKH «AHAJIU3 U HAaCTpoiika 0e30macHOCTH» B
Windows.

Nk W=

9.1.7. IllpuMepHbIii IepedeHb BOMPOCOB /Il 3alIIUTHI HHANBUAYAJIbHBIX 3aaHuii

JIMCKpeMOHHBIN MEXaHU3M pa3rpaHUYCHHsI TOCTyNa K (aliJIOBBIM 00BEKTaM
Pasrpannuenue 1ocTymna K 3amycKy NporpaMMHOT0 o0ecreyeHus

Aynut coObITHIT 6€30TTaCHOCTH ONEPAITMOHHON CHUCTEMBI

AHanu3, HacTpoWKa U KOHTPOJIb LIEIOCTHOCTH MapaMeTpoB 0€30MaCHOCTH MOJCUCTEMBI 3aLUThI
[Tpumenenne muppoBaHus U AEKTPOHHOM MOAMKUCH B AIEKTPOHHOM JOKYMEHTO000pOTE
OZIHOpPaHTOBBIE CETH

Pasrpannuenue nocrymna K yCTpoucTBaM

MaHaTHBIN MEXaHU3M Pa3rpaHUYCHUsI TOCTyNa K (aiJIOBBIM 00BEKTaM

[IpumeHeHne KpUNTONPOBAIEPOB HA aBTOMATU3UPOBAHHOM paboueM MecTe
MesxceTeBble SKpaHbI

. BuptyanbHble 3alIuIIeHHbIE CETH

. [Ilpumenenue cpencTs 3ammThl HHOOPMAIUU ISt KOHTPOIIs 1ieoctHocTH OC

—_ e —
N—OO0XIN RN —

9.1.8. IlpuMepHBIii epedeHb BAPMAHTOB MHAUBUAYAJIbHbBIX 3aJaHUI

Kakue nannbie GUKCUPYIOTCS IPU ayJUTE BXOAA/BBIX0/1a B CHCTEMY?

YeM oTiMyaeTcs ayJuT BXOJa B CUCTEMY OT ayIuTa COOBITHI BXO/a B cCHCTEMY?

Kakue nannbie GUKCUPYIOTCS MIPU Ay TUTE YIPABICHUS YUETHBIMU 3aITUCIMU?

Kakue nanubie GUKCUPYIOTCS IPU ayJUTEe U3MEHEHUS IOJTUTUKU?

B kxakux BbIyckax onepannoHHbIX cucteM Windows npucyTcTByeT mudpoBaHHas QaitnoBas
cucrema?

Jnis kakux (paiiioBBIX cHCTEM NMPUMEHUMa MudpoBaHHas ¢aitioBas cuctema’?

Jist uero B mm¢poBaHHOM (aiiyIoBOIl cUCTeMe UCTIONB3YeTCsl CHMMETpHUHOE MH(poBanue?
Jlis 4ero Hy»KHO apXMBHUPOBATH 3aKPBITHIN KIIIOY M CepTU(UKAT IOJIb30BaTENs?

OnumuTe nocae10BaTeIbHOCTh JeHCTBUM aIMUHUCTPATOpa MPH MPOBEJCHUN aHATIN3a HACTPOCK
0€30MMacCHOCTH OTIEPAIlMOHHON CUCTEMBI.

10. OnumuTre mocienoBaTeIbHOCTh IEUCTBUI aIMUHUCTPATOPAa NMPH HACTpoOiike Oe30macHOCTH
OINEPALlUOHHOW CUCTEMBI.

Nk WD

WO

9.2. MeTonnueckne peKOMeHIalUN

YueOHBI MaTepuan u3iaraercs B GopMme, Mperoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
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B XO/JIe BCETro Y4eOHOro mpolecca.

HauaTp uzydeHue qucHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHUS MaTepHaia He0OX0IUMO PEryJIspHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType U MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU HHTEPHET-MIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILTHHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHHUKAIUH.

[lo nucuunavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM
YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

Juis nun ¢ OrpaHUYEHHBIMH BO3MOJKHOCTSIMM 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuabl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEeHUs

C HapymeHusIMH ciIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pA0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYATBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM J1Jd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIHUJIOB MPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOH (hopMe C yBETUUYECHHBIM IIPHPTOM;
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJJaHHs BCITYX;

— MPeIOCTaBICHNUE 3aaHNUs C UCIIOIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. [[s Takux oOydarommMXcs MpeaycMaTpUBaeTCs
nocTymHas popMa npeoCTaBICHHs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUs JUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNEe HHPOopManuu B GopMax,
aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCIIPHATHS HHPOPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3peHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYIIEeHUSIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TATIOB.
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