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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYIEHTOB 3HAHUN MO OCHOBaM 3aIIUTHl HH(OOPMAIMU B KOMIIBIOTEPHBIX
cucTeMax IpU MOMOIIM MPOTPAMMHO-ANIMapaTHBIX CPEACTB, HABHIKOB U YMEHHUH MO MPUMEHEHUIO
IPOrpaMMHO-AINAPATHBIX CPEACTB 3aIUTH HH(POPMAIIUK B KOHKPETHBIX YCIOBHSIX.

2. ®opMupoBaHue 0a30BBIX 3HAHUU W yMEHUH pPa3pabOTKH KOMIIOHEHTOB NIPOTPaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHI HHPOPMALIUH.

3. Pa3ButHe B mpoiiecce 00y4eHHSI CUCTEMHOTO MBIIIJIEHUS, HEOOXOIUMOTO IS PEIIeHUs 3a/1a4
3alIUThl UH(OPMAIMU C YIETOM TPeOOBAHUIN CUCTEMHOTO MOAX0/1a.

1.2. 3agauy AUCHUILIUHBI

1. JlaTh 3HaHUS MO KOHIENIUHU oOecrnedyeHus] THPOPMAIIMOHHONW 0€30MacHOCTH KOMITbIOTEPHBIX
CUCTEM C MIPUMEHEHHUEM MPOrPaMMHO-AIIAPATHBIX CPEICTB 3alUThI HH(OPMAaLIUH.

2. CdhopmupoBaTh NpeACTaBICHUE U MOIYUYUTh HABBIKM PabOTHl ¢ MPOrpaMMHO-anmnapaTHEIMU
CpeacTBaMM 3allUThl MHDOpMaNUK, pealu3ylolUM OTAelbHbe (PYHKIIMOHAIbHBIE TPEOOBAHUA IO
3aluTe.

3. Ilomy4uth HaBBIKU Pa3pabOTKU KOMIIOHEHTOB CPEACTB 3aIUThl HH(OOPMALIUH.

4. JlaTh 3HaHUS MO METOJAM M CPEJICTBAM XPaHEHUs KIJIIUYeBOW MHGOpMAIMU, METOJAM H
CpeACTBaM OTPaHMUYEHHMSI IOCTyNa K KOMIIOHEHTAM BBIUHUCIUTENbHBIX CHUCTEM, 3aJa4yaM U TEXHOJOTHUH
cepTudUKay NporpaMMHO-aINapaTHBIX CPEACTB 3aIIUTH HHPOPMAIIUU Ha COOTBETCTBUE TPEOOBAHUIM
nH(pOpMAITMOHHOM 0€30MMaCHOCTH.

5. ChopmupoBaTh HaBBIKM M 3HAHUS MO METOJAaM 3alIUThl OT BPEIOHOCHBIX MPOrpamMM, 3alUTe
MPOrpaMM OT U3MEHEHUS U KOHTPOIIIO LIETIOCTHOCTH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0a3aTeIbHas 4acTh.

Monyne quctumiue: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiuael: 51.0.03.26.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-7. Cnocoben
CO3/1aBaTh MPOTPAMMEI
Ha s13bIKax 00IIero
Ha3sHA4YCHUs, IPUMCHATH
METOAbI U
UHCTPYMEHTAJIbHBIE
CpeacTBa
NPOrpaMMHUPOBAHHUS IS
peueHust
po(hecCHOHATBLHBIX
3aJa4, OCYIIECTBIATh
000CHOBaHHBII BBIOOP
UHCTPYMEHTapUs
MPOrpaMMHUPOBAHUS U
Croco0OB OpraHU3aINHI
porpaMmm

OIIK-7.1. 3HaeT ocHOBHbIE
KOHCTPYKLIUHU B OMOIHOTEKH
SI3BIKOB TIPOTPAMMHUPOBAHHS,
TPUHIHITBI TTOCTPOSHUS
pOTpaMM B IPOIIETypHO-
OPHUEHTHUPOBAHHOMN U
00BEKTHO-OPUEHTUPOBAHHOMN
napaaurmax

3HaeT OCHOBHBIC BUBI I ApPXUTEKTYPY
MIPOTPaMMHO-AIMAPATHBIX CPEJCTB 3aIUTHI
uHpOpMaun

OIIK-7.2. YmeeT
pEaT30BBIBATH aJITOPUTMBI
Ha SI3bIKE IPOTPAMMHUPOBAHUS,
paboTaTh ¢ MHTETPUPOBAHHON
cpenoi pa3paboTKu
MIPOrpaMMHOTO 00eCTIeUeHNUS,
MIPOBOJIUTH OIICHKY
BBIYUCIIUTEILHON CIIOKHOCTH
IropuT™Ma

YMeeT npuMeHsTh S3bIKU IPOrpaMMUPOBAHUS
pu pa3zpaboTKe KOMIOHEHTOB MPOTrPaMMHO-
anmnapaTHBIX CPEICTB 3alIUThl HHPOpMALUK

OIIK-7.3. Bnaneer HaBbIKaMH
BbIOOpa U pa3paboTKu
QITOPUTMOB NIPH PEILICHUH
TUIOBBIX 33734
pOTrpaMMUPOBAHUS,
pa3pabOTKU ¥ TECTUPOBAHUS
porpaMMm MO MOCTaBJIEHHOU
cneuudukanuu

Bnaneet HaBbIkamMM pa3pabOTKU alrOPUTMOB
JUISL KOMIIOHEHTOB CPEJICTB 3aIUTHI
MH(OPMALIKMU 10 TOCTaBICHHON
cnenudukanuu
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OIIK-9. Cnocob6en OIIK-9.1. 3HaeT ocHOBHbIE 3HaeT OCHOBHBIE IPOTrPAMMHBIE U

pemaTs 3a1a4u IIPOrpaMMHBIE U IIPOrpaMMHO-AMIapaTHbIE CPEACTBA 3ALUThI
npodeccruoHanbHON IIPOrpaMMHO-aNapaTHbIe MHPOPMALIUU TEICKOMMYHHKAIIMOHHBIX
JIEATEIILHOCTH C YYETOM |CpPEACTBA 3AIIUATHI CHCTEM OT HECAHKLIMOHUPOBAHHOIO I0CTyIa
TEKYIETO COCTOSHUS U | MH(POPMAaLUu Y TIPUHIIUTIBL Pa0OTHI ATHX CPE/ICTB
TEHJCHUNN Pa3BUTUA TEJIEKOMMYHUKAIIMOHHBIX

UH(POPMALIMOHHBIX CHUCTEM OT

TEXHOJIOT'MH, CPEJCTB HECaHKI[MOHMPOBAHHOI'O

TEXHUUYECKOH 3aIlUThl  |JOCTyNa U MPUHLIUIIBI paOOTHI
UHPOpPMALIUH, CETEH U [ITHX CPENCTB

CUCTEM HIEpeaain OIIK-9.2. Ymeer HacTpanBaTh | Y MEET HACTpauBaTh TUIIOBBIE MPOTrPAMMHBIE
“HpOpMaLK TUIIOBBIE TPOTPAMMHBIE U U IPOrpaMMHO-aNIIapaTHbIe CPEeNCTBA
IPOrpaMMHO-aNnapaTHbIe 3a1uThl HHGOpPMaLUU
CpeACTBa 3alUThI TE€JIEKOMMYHHUKAIIMOHHBIX CUCTEM OT
uHbopMauu HECAaHKIIMOHUPOBAHHOIO JTOCTYIIA
TEJIEKOMMYHUKAIIMOHHBIX
CHUCTEM OT

HECAHKIIMOHUPOBAHHOTO
JOCTYTIA, OTIPEACTIATh
HAJIMYHE THITOBBIX
TEXHUYECKUX KaHAJIOB yTCUKU
nH(popmaIuu Ha 00BEKTaxX

nHpopmMaTH3au

OIIK-9.3. Bnaneer Bilageer MeTonMkaMy HHCTPYMEHTAIBHOTO
METOJIMKaMHU pacueTa U KOHTPOJISI ITOKa3aTesel 3aluIeHHOCTH
MHCTPYMEHTAIBLHOTO aBTOMATHU3UPOBAHHBIX CUCTEM

KOHTPOJIS TOKa3aTenei
TEXHUYECKOH 3aIUThI
uHpOpMaLUU Ha 00BEKTaxX
UH(pOpPMAaTU3aLUH, HAaBBIKAMU
NPOBEICHUS U3MEPEHUN TIPU
aTTecTallui 0ObEKTOB
UH(POPMATU3ALUH T10
TpeOOBAHUAM 3aAILUTHI
uHpopMaLun

IIpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX €JUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacoB,

BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 5 3a4eTHBIX equHuIl, 180 akageMHuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6mmna 4.1 — Tpy10eMKOCTh JUCITUIUIMHBI 110 BUAM YU4SOHOM eI TeIbHOCTH

o Bcero |CemecTpsl
Buapl yueOHOM nesTeabHOCTH
4acoB |8 ceMecTp
KonTakTHas aynuTopHasi padora o0y4yaomuxcs ¢ npenogaparesieM, Bcero 108 108
JIeKIIMOHHbBIE 3aHATUS 26 26
IIpaxkTrueckue 3aHATUS 28 28
Kypcogas pabora 54 54
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CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 72 72
BHeayJAuTOpHasi padoTa o0y4aromuxcs ¢ npenoaasarejieM, Bcero
[ToaroroBka k 3auery 13 13
Hanucanue oTueTa o KypcoBoii pabore 18 18
[ToaroroBka Kk TECTUPOBAHUIO 5 5
[ToaroroBka K 3alIMTE OTYETA MO MPAKTUYECKOMY 3aHSITHIO 22 22
Hanucanue oTdera o mpakTUYECKOMY 3aHATHIO (CEMHUHApY) 14 14
OO0mas Tpya0eMKoOCTh (B 4acax) 180 180
Oo0mas TpynoeMkocTh (B 3.€.) 5 5

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pa3ienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUBI YYEOHOH IeATEIbHOCTH

Jlek. Cam. Bcero
[Ipak. | Kypc. dopmupyemeie
Ha3Banus pasnenoB (TeM) IUCHUILIMHBI | 3aH., pab., | gacoB (6e3
3aH., 4| pal. KOMIIETEHIINH
q q JK3aMeHa)
8 cemectp
1 TeopeTnueckue aceKTbl IPUMEHEHUS 8 - 54 10 72 OIIK-7, OIIK-9
MIPOTPaMMHO-AIIIAPATHBIX CPEJICTB
oOecrnieueHus HHHOPMALIMOHHON
0€30MacHOCTH.
2 IIporpaMmHoO-anmnapaTHbie CpeCcTBa 16 28 58 102 OIIK-7, OIIK-9
obecnieueHus1 THPOPMAITMOHHON
0€30MacHOCTH.
3 HopMaTuBHbIE TOKYMEHTHI, 2 - 4 6 OIIK-7, OIIK-9
peryupyome NpuMeHEeHNE
MIPOTPaMMHO-AIIAPATHBIX CPEJICTB
3alUThl HH()OPMAIHH
Hroro 3a cemectp| 26 28 54 72 180
Hroro| 26 28 54 72 180

5.2. Conep:xanue pa3aesioB (TeM) IUCHUANINHbBI

Copepxanue pa3aenoB (TeM) TUCUUTUINHBI (B T.Y. MO JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)

TpynoemMKocTh
HazBanus pasnesnoB (Tem) Coneprkanue pa3iesioB (Tem) (TeKIOHHbIE dopmMupyemsbie
JUCIUTIIAHBI JTUCIUIUIAHBI (B T.4. TIO JICKIUSIM) KOMIIETEHIINH
3aHATHSA), 4
8 cemectp
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1 TeopeTnueckue acrieKThl
MIPUMEHEHUS TPOTPAMMHO-
anmapaTHbIX CPEJCTB
obecrieueHus
UH(POPMALIMOHHOM
0€30MaCHOCTH.

[ToHsiTHE MONUTUKH OE30IIACHOCTH.
Omnwucanue TUOBBIX MOJIUTUK
0e30MmacHOCTH. YTPO3bI 0€30MTACHOCTH
KOMIIBIOTEPHBIX cucTteM. Monens
KOMIBIOTEPHOU cuctemsl. [TonsTHE
MoHuTOpa 6e3onacHoctu. Konnenuus
nucneryepa gocryna. Obecrneuenue
rapaHTUil BHITOJHEHUS TIOJTUTUKA
6e3omacHOCTH. MeTo/1 TeHepaIuu
M30JIMPOBAHHON IPOTPAMMHOM CPEIbI
IIPY IPOCKTHPOBAHUU MEXAaHU3MOB
rapaHTUPOBAHHOTO MO/JIEPKaHUS
MOJIMTUKU Oe3omacHocTH. Moenu
6e3onacuHoro B3aumozaeiicteus B KC.
[Tpouenypa uneHTUGUKAINN U
ayTeHTU(UKALMU: 3alUTa HA YPOBHE
pacmpenuii Bios, 3amura Ha ypoBHE
3arpy34uKOB OIEpPAL[MOHHOMN Cpeabl.

OIIK-7,
OIIK-9

Htoro
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2 IIporpamMmHO-anmnapaTHbie
cpencTBa o0ecrieueHuUs
UH(POPMALIMOHHOM
0€30MacCHOCTH.

OCHOBHBIE IPUHIIMITBI CO3/IaHUS
MIPOTPaMMHO-aIapaTHBIX CPEJCTB
obecrieyeHrnss THPOPMALMOHHOM
6e3onacHoctu. [IporpamMmmHo-
anmapaTHble CPeJCTBA, PEANTHU3YIOIIHNE
OTAeNbHBIC PYHKIMOHATIbHEIC
TpeOOBaHMUS 1O 3AIINUTE, UX MIPHHIIUTIBI
JEUCTBUS M TEXHOJIOTHIECKUE
ocobeHHoCcTH. B3aumoseicTue ¢
0O0IIECUCTEMHBIMU KOMITOHEHTaAMH
BBIUMCIIUTENBHBIX cucTeM. CpencTsa
obecrieyeHnss THPOPMALMOHHOM
0€30MacCHOCTH B OTIEPALIMOHHON CUCTEME
Astra Linux. JIuCKpeIMOHHBIH 1
MaH/IaTHBI MEXaHU3MBI pa3rpaHUICHUS
nocTyna K GaiioBbIM 00bEKTaM B
oIepaIMoHHo# cucreme Astra Linux.
3aMKHYyTas IporpaMMHasi cpesia u
KOHTPOJIb IIEJIOCTHOCTH B ONIEPALIMOHHOM
cucreme Astra Linux. MeTozs! u
CpeACTBa OTPaHUYCHUS JIOCTYTIA K
KOMITIOHEHTaM BBIYUCIUTEIBHBIX CUCTEM.
MeToabl 1 CpeaCTBa MPUBS3KU
MIPOrpaMMHOTO 00€eCTIeueHUs K
anmapaTHOMY OKPYKEHHIO U
(bu3NIeCKUM HOCUTENSIM. Y IIpaBIICHHE
KITIOYaMU KPUNTOTpahuIeCcKuMU
KJIFo4amMu. MeTozsl U cpeacTsa
XpaHEeHHUs KIF0YEBOI HH(OpMAIHH.
3ammra nporpaMm OT U3yUYCHHUS.
CriocoObl BcTpauBaHUs CPEJCTB 3AIUThI
B [IPOrpaMMHOE oOecreueHue. 3amumra
OT pa3pyLIAOIIUX MTPOTPAMMHBIX
BO3JEHUCTBUI U BPEIOHOCHOTO
IIPOrpaMMHOT0 O0ecrieueHus. 3alura
pOTpaMM OT U3MEHEHHS U KOHTPOJIb
[IEJIOCTHOCTH.

16

OIIK-7,
OIIK-9

Hroro

16
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3 HopmaTtuBHbIe
JOKYMEHTHI,
perynupyromume
NpUMEHEHHE TIPOTPAMMHO-
anrmapaTHbBIX CPEACTB
3aIUThl HHQOPMAIHH

Posns crangapToB HHPOPMALIMOHHOM
6e3omacHOCTH. JJOKyMEHTHI
['ocynapcTBEHHOM TEXHUYECKOMN
Komuccun Poccun. 3amaun 1 TEXHOIOTUS
cepTU(HKAIMUA TIPOTPAMMHO-
anmapaTHbIX CPEICTB Ha COOTBETCTBUE
TpeOOBaHUAM HH(POPMAITUOHHON
6e3onacHocTr. OCHOBHBIE KaTETOPHH
TpeOOBaHUH K MPOTPaMMHON H
MIPOTPaMMHO-AINAPATHON peann3annuu
cpeacTB obecrnieueHust MHPOPMAIIMOHHOM
6e3onacuoctu. [lokazarenu
3alIUIIEHHOCTH CPEJICTB
BBIYMCIIMTEIILHON TEXHUKHU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
Kitacesl 3amumenHocTi
aBTOMATH3HPOBAHHBIX CHCTEM.
TpeboBanust k mporneccy cepruduxanum
npoyKTa HHHOPMALIMOHHBIX
TEXHOJIOT U

OIIK-7,
OIIK-9

Hroro

Hroro 3a cemectp

26

Hroro

26

HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TadmIe 5.3.
Tabmuna 5.3. — HauMeHoBaHue NpaKTUUYECKUX 3aHATUN (CEMHHAPOB)

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

HasBanus paznenos (Tem)
JUCHUITIINHBI

HanmeHnoBaHue npakTU4eCcKux
3aHATHN (CEMUHApPOB)

q

TpynoemMKoCTb,

dopmupyemble
KOMIIETCHIIUU

8 cemecTp

2 [IporpamMMHO-amnmapaTHbIe
cpelcTBa o0ecredeHus
UH(POPMALIMOHHOM
0€30MacHOCTH.

JIMCKpEeMOHHBIA 1 MaHIATHBIN
MEXaHHU3MBbI pa3rpaHuICHUS
J0CTyMa K (aiyioBbIM 00beKTaM
B OTEpaIMOHHON crcTeMe Astra
Linux.

OIIK-7, OIIK-9

3aMKHYyTas IporpaMMHas cpenia
1 KOHTPOJIb LICJIOCTHOCTH B
OMepalMoHHON cucteme Astra
Linux.

OIIK-7, OIIK-9

Pazpabotka 3amumennoro I10 ¢
MIPUMEHEHHUEM aIapaTHBIX
karouent eToken

20

OIIK-7, OIIK-9

Hroro

28

Hroro 3a cemectp

28

Utoro

28

5.4. JlaGopaTopHbIe 3aHATHUSA

He npenycMoTpeHo y4eOHbBIM MIIaHOM

5.5. KypcoBasi padora

Copepxanue, TPyJIOEMKOCTh KOHTAaKTHON ayAMTOPHOIN paboThl U GOpMUpYyEMBbIe KOMIIETEHIIUHU B
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paMKax BBITIOJTHEHHS KypPCOBOM pabOTHI MpeICTaBIeHbI B TabauIie 5.5.
Ta6mmma 5.5 — ConepkaHue KOHTAKTHOW ayJTMTOPHON pabOThI U €€ TPYJI0EMKOCTh

CopepxaHue KOHTaKTHOM ayUTOPHON pabOThI TpyroemMKoCTs, 4 PopmHpyemsIe
KOMIIETEHIIUH
8 cemecTp
Br10op 1 npenBapuTeNbHBIN aHAIN3 Pa3pabaThIBAEMOro 2 OIIK-7, OIIK-9
KOMITOHEHTa CHCTEMbI 3aIlIUThl HHPOpMaLUU
CocraBlieHHE TEXHUYECKOTO 3a/IaHUsI Ha pa3pabOTKy MOJIYJIst 4 OIIK-7, OIIK-9
CHCTEMBI 3alIUTHl HH()OPMAIHH
[IpoekTpoBaHuEe apXUTEKTYPHI pa3padaTHIBAEMOTO MOTYJIS 8 OIIK-7, OIIK-9
Pa3zpaboTka KOMIOHEHTOB POrPaAMMHO-aNNAPATHBIX WK 26 OIIK-7, OIIK-9
IPOTPAaMMHBIX CPE/ICTB 3AIIUTHI HHPOPMALIUU
TectupoBanue pa3pabOTaHHOTO KOMIIOHEHTA POrPAMMHO- 6 OIIK-7, OIIK-9
anmnapaTHbIX WIK IPOrPaMMHBIX CPEJCTB 3aIUThI
uHpOpMaLUN
OdopmieHne NOSICHUTEIBHON 3aMCKU K KypCOBO# paboTe 8 OIIK-7, OIIK-9
Hroro 3a cemectp 54
Utoro 54

[IpumepHas TeMaTuKa KypcoBbIX padoT:

20.

21.
22.
23.
24.
25.

. lMckpenroHHast MoJieNb J0CTyIa K Qaiinam

MannaTHoe ynpaBieHue 10CTyIoM K Qaiinam

CucreMa KOHTPOJIS LENOCTHOCTH 3alUIIAEMBIX PECYPCOB
[Tporpamma asst ayTeHTU(UKALIMKN ¢ TOMOIIBIO Usb-ycTpoiicTBa
AyTeHTH(HKAIMA ¢ UCIIONb30BaHueM Kiroua eToken

3amper 3amycka nmporpamm 4yepes npuioxenue « Windows forms»
Pasrpannuenue 1ocTyma K IpuHTEpam

Pasrpannuenue nocrymna k ycrpoiicrsam. Qien-HaKoNUTENN
Peanuzanus acumMmmeTpuuHOro MMQpoBaHus

Peanuzanust CHMMETPUYHOTO IIU(PPOBAHUS

. Pacmmpenne 6a30Boii cucreMsl ayreHTHGUKannn Windows

. IIporpamma j1s yueta u KOHTpoJIs yctaHoBiIeHHOro [10

. IIporpamma 11 yueta u KOHTPOJI ycTaHOBIEHHOT0 AO

. JlaGopatopHnas pabota “MHBeHTapu3aIMsl 3alUIIAEMBIX PECYPCOB B JIOKAJILHON ceTn”

. AHTUQUIIUHTOBBIN QUILTP

. IIporpaMMHBII MEXKCETEBOMN IKpaH

. IIporpammHOe cpecTBO CO3/1aHUs SJEKTPOHHOM MOIMUCH U IIU(PPOBHIX CEPTUPHUKATOB

. PazpaboTka 3amuThl OT porpamMm CIeKeHus 3a HAOOPOM Ha KJIaBHaType

. JJaboparopHas paborta “3ammura aBTOMAaTU3UPOBAHHBIX CHUCTEM OT BPEJAOHOCHOTO

MPOrPaMMHOTO o0ecrieueHus”

Peanuzanus 3amutel [10 Ha 3J€KTPOHHBIX KJIOUYaxX ¢ Ucnojab3oBaHueM Qpynkuuit API u3
Developer Kit

Pazpabotka 10, 3amuieHHoro ot ucciae10BaHus

PazpaboTtka mporpaMMHOii cucteMsl 3amuThl OT Kpaxu [TK

Peanuzanus cucremsl ayTeHTU(UKAUU MOOUIBHOTO YCTPOMCTBa

Pa3pa0oTka cuCTEMBbI 3alIUTHI OT KPUIITOMAHEPOB

Pa3pa0oTka cuCTEMBI 3alIUTHI OT HECAHKIIHOHUPOBAHHOTO CKAHUPOBAHUS TIOPTOB

5.6. CamocTosiTesqIbHasi paboTa

Bunbl camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpYEMble KOMIIETEHIIMH MPECTaBICHBI B
Tadsmie 5.6.
Tabmuma 5.6. — Bunbel camocToaTenbHON paboThl, TPYI0EMKOCTh U (hOpMHUpPYEMblE€ KOMIIETEHLIUN
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HasBanust paznenos (Tem) Bt . | TpynoeMkocts, | @opMHUpyEMBIE Dopmsbl
JTUCTIATUTAHBI CAMOCTOATEILHOU q KOMIICTCHITHH KOHTPOJIS
paboThI
8 cemecTp
1 Teopetnueckue acniektsl |Iloaroroska k 4 OIIK-7, OIIK-9 3auér
MPUMEHEHHUS TPOTPAMMHO-  |3a4eTy
aIllapaTHRIX CPEICTB Hanucanue otuera 4 OIIK-7, OIIK-9 Kypcosas
obecnieuenus 10 KypcoBoi paboTte pabora, OtyeT 1Mo
uH(GOPMALIMOHHON KypCOBO# paboTe
0€30ITaCHOCTH. IToaroroBka K 2 OIIK-7, OIIK-9 | Tectuposanue
TECTUPOBAHUIO
Hroro 10
2 IIporpammuo-annapatHsle |[lonroroBka k 8 OIIK-7, OIIK-9 3auér
cpencTBa obecrieueHHs 3a4yery
MH(POPMALMOHHOH Hanucanue otuera 12 OIIK-7, OIIK-9 Kypcoas
0e301acHOCTH. 10 KypcoBoH padbore pabora, OTyeT mo
KypCOBO# pabote
[Toaroroska k 2 OIIK-7, OIIK-9 | Tecruposanue
TECTUPOBAHUIO
IloaroroBka k 22 OIIK-7, OIIK-9 | 3ammwura oT4yera
3alIUTe OTYETA 110 o
MPAKTUIECKOMY NPaKTUIECKOMY
3aHSATHUIO 3aHSATHUIO
Hanmcanwne otdera 14 OIIK-7, OIIK-9 Otuet no
0 MPAKTUYECKOMY MPAKTHYECKOMY
3aHATHIO 3aHATHIO
(cemunHapy) (cemunHapy)
Hroro 58
3 HopmaTtuBHbIe [ToaroroBka k 1 OIIK-7, OIIK-9 3auét
JOKYMEHTBI, PETYJIHPYIOIIHUE |3aUeTy
NPUMEHCHHUE ITPOTPAMMHO- | HaniucaHue oTyera 2 OIIK-7, OIIK-9 KypcoBas
allllapaTHBIX CPC/ICTB 10 KypcoBoH padbore pabora, OtueT o
3aLUThl HHOPMALH KypCOBO# paboTe
[Toaroroska k 1 OIIK-7, OIIK-9 | Tecruposanue
TECTUPOBAHUIO
HWroro 4
Hroro 3a cemectp 72
Hroro 72

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (POPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabmuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYECHUH TUCIMILUINHbI, U BUIOB

3aHATHHA

Bunap! yueOHOM fesTeabHOCTH
dopMupyemsie

Jlex. | Ilpak. | Kypc. | Cam. DopMBI KOHTPOJIA
KOMIIETEHIIH

3aH. 3aH. pao. pao.
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OIIK-7 + + + +  |3auér, 3amura oTyeTa 1o NPaKTUYECKOMY
3ansaTHi0, KypcoBas paborta, OT4eT 1o KypCcoBOi
pabote, OTUET 1O MPAKTHUECKOMY 3aHSITHIO
(cemunapy), TectupoBanue

OIIK-9 + + + + |3auéT, 3ammra oTyeTa MO NPAKTUYECKOMY

3ansaTuio, Kypcosas pabora, OT4er mo KypcoBoi
pabote, OTYET 1O NPAKTUYECKOMY 3aHATHUIO
(cemunapy), TectupoBanue

6. PeiiTuHroBasi cucremMa isi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs

6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHKH U1t POpPM KOHTPOJISt IPECTABICHHI B Ta0uie 6.1.
Tabnuua 6.1 — bambHbIE OLIEHKH

o . MaxkcuMalnbHBIH
MakcumanbHbIN MakcumanbHbIi
0aJut 3a rnmepuos Bcero 3a
®DopMBbI KOHTPOJIS 6amn Ha 1-y10 KT ¢ OaJy 3a epuo.
mexny 2KT u Ha ceMecTp
Hayasa cemectpa | Mexay 1KT u 2KT
KOHEII ceMecTpa
8 cemectp
3auér 0 0 30 30
3amuTa oT4eTa o 10 10 10 30
MPAKTUYECKOMY 3aHITHIO
TectupoBaHue 0 5 5 10
OT4eT 1o NpaKTU4ECKOMY 10 10 10 30
3aHATHUIO (CEMUHAPY)
Hroro makcumym 3a 20 25 55 100
epro.I
Hapacraromum utorom 20 45 100 100
bannbHble oLleHKH 1St KypCOBOM paOOTHI MpecTaBlieHbl B Tabnuie 6.1.1.
Ta6muma 6.1.1 — bayibHBIE OLIGHKH 1)1 KypCOBOM paOOThI
. N MaxkcuManbHbIH 0alI
MaxkcuManbHBIN MaxkcuManbHBIN 43 DO MK Beero 3a
DopMBI KOHTPOJIS 6ayn Ha 1-yro0 KT ¢ Oaut 3a epuos PHOA Y
2KT u Ha xKoHEN CEMECTp
Hayaja ceMmecTpa mexay 1KT u 2KT
cemecTpa
8 cemectp
Otuer 1o KypcoBoi 10 20 70 100
pabote
Htoro makcumym 3a 10 20 70 100
Mepuo.I
Hapacratommm urorom 10 30 100 100
6.2. Ilepecuer 02/U10B B OLICHKH 32 TEKYIIMA KOHTPOJIb
[TepecueT 6amIOB B OLIEHKH 32 TEKYIIUI KOHTPOIb MPECTABICH B TabmuIe 6.2.
Ta6ymma 6.2 — Ilepecuer OaIOB B OIEHKH 3a TEKYIIHI KOHTPOJIb
bannbl Ha naTy TEKyIIero KOHTPOIS O1enka
> 90% ot MakcuMabHOI cymMMbl OamoB Ha naty TK 5
Ot 70% no 89% ot MakcuMainbHOM cymMMbl 6aioB Ha aaty TK 4
Ot 60% 10 69% oT MakcuManbHOM cymMMbI 6aiioB Ha aaty TK 3
< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK 2
11
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6.3. [lepecuer cyMMbI 0A/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUITMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hrtoroas cymma 6asios,
Onenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAM4HO)
4 (xopo10) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTENIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6annoB F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe U MH(OPMAIIHOHHOE o0ecnevyeHne TUCITUITHHbI
7.1. OcHOBHas JqUTEpaTypa

1. Kazapun, O. B. IlporpamMHoO-anmmapaTHbie CpeICcTBa 3aIMUTHl MHPOpPMAIUH. 3aniuTa
MPOrpaMMHOTO oOecTieueHus : yaeOHUK U pakTukyMm st By3oB / O. B. Kazapun, A. C. 3a6a0ypun. —
Mocksa : U3natensctBO Opaiit, 2023. — 312 c. [DnexkTpoHHBIN pecypc]: — Pexum goctymna:
https://urait.ru/bcode/513300.

2. Mapmakos, [I. B. IIporpamMHO-anmapaTHbie CpeACcTBa 3aMUTHl HHOOpMAIUK @ ydeOHOE
nocobwue / JI. B. Mapmakos, /. B. ®arxu. — Pocrtos-Ha-Jlony : Jouckoit ['TY, 2021. — 228 c.
[DnexTpoHHEI pecypc]: — Pexxum gocrtyma: https://e.lanbook.com/book/237770.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. 3amuta nHGOpMALIMU C UCTIOIB30BAHUEM CMAapT-KapT U 3IEKTPOHHBIX OpenokoB / JI. K.
babenko, C. C. Umyxkos, O. b. Makapesuu. - M. : "I'enuoc APB", 2003. - 351[1] c. : un., Tabmn., mopTp. -
bubnuorp.: c. 348-349. (manuuue B 6ubnuoreke TYCVYP - 29 3k3.).

2. IlporpaMmMHoO-anmapaTHble CpelicTBa oOecnieueHusi HHOPMAIIMOHHOM 0€30MacHOCTH @ yueOHoe
nocobue: B 2 paznenax / A. I1. 3aiiues; MunuctepctBo oOpazoBanus u Hayku Poccuiickoit deneparun,
ToMckuil rocynapCcTBEHHbI YHUBEPCHTET CHCTEM YIpaBlIeHUs U paauodnekTpoHuku, Kadenpa
KOMILUIEKCHON MH(OPMALIMOHHON 0€30MacHOCTH SJEKTPOHHO-BBIYUCIUTENbHBIX CUCTEM. - ToMcK : B-
Crektp, 2007 - . Pazgen 1. - 2-e uzn., nepepab. u gom. - Tomck : B-Crnektp, 2007. - 143[1] c. : un. - b. 1.
(manmyne B 6ubmuoreke TYCVYP - 66 3k3.).

3. IIporpammHo-anmapaTHble CpeacTBa obecrneueHrus HHPOPMaMOHHOM 0e30MacHOCTH : yuyeOHoe
nocobue: B 2 pazgenax / A. I1. 3aiineB ; MunuctepctBo oOpazoBanus u Hayku Poccuiickoit deneparnum,
ToMckuili rocynapCTBEHHBI YHUBEPCHTET CHCTEM YIpaBlIeHUs U paauodnekTpoHuku, Kadenpa
KOMILUIEKCHON MH(OPMALIMOHHON 0€30MacCHOCTH SJIEKTPOHHO-BBIYUCIUTENbHBIX CUCTEM. - ToMmcK : B-
Crnextp, 2007 - . Paznmen 2. - 2-e u3a., nepepad. u gom. - Tomck : B-Cnextp, 2007. - 118[2] c. : um. -
bubnuorp.: c. 37. - b. u. (Hanuune B 6ubnuoreke TYCVYP - 66 3k3.).

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE MOCOOUSI

1. Metoanueckue yka3aHUs K MPAKTHYECKOW U CAMOCTOSTEIbHOW paboTe MO AUCIHUIIIUHE
"[IporpamMmmHoO-amnmapaTHbie cpeacTBa obecneueHuss nHGopMamoHHOK Oe3omacHocTh" / PaxmaHeHko
n.A. - 2021. - 77 c¢.:. [DnekTpoHHBU pecypc]: — PexuMm pgoctyna:
https://disk.fb.tusur.ru/hardware_software_information_security/practice.pdf.

2. ®owmun, /. B. MadopmarmonHas 6€30MacHOCTh U 3aluTa HHGOPMAIUH: CIICIIHATIN3UPOBAHHBIC
aTTECTOBaHHBIE IPOrPaMMHbBIE H TPOrPaMMHO-aIIapaTHbIe CPeCTBa : MeToaudeckue yka3zanus / [1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnexkTpoHHbIH pecypc]: — Pexum goctymna:
https://e.lanbook.com/book/156494.
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3. MeTtoanveckne yka3zaHHs 1O BBITIOJHEHUIO KYpCcOBOW paboThl mo auciuminae "[IporpamMmmHo-
amnmapaTHbIe cpeacTBa obecrnieueHuss nHpopmannonHoi 6ezomacHoctu" / Paxmanenko U.A. - 2021. - 5 c.
[OnexkTpOHHBIU pecypc]: — Pexum gocTyna:
https://disk.fb.tusur.ru/hardware_software_information_security/course_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
C OrpPaHUYE€HHBIMH BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIU/IOB

Y4eOHO-MeTOINYEeCKUE MaTEPHUaJIbl i1l CAMOCTOSITEILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/J0POBbsI M1 HHBAJIUIOB MPEAIOCTABIAIOTCA B opMax,
aIalITUPOBAHHBIX K OTPAaHHYCHUSAM X 3[0POBbS U BOCHPUATHS HH)OPMALIUY.

Jl1s1 i1 ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUUECHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 31IEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMII ¢ HAPYIIEHUsIMHU ONOPHO-IBUTATEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(eccuoHATbHbIE 0a3bl JAHHBIX
1 HH(OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00palaThCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHUs 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € JOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT I y9€OHOH TPYIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOM
MeOenbto. MimeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1JIsl NPAKTHYECKUX 3aHATHI

Jlabopatopus mporpaMmMHo-amnapaTHbIX CpeAcTB oOecriedyeHUss UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUNM MPAKTUUYECKOrO THUIA, yueOHas ayauTopus Iis
MIpoOBeIeHUs 3aHATHi TabopaTopHoro Tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpeficTBa ayTeHTH(HKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii Komiuieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcTpolcTBa YTEHHUSI CMapT-KapT U paJMOMETOK: aJanTep KOMIbIOTEPHBIN JJIs CUUTBIBAHUS U
nepenaun B [IK cepuitHpix HOMepoB O€CKOHTAKTHBIX HaeHTU(UKaTopoB IronLogic Z-2 USB;

- MaruutHo-MapKepHas JOCKa;

- Kommnekr cnenuanu3upoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- Microsoft Windows 10;

- Visual Studio;
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- AnmapaTHO-IPOTrpaMMHBIE CPEACTBA yNPaBICHHUS IOCTYNOM K JaHHBIM, MUGPOBAHUS:
DallasLock;

- AnmapaTHO-IPOTrpaMMHBIE CPEACTBA yNpPaBICHHUS NOCTYNOM K JaHHBIM, MUGPOBAHUS:
Kpuntollpo CSP;

Aynutopuss UHTEpHET-TEXHOIOTUH ¥ MH()OPMAIIMOHHO-aHATUTHYECKON ACATEIbHOCTH: yueOHas
ayJIUTOpHUS 171l IPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIA, yueOHas ayJUTOpUs Uil MPOBEACHUS 3aHITHM
MPAaKTHYECKOTO THUIA, ydeOHass ayJauTOpHUs IJIs MPOBEACHUS 3aHATUN abopaTopHoro tuma; 634045,
Tomckas obmacts, T. ToMck, yi. KpacHoapmetickas, a. 146, 402 ayn.

Onucanue UMeroerocs 000pya0BaHuUs:

- UnTepaktuBnas nocka [QBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-xamepa Logitech C920s;

- Axyctudeckas cuctema Yamaha;

- Kommext 6ecipoBoabix Mukpodonos Clevermic;

- MaruuTHoO-MapKepHas J0CKa;

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmMHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;

8.3. MaTepuajibHO-TeXHHYECKOe H IPOrpaMMHoOe o0ecriedeHne I KypcoBoii padoThI

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAITMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs AJS NPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, yueOHas ayIuTOpHUs AJIs
MIpOBeIeHUs 3aHsITHiI TabopaTtopHoro tuma; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- AnmmapaTHble cpecTBa ayTeHTuuKauu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii koMiuieke 3auutsl nHpopmarun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4 .x;

- YcrpoiicTBa UT€HUs CMapT-KapT U PaJMOMETOK: aJanTep KOMIBIOTEPHBIN JJI CYUTHIBAHUS U
nepenauu B [IK cepuiiHpIx HOMepoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHas J10CKa;

- Kommuiext ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[IporpammHoe obecnieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;

- Kpunrorpaguueckoe cpencrso 3amutsl uHGopmanuu Kpunrtollpo CSP;

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H MporpammHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

Jnst camocToATENbHONU paboOThl UCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacCIOJIOKEHHBIE TI0 apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6macts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmmnauna ynuna, a. 74, 207 aya.
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Omnwucanue UMEIOIIErocs 000PYI0BaHUS:

- yueOHast MeOeb;

- KOMIIBIOTEPHI;

- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JJICKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKO€e o0ecrevyeHne TUCIMTLTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CIelHUaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HH(GOpMalnu B TOCTYIHBIX (popMax, MOOUIBHOM CUCTEMBI IPENoAaBaHuUs
U1 00y4aloUUXCcs C HHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, SJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOIIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJECHHBIX O0OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiij]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammapara
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenayn yueOHoil nHGopmaIuu B JOCTYIHBIX opMax, MOOUIBHOM CUCTEMbI 00y4YeHUS IS
JIIOJeH ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xaHue OLEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabnue 9.1.
Tabmuia 9.1 — ®opMbl KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Haspammi pasaeinos (tem) PopwmHpyemie ®opmbl koHTpOJs | OrnieHounbie MaTepuansl (OM)
JACITUILIAHBI KOMIICTCHITH
1 TeopeTnueckue acreKkTbl OIIK-7, OIIK-9 |3auér IIepeyens BOonpocoB it
MIPUMEHEHHUS TPOrPaMMHO- 3a4era
arnmnapaTHBIX CPEACTB Otuet no kypcoBoii | [I[puMepHbIil mepeueHb
obecrniedeHuns MHHOPMAIMOHHOM pabore TEMATHK KypCOBBIX paboT
GesomacHoCTH. TectupoBanue [IprMepHEIii TIEpeYEHb
TECTOBBIX 3aJlaHUI
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2 IIporpamMmHO-anmnapaTHbie OIIK-7, OIIK-9 |3auér [Iepeuyens BonpocoB i

cpencTBa obecrieueHHs 3aueTa
MH(OPMALIHOHHOH 3ammra otyera no |[IpuMepHsIil nepeueHp
0e30macHOCTH. MPAKTAYECKOMY BOITPOCOB ISl 3A1LUTHI
3aHATHIO IIPAKTUYECKUX 3aHATUN
Otuer no kKypcosoii | [IpumepHsbIil epedeHb
pabote TEMaTHUK KypCOBBIX padoT
TecTtupoBanue [IpuMmepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
Ortuer no TeMbl MPaKTUYECKUX 3aHITUI
IIPAKTUYECKOMY
3aHATHIO
(cemuHapy)
3 HopMaTuBHbIE TOKYMEHTHI, OIIK-7, OIIK-9 |3auér IIepeyens BOIpocoB 11t
perynupyroine npuMeHeHne 3aueTa
1IpOrpaMMHO-aNmnapaTHbIX Otuer no kypcosoii | [IpumepHbIii nepedeHb
CPEICTB 3alIUThl MHPOPMALUU pabote TEMaTUK KYPCOBBIX paboT
TectupoBanue [IpumMepHbIii TEpeUeHb

TCCTOBBIX SaﬂaHI/Iﬁ

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILINHE TpUBeAeHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOyUEHHUS 11O

JVCIHTIINHE
dopmynupoBka TpebOBaHUH K CTeIeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYECHHS
3HATh YMETh BJIQJICTh
2 <60% ot OTCYTCTBHUE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyAOBIETBOPUTENBHO) | MAKCUMAIBHOMU | UITH ()parMeHTapHBIC YMEHHH UITN HABBIKOB HJIN
CyMMBbI 0aJIOB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o01Ire, HO He B LI€JIOM YCIIEIITHO, B LIEJIOM
(YZIOBIIETBOPUTENBHO) 69% ot CTPYKTYpUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCHUMaJbHOM 3HAHUSA CHUCTEMATHUYECKU | CUCTEMATHUECKOe
CYMMBI 0aJIOB OCYIIECTBIISIEMOE MPUMEHECHHE
yYMEHHE HABBIKOB
4 (xoporo) ot 70% no chopMUpOBaHHBIE, B IICJIOM B IICJIOM
89% ot HO COoAepKaIune YCIIECIIHOE, HO YCIIEIIHOE, HO
MaKCHMAaJIbHOM OTIEIbHBIC coJieprKaliye coJieprKaliue
CYMMBI 0a/UTOB | MPOOIEMBI 3HAHUS OTJICITbHBIE OTJICTbHBIE
mpoOesbl yMEHUE poOebI
MIPUMCHCHHE
HABBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHbIe | CHOPMHUPOBAHHOE YCHEIIHOE U
MaKCUMaJIbHOW | CcHCTEMaTHYeCKHe yMEHHE CHUCTEMaTHYECKOe
CYyMMBbI 0aJIOB 3HAHUA MpUMEHEHHE
HABBIKOB

[Ikana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTH KOMIIETEHLIMI IIpuBeieHa B Tabmuie 9.3.
Tabmuma 9.3 — IlIkana KOMIIJIEKCHOM OIIEeHKH C(OPMUPOBAHHOCTH KOMITETEHIUI
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Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHIIUN

2 He nMeeT He0OXOAMMBIX TIPEACTABICHHI O TPOBEPSIEMOM MaTepHase
(HEYTOBJIETBOPUTEIHLHO ) | HITH
3HaTh HA YPOBHE OPUEHTHPOBaHMS, TIpeicTaBieHnid. O0yJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OIPEIETICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HaeT, K KaKUM HCTOUYHUKAM HY>KHO
obOparatecs uist 60see 1eTaJbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yUaronmxcs 3HaeT
(YIOBIIETBOPUTEIHHO) |M3YUECHHBIHN 3JIEMEHT COCPKAHUS PENPOAYKTUBHO: IPOU3BOIBHO
BOCIIPOU3BOJAUT CBOU 3HAHMS YCTHO, MUCbMEHHO WIH B JEMOHCTPUPYEMBIX
JCUCTBUSX.

4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
U3yYeHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuiics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIBHO U JIOKA3aTEIIbHO
BOCIIPOW3BOJIMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM M APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTb B COJICPKAHUU TUCIIUILIFHBEI.

9.1.1. IlpuMepHBIii NepeYyeHb TECTOBBIX 3aJaHUM

1. Y6epure numnee. [Ipumenenne anmapaTHeiXx Moayieit 6ezomacHoctu (HSM) Bo3MoxkHO B
TaKUX 00aCTAX, KaK:
a) PKI, nentp ceprudukanum
b) bankoBckue onepanuu
¢) DKCnopT KpUATOrpahUIeCcKux Kirouen
d) Ycranosnenue SSL coenquHeHui

2. Kaxkas u3 pyHKuui HE OTHOCHUTCS K alMapaTHbIM MOy siM 6e3onacHoctu (HSM):
a) be3onacHas reHepanus KiroueH mudpoBaHUs
b) besonacHoe xpaHeHHE U yIPaBICHUE KIFOYaMU
¢) Pabora ¢ aMnTHYecKUMU KPUBBIMU
d) llIudposanue u pacmudpoBbiBaHNE KOHPHUIACHIHAIBHON HHDOpMAITUN

3. Breibepute BepHbIil BapuaHT oTBeta. Kittoun mudposanus kiroueit (KK), ucronbp3yemsie mis
MEPECHUTKHU KIIIOYECH MEXKILy TBYMS y3JIaMHU CETH, Ha3bIBAIOTCS:
a) Kimouamu muist mmdposannss MK (mactep-kinroda)
b) Paboune nnu cearncobsie KK
¢) Kimrouamu oOMeHa mexy yznamu cetu (cross-domain keys)
d) Kintouamu ayteHTHGUKAUN COOOIIEHUI

4. K ocobenHoctsm nporpammHo-anmnapatHoro kommiekca MKTrusT He oTHOCHTCS:
a) [To3BomsieT paboTaTh B OTHOM U3 JIBYX PEKHMOB — 3alllUIIIEHHOM (Hampumep, padora ¢ JJbO
WM UHBIMH KPUTUYHBIMH K 3alIUIIEHHOCTH CEPBUCAaMU) U HE3AIIMILEHHOM, 0€3 OrpaHUYCHHS
BO3MOXHOCTEH
b) 3amumniennas OC — Linux cobctBeHHOM cOopku, HezammumeHHas OC — Android
¢) B crangaptroii komnektaunn MKTrusT npucyrctByetr IP-tenedoH, mocTpoeHHBIN Ha
«TapBapJICKOI» apXUTEKType
d) MKTrusT tpebyeT mist paboThl TOIBKO TENEBU30p (MOHUTOP WM mpoekTop) yepe3 HDMI
nopt, nutanue ot USB nopra (ae menee 1 Ammep), cetb — WiFi
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5. Beibepure BepHBIi BapuaHT oTBeTa. Kak oCyIiecTBiseTcsi BHIOOP OHOTO U3 ABYX PEKHMMOB Ha
BBIOOD — 3aAIIUIIIEHHOTO WJIK OOBIYHOTO — B ITporpaMMHO-anmnapatrHoM komrmuiekce MKTrusT:
a) Mcnonb3yercs BEIOOP pekrMa B MpoLiecce 3arpy3KH KOMITbIOTepa
b) Hcnoap3yercss JOMOJHUTENbHOE YCTPOUCTBO, COMEpIKallee OMEePalMOHHYI0 CUCTEMY IS
COOTBETCTBYIOIIETO pesknma pabotsl MK TrusT
¢) Ucnonb3yercst puznueckuii mepexrodaTenb
d) Ucnonwsyercs crienunanbroe 110, peanusyroiiee mogodue «BUPTyaIbHONW MalTuHBD)

6. BcTaBbTe MpomymieHHOE BbIPaKEHHE. ... — IEPUO] pabOThl KOMIIbIOTEPA, B paMKaX KOTOPOTO
obecrieunBaeTcs JoBepeHHas 3arpy3ka OC, opraHuzyeTcs 3alUIIEHHOE CETEBOE COETUHEHUE U
MOJICPKUBAIOTCS TOCTaTOUHBIE ycnoBus 1i1st pabotet CK3U:

a) Madopmarmonno-nouckosas cucrema (UIIC)
b) bezonachsrit pexxum (bP)

¢) loBepennsiii ceanc cBszu (JJCC)

d) ABTOoMaTH3UpOBaHHBIN padounii pexxum (APP)

7. UTO HE OTHOCHUTCS K CJOXHOCTAM oOecmedeHUs 0€30MacHOCTH YAaJEHHOrO JOCTymHa K
nH(OpMAITMOHHBIM pecypcam?
a) CIoXXHOCTh KOHTPOJIS BBINOJHEHUsS TpeboBanuii monmutuku Wb Ha ymanéansix APM
MI0JIb30BaTENEN
b) Heobxomumocts ucnonws3oBanus ceprudunupoBanabix OC, C3U HCJ u CK3U nns
mudpoBanueM u padbotsr ¢ DI
c¢) HeoOxonumocts mpoBeAeHHs aTTECTAlMOHHBIX, aJalTallHOHHBIX U MHCHEKIHOHHBIX
JNIEUCTBUNA Il JOMyCKa Mojb3oBateneid k APM
d) Orpannuenne dyHknuonana ceprudunupoBanabix OC u npukiaagnoro 1O (B T.d.
CJIO’)KHOCTH TIPOLIETypbl OOHOBJICHU)

8. Kakwue u3 dpynkumii He oTHOCITCS K Bo3MOKHOCTIM KC3U «Ilanmups-K»
a) Unenatudukamus u ayrenrudukanus: Console, flash, eToken USB, ...
b) Pasrpanudienue u ayuT ASMCTBUI TOJ30BATENICH U MIPUIIOKEHUN, KOHTPOJIb 1IEJIOCTHOCTH
¢) BpeMeHHOe rapanTupoBaHHOE yAaneHue HHPOPMAIUU C BO3MOXHOCTHIO BOCCTAHOBIICHHS
yepe3 BCTPOCHHbBIE MEXaHU3MbI
d) ludposanue: 3DES, AES, DES, I'OCT 28147-89

9. UTo HE OTHOCHUTCSI K OCHOBHBIM MPUHIIMIIAM pa3TpaHUYCHUS JOCTyNa K (aiIoBO cUCTEME B
KC3U «ITanuupe-K»?
a) CymiecTByeT JAB€ MOJUTUKH KOHTPOJS NOCTyla K pecypcaMm — pa3peliuTesabHas U
3anpeTUTeNbHas
b) IIpaBa gocTymna Ha3Ha4alOTCsA CyOBEKTaM, a HE MIPUCBAUBAIOTCS OOBEKTaM B Ka4eCTBE UX
aTpuOyTOB
C¢) AIMHUHUCTpPATOpP MMEET TaKue XK€ MpaBa Ha Ha3HaueHHE (M3MEHEHHE) MpaBa JOCTyIa
cyObeKTa K 00beKTy, Kak u “Bnanenern”
d) Jlns mobGoro cyObekTa 10CTyna MOKET OBITh pealii30BaHa COOCTBEHHAS pa3rpaHUUUTEIIbHAS
MOJINTUKA

10. Bribepure BepHbIii BapuaHT oTBeTa. K Mexanuzmam koHTposs nenoctHocT KC3U «Ilanumpb-
K» otHOCHTCS:
a) KoHTpOoJIb 11e710CTHOCTH KaTajaoroB U (ailyioB JaHHBIX (CHHXPOHHBIM U aCHHXPOHHBIN )
b) KoHTpOIb 11ET0CTHOCTH UCTIOHAEMBIX (haiijIoB (MPpOTpaMM Iepe;] 3aIryCKOM)
¢) Bce nepeunciennoe
d) Kontponb nenoctHoctu daitno KC3U

11. Kakoe yTBepxaeHHE HE OTHOCUTCS K OJJHOMY M3 BapHaHTOB 00xo0ja cuctembl 3amuThl 110 ¢
MOMOMUIBIO KITI0YEH 3aIUThI 3JI0yMbIIIIEHHUKOM:
a) [lepexBaT, MPOTOKOJIMPOBAHUE U aHAINU3 OOpaAlICHUN K KIFOUY 3aIIUTHI C MOCICAYIOMEeH
AMYJISIUEN OTBETOB
b) BHecenne n3meHeHud B MpOrpaMMHBINA MOIYJIb (B3JIOM)
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¢) Coznmanre BpeIOHOCHON TPOrpaMMbl, BPEMEHHO OJIOKHPYIOIIEH 3alpOChl K KITI0UY 3aIUThI
d) DMmynupoBaHHe HATWYUS KJII0Ya MMyTEeM IepexBara BbI30BoB Onbnmmoreku API nis oOmena c
KITIOUOM

12. Kakwue ytBepxkaeHus He oTHOCcATCA K 3antute [10 ¢ momomsio APl GyHKINN Kitoden 3ammThl?
a) CamocrosTenpHas pazpadborka 3ammTsl [10
b) MHTerpupoBaHre caMOCTOSITEIbHO pa3pabOTaHHON CHUCTEMBI 3alllUTHl B MPHJIOKEHUE Ha
YpOBHE UCXOAHOIO KOAa
¢) OTcyTcTBHE HEOOXOAUMOCTH U3YUEHHSI M MOIU(UKALIMK UCTIOIHIEMOr0 KO/Ia 3allIUIEHHOTO
MIPUIIOKEHUS AJ11 00X0/1a 3aIUThI
d) Cno’xHOCTh B HEUTpaJIM3allu1 3alUThI BCIEACTBHE €€ YHUKAIBHOCTH U «Pa3MBITOCTU» B TEJIE
IPOrpaMMbI

13. K aTany nHAIMAIU3AIMH TPOrPaMMHO-aIapaTHOTO KoMIriekca «Co00IIb» HE OTHOCUTCS:
a) YcraHOBKa IUIaThl KOMITJIEKCA
b) Hactpoiika o0mmx mapameTpoB
¢) HacTpolika mapamMeTpoB MOAKIIOYEHUS K CETH
d) Hactpoiika KOHTpOJIS IETOCTHOCTH

14. K mepeBoay mporpamMMHoO-amnmapaTHoro kKomiuiekca «Co00ib» B pEXUM DKCIUTyaTalliu HE
OTHOCHUTCS JE€HUCTBUE:
a) M3pnekute tuiaty komriekca "Coboinp" u3 pazbema munbl PCI-E/PCI
b) Ycranosure miary komruiekca "Co6omnp" B pazbem cuctemuon mmabl PCI-E/PCI
¢) Berramure kabenp u3 mopra «HacTpoiikay 1 MepeKIiounTe ero B MopT « IKCILTyaTarusy»
d) IMoxgxmrounTe K 1iaTe CYUTHIBATENb 1Button

15. BeiGepute BepHBIN BapuaHT OTBeTa. BhicTaBhTE B MPAaBMIILHOM IMOPSAAKE ACUCTBUS MPHU
YCTaHOBKE MPOrpaMMHO-aIlapaTHOro Komiuiekca «Akkopa». 1. [ToncoeanHene KOHTaKTHOTO
ycTpoiicTBa (cheMHUKAa HHGOpMAIUK). 2. Y CTaHOBKA IUIaThl KOHTPOJUIEpa B CBOOOIHBIN CIIOT
I[IDBM. 3. Peructpanus agmunuctpatropa bW, HacTpoiika KkOMIJeKca B COOTBETCTBHUU C
koH(purypamueit Texundeckux cpeacts [IDBM. 4. Ha3znauenune cnucka auckoB, (aniios,
pa3desioB peecTpa, KOHTPOJUPYEMBIX Ha LEJIOCTHOCTh. 5. PerucTpanus moJib30BaTeleH,
Ha3Ha4YeHHE I0JIb30BATENSIM MEPCOHATIBHBIX UJIEHTU(HUKATOPOB, Mapojieil U BpeMEHH JOCTyma
a)2,1,3,4,5
b)1,2,3,5,4
c)2,1,3,5,4
d)1,2,5,4,3

16. Kakoe U3 nepeuncieHHbIX MPOrPpaMMHO-AMIAaPaTHBIX CPEACTB HE UCIOIB3YIOT JJIs1 XpaHEHUS
KpUNTOTpahuuecKuX KITF4ei?
a) eToken
b) CMapT-KapThI
c¢) iButton
d) Anmapatsbiit Mmoayib 6e3omacHoctr (HSM)

17. Kakoe M3 BBICKA3bIBAHUW HE OTHOCHUTCS K NPEUMYIIECTBaM amnmnapaTHOr0 reHepaTtopa
CITyYailHBIX YHCEIL:
a) 3amac yncesn He OrpaHUYCH
b) Huzkue BeIUUCIUTEIBHBIC 3aTPATHI
¢) HUcnonp3yercs cnenuanbHOE YCTPOUCTBO
d) He 3anumaercs MecTo B IaMsTH

18. Kakoe u3 neicTBUil HE OTHOCHUTCA K OpraHU3aluy 3aMKHYTON mporpammHoi cpeasl B KC3U1
«ITanumpb-Kx»:
a) 3ajaHue CIUCKa pa3pelIeHHbIX MPOIECCOB (CUCTEMHBIX U MPUKIAJAHBIX) C BO3MOKHOCTBIO
3aIycKa TOJbKO TE€X MPOIECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHBIM
b) 3ajgaHue mamok, OTKyJa pa3pemaercs 3amyckaTh MPOrpaMMBbl (C 3aMpeToM 3alucu U
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19.

20.

20.

21.
22.
23.
24.
25.
26.
27.
28.

29.

MoaudUKaIK B HUX (PailioB)

¢) 3agaHue CrenuaIbHOrO OOIIEro MoJIb30BaTellsd, OT YhETO JIMIA COBEpIIAeTCS YCTAHOBKA U
3aITyCK MporpamMm

d) lonosHUTEIBHBIN aHAIU3 COMEPKUMOTO0 (aiiioB (MMOMCK MPU3HAKOB UCIIOTHIEMOTO (aiia)

[Ipu B3710ME TpOrpamMM, 3aIlIMIICHHBIX C MOMOIIBIO aNmapaTHBIX KIOYEH 3alluThl HE
UCTIOJIB3YETCS CIIeTYIOIINN METOI:

a) OTnmanka

b) JlnuzaccemOmpoBaHus

¢) JluBepcudukanms

d) lamm onepaTuBHOM MaMsITH

UTo HE BXOAUT B KOMIUIEKTALMIO MPOrPAMMHO-AIIAPATHOTrO KOMIUIeKca « AKKopa-AM/JI3»?
a) KonTpomnep

b) CreMHUK HHGPOPMAIINK C KOHTAKTHBIM YCTPONCTBOM

¢) CekpeTHBIH JIOTUH U TIapOJIb, HEOOXOIMMBIHN JJIs TepBOHAYAIBHOTO 3amycka AM/[3

d) IlepconanbHBII UIEHTU(PUKATOP MMOTH30BATEIS

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

. MeTtoasl obecrnedyeHuss WHPOPMAIMOHHON 0€30MACHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM

(OCHOBHBIE IOHATHS, YTPO3bI).
Metonsl obecrniedeHuss MHOOPMALMOHHON 0€30MaCHOCTH aBTOMAaTH3MPOBAHHBIX CUCTEM
(MeTombI B3JIOMA, 3aIlUTa OT B3JIOMA).

. MeTtoasl obecrnedyeHuss WHGOPMAIMOHHON 0€30MACHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM

(3ammra OT MPOrpaMMHBIX 3aKJIAJIOK).
[Tonutuka 6e3omacHOCTH. MOJienh aBTOMAaTU3UPOBAHHONW CUCTEMBI.

. 3aMKHyTasi mporpaMMmHas cpena. Sapo 6e30macHOCTH C YUYeTOM KOHTPOJISI MOPOXKIACHHS

CcyOBEKTOB

®opMHUpOBaHUE U NOAAEPKKA HM30JIMUPOBAHHOW INPOrpaMMHOMN cCpenbl. Y CIOBUA
HeBo3MoxkHOocT HCJL

Peanuzaus UIIC ¢ ucnonszoBanrem mexanusma paciunpenus BIOS

. UEFL Ilpunnumns! paboTb

. besonacnoe B3aumozpeiicteue B KC. [Iponenypsl naeHTuUKANKN U ayTeHTU(DUKALUT
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

Aytentuduxanus a0 3arpy3ku OC

KoHnTposns 1 ynpasieHue 10CTyIOM

[TepconanbHoe cpenctBo ayreHTH(uKanuu eToken

eToken API

Hasznauenue, ¢pynkimu, npuHiun padotsl [TAK «Akkopmy.

Hasznauenwue, ¢pynkimu, npuHmun padotsl [TAK «Co6omby.

[Tepconanbuble uaeHTU(UKATOPHI. Bubl, Ha3HaueHHE, QYHKINN.

Ha3znauenue, GyHKIMU, TPUHIUIT paOOTHI KIIOUEH 3aIIUThI. MI3BECTHBIE MOJICIIH.

Buapt 3amutel 110 ¢ moMolipio 37eKTPOHHBIX Kitoueid. MeTobl B3lioMma.

3amurtHeie MexaHu3Mbl Astra Linux Special Edition: nuckpenmoHHOe W MaHIAaTHOE
pasrpaHu4yeHHe JOCTyMa.

3amuTHble MexaHu3Mbl Astra Linux Special Edition: 3amkHyTas mporpamMmHas cpeaa H
KOHTPOJIb LI€JI0OCTHOCTH

VYnpasienue KpunrorpagudecKuMy KIr04aMu

Konuenmus nepapxuu Kiro4el, reHepanus Kiroden

AmnmnapaThasie Moaynu 6e3onacaocta (HSM)

Konuenuus noBepennbix ceancon cBsizu. Kommieke « MAPII!y, «M!&M».

3amunieHHbie MUKpokoMibioTepsl «MKT». Hasnauenue, pyHkuuu.

3ammmenasie Hocutenu «CEKPET». Bunpl, Ha3HaueHue, QyHKIUH.

CpencTBa 3alUThl BUPTYAIbHON HHPPACTPYKTYphl. vGate.

CepTudukanus aBTOMaTU3UPOBAHHBIX CHCTEM M CPEJICTB BBIUMCIUTEIHHOW TEXHUKH: BUIIBI
HOPMATHBHBIX JIOKYMEHTOB, OIpEIeIAIoNX TpeboBanus o ceprudpukanun C3H.
Ceptudukanuss aBTOMAaTU3UPOBAHHBIX CHCTEM U CPEACTB BBIUYHUCIHUTEIbHONW TEXHUKU:
TpeOOBaHUS K CPEACTBAM BBIYMCIUTEIBLHON TEXHUKH
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CepTudukanusi aBTOMAaTU3UPOBAHHBIX CHCTEM U CPEACTB BBIUYMCIUTEIBHONW TEXHUKU:
TpeOOBaHUS IO KOHTPOJIIO OTCYTCTBHS HEICKIAPUPOBAHHBIX BO3MOYKHOCTEH

CepTudukanusi aBTOMATU3UPOBAHHBIX CHCTEM W CPEACTB BBIUYUCIUTEIBHONW TEXHUKU:
TpeboBanus o ypoHsM gosepus (IIpukaz ®CTIK Ne 76).

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /ISl 3AIIUTHI KYPCOBOH padoThl

. Kakue anropuTmbl HCONB30BaHbl MPU pa3pabOTKe BHIOPAHHOTO MOAYJIS CPEICTBA 3aIlUTHI

uHpopmManuu?

Kakue npo0eMbl ObIIH BBISIBIEHBI IPU TECTUPOBAHUM Pa3paOOTaHHOTO MOJTYJIsi?

Kakue ocHOBHBIE 3a/1auM penaeT pa3paboTaHHbI MOTYIIb?

Kak MOXHO HpPOJEMOHCTPUPOBATh KOPPEKTHOCTH BBIMOJHEHUS (PYHKIUN pa3zpaOOTaHHOTO
MonyJa?

Kakue aHanoru cymecTByIoT Aj1s pa3paboTaHHOTO MOIYJIs?

9.1.4. IlpuMepHbIii NepeYeHb TEMATHK KYPCOBBIX padoT

JluckpenroHHas MOJIENb 1OCTyNa K (aiimam

MaHngaTHOe yripaBieHUE JOCTYIIOM K (haiiiam

CucreMa KOHTPOJIS LEIOCTHOCTH 3alUIaEMbIX PECYPCOB
[Iporpamma jy1st ayTeHTU(DHUKAIIUN C TIOMOIIBIO USb-ycTpolicTBa
AytenTudukanus ¢ ucrnonb3oBanueM kimoda eToken

3anper 3amycka nmporpamm uepes npuioxkenne « Windows formsy
Pasrpanunuenue nocTymna K npuHTEpam

Pasrpannuenue nocryna K ycrporcrBaM. Duaeni-HaKOMUTETN
Peanuzanus acuMMeTpu4HOTO MK poBaHUS

Peanuzanus cuMMeTpu4HOrO Mu(ppoBaHUSL

. Pacimmpenune 6a3oBoii cucteMbl ayTeHTHGUKamu Windows

. ITporpamma aJis yuera v KOHTpOJIs yctaHoBiaeHHoro 110

. ITporpamma aJist yueta v KOHTpOJIsl ycTaHoBiIeHHOT0 AO

. JJaGoparopnas padota “MHBeHTapu3aIys 3alUIIIAEMbIX PECYPCOB B JIOKAIBHOU ceTH”

. AHTUGUIIUHTOBBIA QUIBTP

. IIporpaMMHBIil MEXKCETEBOI YKpaH

. [IporpammHOe cpeacTBO CO3qaHMsl 3JEKTPOHHOM MOANUCH U UPPOBBIX CEPTUDUKATOB

. Pa3paboTka 3amuThl OT Mporpamm cliexeHus 3a HabopoM Ha KJlaBUaType

. JJabopatopHas pabora “3amuTa aBTOMAaTH3UPOBAHHBIX CHCTEM OT BPEIOHOCHOTO

IporpaMMHOTO obOecrieueHus”

Peanuzanms 3amutel [10 Ha 2MEKTPOHHBIX KJOYaxX ¢ Hcmoib3oBaHueM GpyHkmuid API u3
Developer Kit

Pa3pabotka [10, 3ammuieHHoro oT UCClIeI0BaHUS

Pa3paboTka nmporpaMMHO# CUCTEMBI 3alTUThI OT Kpaxu 11K

Peanuzanus cucreMbl ayTeHTU(PUKAUU MOOMIBHOTO YCTPOMCTBA

Pa3paboTka cucTeMbl 3alUThI OT KPUIITOMaHHEPOB

Pa3paboTka cucTembl 3alUThl OT HECAHKLIMOHUPOBAHHOTO CKAHUPOBAHMUSI IOPTOB

9.1.5. IlpuMepHBIii NepeYyeHb BOMPOCOB /ISl 32AIUUTHI MPAKTHYECKUX 3aHATHI

Kakum o6pazom B Astra Linux peanusyeTcs AUCKPEIMOHHOE pa3rpaHUYECHHUE JOCTyINa K
daitnam?

Kakum o6pa3zom B Astra Linux peanusyeTcs MaHIaTHOE pa3rpaHUuEHUe J0CTyma K daitnam?
Hazosure ocHoBHbIe oTnuuus Mexxay API, ucnons3yemsiMu 1t pabotsl ¢ eToken.

Kakum o6pa3zom npousBoautcs naunuanuzanus PKCS#117?

Kakum 06pa3omM MOKHO IOCMOTPETh CIUCOK (PyHKIUH, JOoCTYnHBIX B OnbOanoTexke PKCS#117?
Kakyto nadopmaruio MoxHO nmonyduts ¢ nomoinsio ¢pynkmuu C_ GetSlotInfo?

Kakyto nadopmaruio MoxHo nmonyduts ¢ nomoinbto ¢pyakmmuu C GetTokenInfo?

st gero nyxHa ¢pyakius C_WaitForSlotEvent?

Kakum 06pa3om MOKHO onpefenuTh Hanu4ue ¢ara?

Kak co3naercs ceprudukar x.509 na eToken?

9.1.6. TeMbl NpaKTUHYECKUX 3aAHATHIA
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1. JIMCKpenmOHHBIN U MaHIATHBIA MEXaHU3MbI pa3TpaHUUYEHUS JOCTYyIa K (HailIoBBIM 00BEKTaM B
OTiepaloHHOM cucTteMe Astra Linux.

2. 3aMKHyTas MporpaMMHasi cpefa U KOHTPOJb I[EJIOCTHOCTH B ONEPAIMOHHON cucteMe Astra
Linux.

3. Paspaborka 3amumienHoro [10 ¢ npumeHenuem anmnapaTHbIX Kitoueh eToken

9.2. MeToan4yeckne peKOMeH AU

VYyeOHubIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosaTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMOid, CIIUCKOM
y4eOHO-METOJMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrostenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPEeTyCMOTPEHHBIX
y4eOHBIM IITAHOM.

B nporecce n3ydeHus: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa 00pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTANIaMH, COJCPKAILIUMHU
Hay4YHO-TIONYJSPHBIE U CIELUAJIU3UPOBAHHBIE MaTepHasbl, MOCBSIIEHHBIE PAa3JIUYHBIM aCIEKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATEILHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME HWJIM NPOCMOTP MaTepHuajla OCYLECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
MHAUBHUAYAIbHOTO NTOHUMAaHUS U OCBOEHMS MaTepuaja, BblIIENssl OCHOBHBIE UJEH; HA OCHOBAHUHU
N3yUYEHHOT'0 COCTAaBUTH Te3UChl. OCBOMB MaTepual, MONbITaTbCS COOTHECTH TEOPHUIO ¢ IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCS HE3HAKOMBIE UM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAYEHUE NI IOHMMaHUS JAJbHEHNIIEro MaTepuaa;

— OCMBICJIMBAlTE IPOYUTAHHOE U N3YUEHHOE, OTBEYANTE Ha MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT MOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHCS OMOJHHUTEIbHBIE 3aHATHUSA, B T.4. B (hopmMe BeOMHAPOB.
Pacnucanue BeOMHAPOB U 3amUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3JIeKTPOHHOM
YKypHaJIe 110 TUCLUIUINHE.

9.3. Tpeﬁona}mﬂ K OCHOYHBIM MaTepuajJdamM Jisl JUIl ¢ OrPaHHYCHHBIMHA BO3MOKHOCTAMMU
310pOBbHA U HHBAJIUA0OB

Jns nun ¢ OrpaHUYEHHBIMH BO3MOJXKHOCTSIMH 370pPOBBS U WHBAJIHUJIOB MPEIYCMOTPEHBI
JIOTIOJTHUTEIBHBIE OIEHOYHBIE MaTepHAaJIbl, MEpeUeHb KOTOPHIX yKa3aH B Tabiuie 9.4.

Tabnuna 9.4 — JlomoJHUTENbHBIE MaTEpHaNbl ONCHUBAHUSA IS JIMI C OTPaHUYCHHBIMU
BO3MOKHOCTSIMH 3JIOPOBBSI M1 MHBAJIUIOB

Buasl 1ooIHUTENBEHBIX OLIEHOYHBIX DOopMBbI KOHTPOJISI U OLIEHKH

Kareropuu o0y4aromuxcs

MaTepUaoB pe3yJIbTaTOB 00YUYEHUS
C HapylIeHHsIMU cllyXa TecTbl, TUCbMEHHBIE [Ipenmy1ieCTBEHHO MUCbMEHHAs
CaMoCTOsITeNIbHbIE pabOThI, BOMPOCHI MpoBepKa
K 3a4€eTy, KOHTPOJIbHbIE paOOTHI
C HapyLIEeHUAMU 3pEHUS CobecenoBaHue 1o BOIIPOCaM K [IpenmyniecTBEHHO yCTHas
3a4eTy, ONpOC 110 TEPMUHAM poBepKa (MHIUBUYATBHO)
C HapylHIEeHUSIMU OTIOPHO- Pemienue nucTaHIIMOHHBIX TECTOB, [IpenmytiecTBEHHO

JBUTATEJIBHOTO alapara | KOHTPOJIbHbIE pa0OThI, MUCbMEHHBIE | AMCTAaHIMOHHBIMU METOAAMMU
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI
K 3a4eTy
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C orpaHMyYeHUSIMH TIO
0011IeMETUIIUHCKUM
MOKa3aHUSIM

TecThl, TUChbMCHHBIC
CaMOCTOSITEIIbHBIE PAOOTHI, BOTIPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipeumy1iecTBEHHO POBEpPKA
METOAAMHU, ONPEACIIAIOLIMMUCS
UCXOJS U3 COCTOSIHUS
o0yyaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuecKkue PECKOMEHIAUHU MO OIMCHOYHBIM MaTepuajaamMm IJid JUll ¢ OrpaHUYC¢HHBIMHU
BO3MOKHOCTSIMHA 310POBbS U UHBAJINI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIHUJIOB MPEayCMaTPUBACTCS
JOCTYITHAs popMa Mpea0CTaBICHUS 3aJaHUI OIICHOYHBIX CPEJICTB, 4 UMEHHO:

— B IIeYaTHOU (opme;

— B IieyaTHOM hopme ¢ yBeJIMYEHHBIM HIPUPTOM;

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— METOJIOM YTE€HHSI aCCUCTEHTOM 3aJ]aHUsl BCIIYX;

— IpeJ0CTaBICHHUE 3a/1aHUs C UCIOIb30BaHUEM CYpIOTIEPEBOAA.

Jluuam ¢ orpaHMYE€HHBIMU BO3MOXKHOCTSMH 3/I0POBbSI M MHBAJIKAaM yBEJIUUYMUBAETCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHbIE BOMpockl. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
nocTynHast popma npeaocTaBiIeHHsI OTBETOB Ha 3aJlaHUsl, @ UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYT aCCHCTEHTA;

— MpEe/ICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHWBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMHU BO3MOXXHOCTSIMHU
3I0pPOBbSI M WHBAIUIOB 10 AUCIHILIMHE TPEIyCMAaTPUBACT MpeJAOoCTaBlIeHne HHPopManuu B Gopmax,
a/IaTITUPOBAHHBIX K OTPAaHUYEHISIM UX 3I0POBbBSI U BOCIIPHATHS HHPOPMAITUH:

Jst Iuu ¢ HAapylIeHUsIMU 3PeHu:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

J1st Iun ¢ HApYLIeHUsIMU cJIyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU (opme.
JJ1s1 11 ¢ HApyLIEHUSIMH OTIOPHO-ABHUIaTEJIbHOIO anmapara:

— B popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B IIeyaTHOU (opme.

[Ipn HEOOXOAUMOCTH JJIsl JUI] C OTPAHUYCHHBIMU BO3MOXHOCTSIMH 3JI0POBbSI U MHBAJIHUIOB
MpoIieIypa OLICHUBAHUS PE3YJIBTATOB 00YUEHHUS MOXKET IPOBOJUTHCS B HECKOJIBKO JTaIloB.
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