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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. naTh OCHOBBI MOHUTOPUHIA UHPPACTPYKTYPHl OpraHU3aINH, a TakKe (OPMUPOBAHNE 3HAHUI
poleccax U CUCTEMax MOHUTOPUHTA.

1.2. 3agauy AUCHUILIUHBI

1. M3y4nTh aHaIM3 COOBITHI 0€30MAaCHOCTH U MHBIX JaHHBIX MOHHUTOPHUHTA.

2. M3Y4YUTh KOHTPOJb (aHAIH3) 3aITUIIICHHOCTH HH(POPMAIIUH.

3. U3yYHTHh aHAJIU3 U OUEHKY (QYHKIHOHUpOBaHHSA cucTeM 3M wmHPOpPMAIMOHHBIX
(aBTOMATU3UPOBAHHBIX ) CUCTEM.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte O6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIH.

Monayns mucuurinHa: Moayiabs HanpaBiaeHHOCTH (poduiist) (major).

Nunexc quctumiunel: 51.B.02.04.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIUH
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[TK-2. CniocobeH pemaTh
3a1a4n
pohecCHOHATLHOM
NESITETLHOCTH C YYETOM
TEKYIETO COCTOSTHUS U
TEHJCHUNN Pa3BUTUA
WH(POPMAITMOHHBIX
TEXHOJIOT'MH, CPEJCTB
TEXHUYECKON 3alIUThI
uHpOpMaInH, ceTel u
CHCTEM TIepeiadun
uHpOpMaLUN

[1K-2.1. 3naeT ocCHOBHBIC
MEpBI IO 3aIUTe
uHpOpMauu B
ABTOMATH3MPOBAHHBIX
cucTeMax

3HaHue MEpCUHs, BKIIIOYAIOIIETO OCHOBHBLIC

MEpHI I10 3aIuTe HHPOPMALIUU B
aBTOMAaTU3MPOBAHHBIX CHCTEMAaX

I1IK-2.2. Ymeer
PETUCTPUPOBATH U
aHaJM3UPOBATH COOBITHS,
CBSI3aHHBIE C 3alUTOMN
uHpopmaiuu B YMeer
PETUCTPUPOBATH U
aHaJM3UPOBATH COOBITHS,
CBSI3aHHBIE C 3alUTOMN
uHpopmaIuu B

JleMoHCcTpanusi yMEeHUs! perucTpupoBaTh U
aHAJIM3UPOBAThH COOBITHUS, CBSI3aHHBIE C

3amuToN nHMOpPMAIUU

IT1K-2.3. YMmeer npUMEHATH
THUIIOBbIE TPOrPaMMHBIE
CPEJICTBA PE3EPBUPOBAHMS U
BOCCTAHOBJICHUS
uHpOpMaLuu B
ABTOMATH3UPOBAHHBIX
cucreMax

I[eMOHCTpaI_II/ISI Ha INPAaKTUKE YMCHUSA
MMPUMCHATH TUIIOBBIC IPOTPAMMHBIC CPECACTBA
PE3CPBUPOBAHUA U BOCCTAHOBJICHU
I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX

CHUCTEMAax

I1K-3. Criocoben
OCYILIECTBIISATH
yIpaBJICHUE CPEICTBAMH
3alIUThl HH(OpPMAIHH, B
TOM YHCJIC
OCYIIECTBIISIOIIMH
HEIPEPBIBHBIN
MOHHUTOPHHT
3alUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

[1K-3.1. 3naer pykoBosIne
¥ METOJINYECKHE JOKYMEHTBI
YIOJTHOMOYEHHBIX
(denepalibHBIX OPTaHOB
UCTIOJTHUTEIILHOW BJIACTH 110
3amyTe HHPOPMaLUU

3HaHUE NIEPEYHS U COAEePHKAHUS

PYKOBOJSIIMX U METOAMYECKUX JOKYMEHTOB
YIOJTHOMOYCHHBIX (De/IepaTbHBIX OPTaHOB
HUCIIOJHUTEIHLHOM BIACTH MO 3aIUTE

uHpOpMaun

[1K-3.2. YMeeT onpenenars
MoJITIeKale 3alIuTe
nH(}OpMAIMOHHBIE PECYPCHI
ABTOMAaTU3MPOBAHHBIX CHCTEM

YMeHue onpeaesnaTh MoJIeKaliie 3amuTe

nH(OpPMaAITMOHHBIE PECYPCHI

aBTOMATHU3HPOBAHHBIX CUCTEM Ha MpUMEpE
KOHKPETHOM MPAKTUYECKOU CUTyaIuu

ITK-3.3. « [IK-3.3 - YMmeer
aHaAJU3UPOBATh YTPO3bI
ABTOMATH3UPOBAHHOM
CUCTEME U LUPKYJIUPYIOLIeH B
Hell nHpopmanuu, BHIOUpaTh
HE00XO0IMMbIE CPEeCTBA JIJIs
oOecrieueHus
UH(POPMALIMOHHOM
0e3onacHoCcTH

YMeHue aHaIu3upoBaTh yrpo3sl
aBTOMATHU3UPOBAaHHON CUCTEME U

HUPKYJIUpYIolel B Heil nHdopmanuu,
BBIOMpATh HEOOXOAUMBIE CPEACTBA TS

oOecrnieueHHss HPOPMALIMOHHOM

0€30MacHOCTH Ha NPUMepe KOHKPETHOM

HpaKTquCKOﬁ CcuTyanuun

4. O0bem AUCHUIIVIMHBI B 32a9€THBIX ¢IUHHIIAX C YKAa3aHUEM KOJIUYECTBA AaKAACMUYCCKHUX YaCoB,

BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcsi ¢ nNpenoaaBarejieM

H Ha CAMOCTOSITEJILHYIO pa0doTy 00y4arommxcst

OO61mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISAET 3 3a4eTHRIX equHuIl, 108 akageMrHuecKux 4acos.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JEATEIbHOCTH MPEICTABICHO B

tabmute 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH
= Beero  |CemecTpsl
Bunbl yueOHOI nesTeNbHOCTH
4acoB |7 cemecTp
KonTakTHas aynuropHasi padoTa o0y4yarouuxcs ¢ npenojaaBarejieM, BCero 54 54
3
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JlexuMoHHEBIE 3aHATUSI 18 18

JlaGopaTopHble 3aHATHS 36 36

CamocrosiTesibHasi padoTa 00y4alOUIUXCS, B T.4. KOHTAKTHaSA 54 54

BHeayIUTOPHas padoTa 00y4yarommxcs ¢ mpenojaBaresieM, BCero

[TonroroBka k 3auery 18 18

[ToaroroBka K TECTUPOBAHUIO 18 18

[ToaroroBka k 1abopaTopHOii paboTe, HaNMCaHUE OTYETa 18 18
OO0mas Tpya0eMKoOCTh (B 4acax) 108 108

Oo0mas TpynoeMKkocTh (B 3.€.) 3 3

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pa3ienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabmume 5.1.
Tabnuma 5.1 — Pa3aensl (TeMbl) AUCHUILINHBL U BUBI YUEOHOH 1EATEIbHOCTH

Jlek. Bcero yacos
Jla6. | Cam. dopmupyemble
HasBanus pasnenoB (TeM) TUCHUTLTAHBI 3aH., (6e3
pab6. |pab., u KOMITCTCHIIHH
q 9K3aMEHA)
7 cemecTp
1 HopmatuBHas 6a3a 1 OCHOBBI MOHUTOPHHTA | 6 8 18 32 I1K-2, ITIK-3
0€30MacHOCTH TEIEKOMMYHUKAITMOHHBIX
CHCTEM U CEeTEH.
2 ITocTpoeHue cUCTEMbl MOHUTOPHHTA, 6 8 18 32 I1K-2, TIK-3
MIPUHIIUIIBI U KPUTEPUH BHIOOPA IMapamMeTpoB
MOHHUTOPHHTA.
3 Opranuzanus cuCTEMbl MOHUTOPHUHTA 6 20 18 44 I1K-3
0€301acHOCTH.
Uroro 3a cemectp| 18 36 54 108
Uroro| 18 36 54 108

5.2. Conep:xanue pa3aesioB (TeM) IUCHUANINHbBI

Copepxanue pa3aenoB (TeM) AUCUUTUINHBI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — Coneprkanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)

TpynoemMKocTb
HazBanus pasnenoB (Tem) ConeprkaHue pas3aesioB (Tem) (TeKIOHHbIE dopMupyemsbie
JUCIUTIAHBI JTUCIUIUIAHEI (B T.4. TIO JIEKIUSIM) KOMITETEHIINH
3aHATHUSA), U
7 cemecTp
1 HopmaTtuBHnas 6a3za u 0O0630p MEXTyHAPOIHBIX U 6 [1K-2, T1K-3
OCHOBBI MOHUTOPHUHTA POCCHICKHX CTaH/IapPTOB,
0e301acHOCTH perIaMeHTHPYIOIIMX MOHUTOPUHT
TEJICKOMMYHHUKAIIMOHHBIX Oe3omacHocTH. [TpuHIHATIBI
CHUCTEM U CEeTEH. HEIIPEPBIBHOCTH.
Hroro 6
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2 IlocTpoeHue cucTeMsl IToaxoae! K IOCTPOEHUIO 6 [1K-2, TIK-3
MOHUTOPUHTA, IPUHIUIBI U |MOHUTOPUHTA. MOHUTOPHUHT C
KpUTEpUU BEIOOpA y4aCTHEM areHTOB U MOHUTOPUHT
napamMeTpoB MOHUTOPHHTA. MIPU TIOMOIITY KOHEYHBIX areHTOB.
Hepapxuu cucteM MOHUTOPHHTA.
[IpoTOKOJIBI MOHUTOPUHTA
TEJICKOMMYHHUKAITMOHHBIX CUCTEM U
ceredl. UHCTpyMeEHTHI 11
OCYIIECTBIICHUS MOHUTOPHHTA.
Hroro 6
3 Opranu3zanusi CUCTEMbI Pazbop cy1iecTBYIOIIMX CUCTEM 6 I1K-3
MOHHUTOPHHTA 0€30MaCHOCTU. |MOHUTOPHHTA, MX CHJIbHBIE U CTIa0bI
CTOpPOHBI. [lokyMeHTanbHOe
oopmieHre npouesypbl
MoHUTOpUHra. Onucanue
MHCTPYKIMU pearupoBaHuE Ha
MHIUJCHTHI (TU1eiOyK). Opranuszanus
MOHHUTOpPUHTA 0€30MaCHOCTH
TEJIEKOMMYHUKAIIMIOHHON CUCTEMBI.
Uroro 6
Uroro 3a cemectp 18
Hroro 18
5.3. llpakTn4yeckue 3aHATUSA (CEMUHAPHI)
He npenycMoTpeHo y4eOHBIM IIaHOM
5.4. JlabopaTopHbIe 3aHATHUSA
HaumenoBanue 1abopaTopHbIX pabOT NpHUBEACHO B TadiuIe 5.4.
Tabnuna 5.4 — HaumeHnoBanue 1a00paTOpHBIX paboT
HazBanus paznenos (Tem) HaunmenoBanue 1abopaTopHbIX Tpynoemkocts, | DopMupyembie
JACITUATITUHBI pabor q KOMITETCHIIH
7 cemecTp
1 HopmartuBHas 6a3a u PaGora ¢ mpoTokonamu 4 I1K-3
OCHOBBI MOHUTOPHHTA MOHHUTOPHHTa. MOHUTOPUHT 0€3
Oe3omacHOCTH y4acTusi areHTOB. AHaNu3 paboThl
TEJIEKOMMYHHUKAIIMOHHBIX nporokosia SNMP.
CHCTEM H CETEH. [IpoueccHsIil moaxox K 4 I1K-3
opraHu3anuy MOHUTOpUHTA. [k
HEMpephIBHOCTH. BRIOOp KpuTEepreB
MOHHUTOPHHTA JIJIT HEOOXOUMBI JIS
HETIPEPBIBHOCTH MPOIIECCOB.
Hroro 8

CornacoeaHa Ha noptane N2 74967




2 IlocTpoeHune CUCTEMBI

MOHUTOPHHTIA.

MOHUTOPHHI'A, IPUHIUIIBI 1
KpUTEpHH BEIOOpa IMapamMeTpoB

MOHHUTOPUHT NP OMOIIM ar¢HTOB.
YcTaHOBKa M HACTPOIKA CHCTEMBI
MOHUTOpHHTa Zabbix.

I1K-3

MOHHTOpHHTIA.

Pabora ¢ moxcucremoin WMI.
[MonkmroueHne XOCTOB K CUCTEME
MoHuTopuHra Zabbix. Hactpoiika
JamoOp/I0B TSI KOMaHIbI

I1K-3

Hroro

3 Opranu3zanusi CUCTEMbI
MOHMTOPHUHTa 0€30M1aCHOCTH.

coOsrThii. Co3manue

PazseptriBanue SIEM cucrtemsl.
OrnpezesieHne HCTOYHUKOB
NOJTy4YeHUsT UHPOPMALIUHU O
COOBITUSX UHPOPMALIMOHHOM
6e3omacuocTu. Pazoop
HEO0XO0UMOCTH HOpMaIU3aluu

IIpaBUII

Koppessinuu coobituii. Co3nanue
MHIIUIEHTOB Ha OCHOBE COOBITHHA
MH(POPMALIMOHHOM 0€30MacHOCTH.

I1K-3

KOJIOM.

Prometheus. Grafana, InfluxDB.
MeToibl XpaHEHUs U aHaIu3a
cobpanHO# MHGOPMAITIH.
®dopmupoBaHue 1amodopa0B B
CHUCTEMaXx C OTKPBITHIM HCXOIHBIM

I1K-3

Hroro

20

Uroro 3a cemectp

36

Htoro

36

5.5. KypcoBoii npoekT / KypcoBasi padora

He npeayCcMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. CamocTosiTeqbHast padoTa

Buaer caMocTosITeNIbHOM pabOThI, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETCHIIMU TIPEICTABIICHBI B

tabnuue 5.6.
Tabmura 5.6. — Bujbl caMoCcToATeIbHOU PabOThl, TPYIOEMKOCTh B (HOPMHPYEMbIE KOMIICTCHIIUN
Buael
HasBanus paznenos (Tem) . | Tpynoemxocts, | Dopmupyemslie ®opMmbl
CaMOCTOSITEIbHOU
JUCITUTUTAHBI q KOMITIETEHILIUH KOHTPOJIA
paboThI
7 cemecTp
1 HopmaTtuBHas 6a3a u [ToaroroBka k 3auery 6 [1K-2, I1K-3 3auét
OCHOBbBI MOHUTOPHHI'A IToaroroBka x 6 T1K-2, IIK-3 TectupoBanue
0e30macHOCTH TECTHPOBAHHIO
TCJICKOMMYHHUKAMOHHBIX | [To nroToBKa K 6 [1K-3 JlaboparopHas
CHCTEM M CCTCH. 71a00paToOpHOM pabora
paboTe, HaNMCaHNe
oTuera
Hroro 18
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2 IlocTpoeHue cucTeMsl ITogroroBka k 3auery 6 [1K-2, TIK-3 3auér
MOHMTOPHHIA, IPUHIUIIBI U |[TonroTroBKa K 6 TIK-2, TIK-3 TectupoBanue
KpHUTepHH BbIOOpa TECTUPOBAHUIO
TapaMeTpOB MOHUTOPHHTA. | [TonroToBKa K 6 I[1K-3 JlaGoparopHast
nabopaTopHOI pabota
paboTe, HarMcaHue
oT4yeTa
Hroro 18
3 Opra"u3zainusi CUCTEMBbI [ToaroroBka k 3auerty 6 I1K-3 3auér
MOHHTOPHHIA IToaroroBka k 6 T1IK-3 TectupoBanue
0e30IacHOCTH. TECTUPOBAHUIO
[ToaroroBka k 6 [IK-3 JlaboparopHas
nabopaTtopHoOit pabora
paboTte, HarMcaHue
oTuera
Hroro 18
Hroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHNH AUCHHUIIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUH, (OPMUPYEMBIX NMPU U3YUYEHHH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETEHIHNH, (OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
dopmupyemsbie Bunbl yueOHOM fesTeIbHOCTH
DopMBI KOHTPOJIA
KOMIIETCHIINH Jlek. 3aH. |JIa0. pa6.|Cam. pal.
I1K-2 + + 3auért, TectupoBanue
[1K-3 + + + 3auér, JlJaboparopnas pabora,
TectupoBanue

6. PeiiTuHroBasi cucreMa JJisi OlleHKH YCIIeBaeMOCTH 00y4aoImuXxcst
6.1. basuibHbIe OLeHKH /151 JOopM KOHTPOJIA

bannbHbIe oneHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0OuIE 6. 1.
Tabmuia 6.1 — banapHbIE OLIEHKH

. . | MakcumanbHBbIi Oart
MaxkcuManbHbIN MaxkcuManbHbIN
3a IEPUOJ MEXKITY Bcero 3a
@DopMBbI KOHTPOJIS 6amn Ha 1-y1o0 KT ¢ 0as 3a nepuoj
2KT u Ha xoHeIl CEMECTp
Hayana cemectpa | Mmexnay KT u 2KT
cemecTpa
7 cemecTp
3auér 0 0 20 20
Jlaboparopnas paboTa 20 20 20 60
TectupoBanue 0 0 20 20
HToro MakcumyM 3a 20 20 60 100
epuos
Hapacraromum utorom 20 40 100 100

6.2. IlepecueTt 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6annoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIie 6.2.
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Ta6muia 6.2 — Ilepecder 6aIoB B OIEHKH 32 TEKYIIHI KOHTPOJIh
Bamibl Ha JaTy TEKy1Iero KOHTpOIs Oruenka

>90% oT MakcuMalIbHOM cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbI OaioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMaJIbHOI cyMMBbI OaiioB Ha naty TK

6.3. [lepecuer cyMMbI 02/1J1I0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUIIMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hroroas cymma 6asios,
Onenka YUYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3a4TEHO) 90—-100 A (0TAM4HO)
4 (xopo10) (3a4TEHO) 85 -89 B (ouens xopomio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTEIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6annoB F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe 1 MH(OPMAINIMOHHOE o0ecTieuyeHne TUCIUITHHBI
7.1. OcHOBHas JqUTEpaTypa

1. TOCT P UCO/M3BK 27011-2012 NudopmannonHas TexHOJIOTHSI. METOABl U CpeaACTBa
obOecrieueHust 6e3o0macHOCTU. PykoBOACTBA MO MEHEIKMEHTY MH(POPMAIIMOHHOW 0€30MacHOCTH IS
TEJIEKOMMYHHUKAIIMOHHBIX oprann3anuii Ha ocHoBe MCO/MDK 27002 [DnexTpoHHbIi pecypc]: — Pexum
nocrymna: https://docs.cntd.ru/document/1200103621.

2. OcHoBBI HH(pOpMAIMOHHOW Oe30macHocTh: YuebHnoe mocobue / A. M. I'onukos - 2007. 201 c.
[DnexTpoHHEIH pecypc]|: — Pexxum goctyma: https://edu.tusur.ru/publications/1024.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Cetu 1 cCUCTEMBI PAIMOCBS3H U CPENICTBA UX UH(DOPMAIIMOHHOM 3aIUThL: YuebHoe mocodue / A.
M. ToaukoB - 2007. 392 c¢. [DnekTpoHHBIHM pecypc]: — Pexum pgoctymna:
https://edu.tusur.ru/publications/1015.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. beszomacHocTh ceTeit OBM [DnekTtpoHHBIi pecypc]: — Pexum pgoctymna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf .

2. bezomacHocTs ceteit OBM. Uacte 1: JIabopatopusiit npaktukym / A. K. HoBoxpecrtos, A. U.
I'ynsieB - 2017. 92 c. [DnexktpoHHBIN pecypc]: — Pexxum moctymna: https://edu.tusur.ru/publications/7225.

3. bezonacHocTh ceteid DOBM [OnekTpoHHBIH pecypc]|: MeToauueckne yKa3aHUsS A
nabopaTopHbIX M npakTtuueckux padbor / HoBoxpectoB A. K., IIpackypun I'A., 2014. - 99 c.
[DnexTponHsbIit pecypc]: — Pexum gocryna: https://disk.fb.tusur.ru/bsevm/practice.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
C OrPaHUYE€HHBIMH BO3MOKHOCTSIMH 3710POBbSI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUE MAaTEPUaJIbl ISl CAMOCTOSITENILHON U ayAUTOPHOI pabOTHl 00yYaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M HHBAJIUIOB MPEAOCTABIAIOTCA B opMaXx,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSIM UX 310POBbS U BOCTIPUATHS HHPOPMALIUH.

JJ1s1 1M1 ¢ HAPYLIEHUSIMH 3PEeHUS
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUIaTeIbHOT0 anmapara:
— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpOo(eccuoHATIbHBIE 0a3bI JAHHBIX
U UH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3yyeHUM AUCHUIUIMHBI PEKOMEHyeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe o0ecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE M MMPOrPaMMHOe o0ecreuyeHue I1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeeHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYATbHBIX KOHCYIbTAIIH,
TEKYLIEro KOHTPOJIS U MPOMEXYTOYHON aTTeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0OYHBIX MECT i y4eOHOI rpymibl, 000pyIoBaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcss MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejiaM JUCITUILUTHHBI.

8.2. MarepuajbHO-TeXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlaGopaTopusi mporpaMMHO-aNapaTHBIX CPEACTB oOecrieueHus] HHPOPMAITMOHHOW 0€30MacHOCTH:
ydeOHasi ayIuTOpHUs IS MPOBENCHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, ydeOHas ayIuTOPHUsS IS
MPOBEACHUS 3aHATHI TabopaTropHoro Tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 405 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- NnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- AnmmapaTHble cpencTBa ayTeHTuuKanun nois3zosarens "eToken Pro";

- [IporpammHo-anmapaTHbiii KoMiuieke 3amutel nHpopmarun: [TAK ViPNet Coordinator HW 100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x;

- YerpoiicTBa YTEHUS CMapT-KapT U PaJHOMETOK: aJanTep KOMIBIOTEPHBIN JJI CYUTHIBAHUS H
nepenauu B [IK cepuiiHpIXx HOMEpOB OECKOHTAKTHBIX HAeHTUHKaTOpoB IronLogic Z-2 USB;

- MarautHO-MapKkepHas JOCKa;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PaGouee mecTo mpenoaBaress.

[IporpamMmHoe obecnieueHue:

- Cucrema MoruTopuHra Zabbix;

- GPSS Studio;

- MaxPatrol Education;

- Microsoft Windows 10;

- VirtualBox;

- Anammzarop tpaduka Wireshark;

- MexceteBoii skpan Positive Technologies Application Firewall Education;

- Cucrema 3amuThl OT yTeukd JaHHbIX: KonTyp nHbopManmonHoi 6e3onacuoctu SearchInform;

- Cucrema oOHapyKeHHUSI BTOP)KEHUH Snort;

- Cucrema oOHapyKeHHUs BTOp>KEHHA Suricata;

- CpencTBO CKaHMPOBAHMS 3AIIUIEHHOCTH KOMIBIOTEpHBIX ceTeit: MaxPatrol Education;

- CpescTBO CKaHMPOBAHUS 3aIIUIIIEHHOCTH KOMIIbIOTepHBIX ceteit: XSpider Education;
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8.3. MaTepua/ibHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1JIsi CAMOCTOSATEIbHOI padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuanbﬂo-TexnuquKoe obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

Haszeanus pa3nenos (tem dopmupyemble
P (rem) PMHPY ®opmbl koHTpoItst | OneHouHble MaTepuaisl (OM)
JUCUUTIIUHBI KOMIIETEHIIUH
1 HopmaruBnas 6a3a u ocHoBsl  |[1K-2, ITK-3 3auét [Iepeuens BOIIpOCOB 1Jist
MOHHUTOPHHTA 0€301TaCHOCTH 3aueTa
TEJCKOMMYHHUKAIIMOHHbBIX JlaGopaTopHas Tembl 1a0opaTopHbIX pabOT
CHCTEM M CeTEH. pabota
TectupoBanue IIpuMepHBIii epeyeHb
TECTOBBIX 3aJaHUI
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2 IlocTpoeHune CUCTEMBI [TK-2, TIK-3 3auét [Tepeuens BOIIPOCOB 1Jist

MOHMTOPUHTIA, IPUHIUIIBI U 3aueTa
KpUTEpHH BHIOOpA I1apaMeTpoB JlaboparopHas Tembl 1abopaTopHBIX paboT
MOHHUTOPHHTIA. pa60Ta

TectupoBanue IIpuMepHBIil IepeyeHb

TECTOBBIX 3a/laHUN

3 Opranuzanus CUuCTEMBI [1K-3 3auér [Iepeuens BonpocoB i
MOHMTOPHUHTa 0€30MaCHOCTH. 3aueTa

JlaGopaTopHas Tembl 1abopaTopHBIX pabOT

pabora

TectupoBanue IIpuMepHBIil IepeyeHb

TECTOBBIX 3aJIaHUN

[xana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCHUIUIMHE TpuBeJeHa B Tabnuue 9.2.
Tabnuna 9.2 — Illkama oneHkn cHopMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS T10

JAUCLUIIIINHE
®dopmynupoBka TpeOOBaHU K CTETICHH C(HOPMHPOBAHHOCTH
Ornenka banner 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATHHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aIOB 3HAHUS YaCTUYHO (dbparmMeHTapHbIE
OCBOEHHOE MPUMEHECHHE
yYMEHHE HABBIKOB
3 ot 60% 1o o0mye, HO He B 1I€JIOM YCIICIITHO, B IICJIOM
(YIOBJIETBOPUTEIIHHO) 69% ot CTPYKTYPUPOBAHHbBIE HO HE YCIEIIHOE, HO HE
MaKCHMaJIbHOM 3HAHUS CHUCTEMATHYECKH | CHCTEMAaTHUECKOE
CYMMBI 0aJIIOB OCYIIECTBIIIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoporo) ot 70% no chopMUpOBaHHBIE, B 1I€JIOM B IICJIOM
89% ot HO CoZepKalue yCIIELLIHOE, HO YCIEUIHOE, HO
MaKCHUMaJIbHOM OTJIEbHbIE coJieprKalie coJieprKaliue
CyMMBbI 0auioB | mpoOaemMbl 3HaHUS OTJICIbHbBIE OTJIeIbHbIE
po0OeIbl yMeHue po0eIbI
MpUMEHEHHE
HABBIKOB
5 (oTIM4HO) >90% or chopmupoBaHHbBIE | CHOPMHUPOBAHHOE YCIELHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yYMEHHE CHUCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUSA MPUMEHECHHE
HABBIKOB

[IIkanma KOMIUIEKCHOM OLIEHKU C()OPMHPOBAHHOCTH KOMITCTCHIIMI MpUBEIeHa B Ta0uIe 9.3.
Ta6mumma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETCHIIUHA

Ouenka dopMynrpoBKa TPeOOBAHUM K CTETICHH KOMIIETEHITUN
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kakoii u3 MeTo10B KOHTpOJIs 1iesocTHoCcTH (paitioB oTcyTerByeT B C3U ot HCJI Secret Net?
a) KonTpomas conepxumoro
b) KonTpoas arpudyTos
¢) KoHTpons caHKIIMOHUPOBaHHBIX U3MEHEHHHA
d) Kontpons cyiecTBoBaHMs
2. Jlns gero mpeHa3HayeHa MporpaMma OnepaTUBHOTO yrpasieHus Secret Net?
a) Jlns 3amutel KoHpUIEHIIMANBHON HHPOPMALIUT
b) [Anst uneHTHPUKALMY 1 ayTeHTUPUKAUH ToIb30BaTenel 10 3arpy3ku OC
¢) [l ueHTpann30BaHHOTO YIIPABJICHUS 3alUIIAEMbIMI KOMITbIOTEpAMU
d) s koHTposist BbIBOAA KOH(MUAEHIIMATIBbHON HHpOpMauu
3. HazoBute ouH U3 peKUMOB pabOTHI MPOrpaMMbl OTIEpaTUBHOTO ynpaBiieHus Secret Net?
a) PexxuM ymipaBiieHus 3aIIMTHRIME MEXaHU3MaMHU
b) Pexxum naentudukanum u ayreHTU(UKaLUY N0JIb30BaTenen
¢) PexxuM MOHHTOpPHUHTA B OTIEPATHBHOTO YIIPABICHUS
d) Pexxum anmapaTHON GJIOKMPOBKH 3aIIUIAEMOT0 KOMITbIOTEPA
4. Bpibepute TUMOBBIE 33/1a4l aMUHHUCTpAaTOpa O€30MaCHOCTH, AJIsl BhIMOJHEHUs koTophix HE
HCIOJb3yeTcsd MporpaMMa oOINepaTHBHOTro ymnpaBieHus Secret Net B pexume
KOHQUTYypUPOBAHUS:
a) PemakTupoBaHue CTPYKTYpHI ONIEPATUBHOTO YIIPABICHUS
b) Hactpoiika mapameTpoB cOopa JIOKaJIbHBIX KYPHAJIOB
¢) KoHTponnpoBanue cOCTOSIHUS 3alIUIIIEHHOCTH CUCTEMBI
d) Hactpoiika napaMeTpoB ceTeBbIX COETUHEHHM
5. Tlepeuucnure TUMOBBIE 3a7a4u aJIMUHUCTpaTOpa 0E€30MACHOCTH, JIJI BHITTOJTHEHHS KOTOPBIX
UCIIOJIb3YETCs MporpaMma ONepaTUBHOIO YIPaBJICHUS B PEKUME YIPaBICHUSI.
a) KonTponupoBaHue 1 ornoBenieHNEe O MPOU3OLIEAIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JI0
CTyma
b) KoHTponumpoBaHue TEKYyIIEro COCTOSHUS 3alIUITAEMbIX KOMITBIOTEPOB
¢) Hactpoiika mouToBoii pacchuiku yBegomiieHui o coobrtusix HCJJ
d) BeimonHeHuMe ACHCTBHIA C 3aIUIIAEMBIMU KOMITBIOTEpAaMH MTPH BO3HUKHOBEHUHU YTPO3 IS
0€3 OMacHOCTH CUCTEMBI
6. Jlns gero Heobxoammo kButupoBanue coobiTuit HCJ/I B cucteme Secret Net?
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a) Jns ycrpanenns mocneacteuit HCJI
b) Hns npenorspamenus HCJI B Oyaymiem
¢) Jns dbukcanum peaknuu agMuHACTpaTopa 6e3onacHocTu Ha coobrTe HC/L
d) Hns ynanenus coobrtust HCJI u3 s)xypHanoB ayaura

7. Kaxkoil n3 MexaHM3MOB yAaJIEHHOTO YIIPaBJIeHUs 3alIUIIaeMbIM KOMIIBIOTEPOM HE peain30BaH 1
Kaspersky Security Center?
a) YnaneHHas yCTaHOBKA MPHUIIOKCHUN
b) VYnmanennas mepesarpyska 3aliuiiaeMoro KOMIboTepa
¢) YialleHHBIH KOHTPOJIb LIETOCTHOCTH UH(OPMALIMKU OTPAaHUYEHHOTO JIOCTYyIa
d) YnanenHoe ympaBieHHE HACTpOHKaMHU aHTUBUPYCA

8. Kakne BO3MOXXHOCTH ympaBlieHUs anmapaTHbiMu uiaeHTudukatopamu eToken HE
npenocrapiset Safenet Authentication Manager?
a) O6nosnenue coaepxkumoro eToken
b) OO6cnyxuBaHUE 3aPOCOB Ha pa3dsokupoBKy eToken
¢) HsBneuenue kimouet mumdppoBanus u3 mamsatu e Token
d) CamocrosarensHas peructpanus eToken mons3oBarenem Ha otneasHoM WEB-caiiTe

9. Kakoii U3 BapuaHTOB OTBETA HE OTHOCHUTCS K BO3MOKHOCTSIM LIEHTPAJIM30BAHHOTO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIIBHON CETH OpraHU3aIluu C
MMOMOIUIBIO TTPO TPaMMBbI ONTEPATUBHOTO yIpaBiieHus Secret Net?
a) KonTponupoBaHue coCTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
b) Ompenenenue 06CTOATENHCTB, KOTOPbIE MPUBEIN K U3MEHEHHUIO COCTOSIHUSI 3alIUIIIEHHOCTH
cuctembl win K HCJJ
¢) Hactpoiika KoHGUTYpaIlMOHHBIX TTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelsgBieHue NpyUyYrH OPOU3O0IIECIIINX U3MEHEHUI COCTOSHUS 3allUIIIEHHOCTH CUCTEMBI

10. Kakoii u3 BapuaHTOB OTBETOB HE MCHOJB3YETCS IJS OMNEPATUBHOTO HM3BEUICHUS

aJIMUHHCTpaTOpa 0€30MaCHOCTH O COOBITUSAX HECAaHKIIMOHMPOBAHHOIO JOCTYyNa B MPOrpaMmme
onepaTMBHOTO yrmpasiieHus Secret Net
a) BusyansHoe oroOpakenne HCJl Ha nuarpamme ynpaBiieHUs
b) IIucebMO HA PAEKTPOHHYIO TOUTY AIMHHUCTPATOPY OE30MACHOCTH
¢) YBeaomsieHue Ha TenedoH aIMHUHHCTpAaTOpa O6e3omacHocTy mo SMS
d) 3BykoBO€ yBeAOMIICHHE B MPOTpaMMe OTIEPATHBHOTO YTpaBiieHus npu BosHUKHOBeHUH HCJ]

9.1.2. IlepevyeHb BONPOCOB ISl 3a4€Ta

1. Kaxkoii crangaprt (cepust CTaHIApPTOB) CTaJl OCHOBOIIOJIOXHUKOM CTaHIApTU3ALUU CUCTEM YIIPaB-
nenus UB?

KakoBbl OCHOBHBIE LI€JU CI€AO0BaHUA MOJenNM JleMHHra npu HNOCTPOEHHUH CHUCTEMBI
MOHHUTOPHHTa 0€30MaCHOCTH TEJICKOMMYHHUKAIIMOHHBIX CUCTEM U CeTer?

Kakue cucrteMbl OTHOCATCS K CUCTEMaM MOHUTOPUHIA C ar€HTOM, a KaK1e HeT?

Yro takoe SIEM u kakas cdepa ero npuMeHeHus?

®opmbl XxpaHeHHs HHPOPMAIIUY B CHCTEMAaX C IMOJIHOTEKCTOBBIM IIOMCKOM?

Yro Takoe WMI?

Kakyto nH}popMaIuio MOXKHO MOIy4YUTh IpHu oMo SNMP?

o

Nownkw

9.1.3. TembI J1a00paTOPHBIX PadoT

1. PaGoTa ¢ mpoToKoIaMu MOHUTOPUHTA. MOHUTOPUHT 0€3 y4acTHsl areHTOB. AHaMM3 paboThI
npoTtokona SNMP.

2. TlpoueccHslif MOIX0a K OpraHu3anuu MoHuTopuHra. [{ukn HenpepbiBHOCTH. BBIOOP KpuTepues
MOHHMTOPHHTIA JIJIs1 HEOOXOAUMBI J1JIsl HEMPEPBHIBHOCTH MPOLIECCOB.

3. MOHHTOPHUHT MPH TTOMOIIIY areHTOB. Y CTAHOBKA M HACTPOWKA CHCTEMbl MOHUTOpHUHTA Zabbix.

4. Pa6ora ¢ moacuctemoit WMI. TlonknrodeHne XOCTOB K CHCTeMe MOHHTOpHHTra Zabbix.
Hacrpoiika gambopmoB 1isi KOMaHAbl MOHUTOPUHTA.

5. PazBeprriBanue SIEM cuctemsl. OnpeneneHne UCTOYHUKOB TMOJydeHHsT WHpoOpMaIuu o
coOBITHAX NHPOPMAIIMOHHON Oe30macHocTH. Paz0op HEOOX0IMMOCTH HOPMATU3AIMK COOBITHH.
Co3nanue mpaBui Koppensiuu coObiTuii. Co3maHue WHIHICHTOB HA OCHOBE COOBITHUM
nH(}pOpMaAITMOHHOW 0€30MMacHOCTH.

6. Prometheus. Grafana, InfluxDB. MeTonbl xpanenus u aHanusza coOpaHHOW MHGOpPMAIIHH.
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dopMupoBaHue AaIOOPIOB B CUCTEMAaX C OTKPBITHIM UCXOTHBIM KOJOM.
9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCTOATEIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosdTenpHas paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

HauaTtp n3ydeHne MTUCHUILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM IITAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuana He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe 0OIIEAOCTYITHBIMUA HHTEPHET-IOPTANIaMH, COJCPKAILUMHU
Hay4YHO-TIONYJSPHBIE U CIELUAJIU3UPOBAHHBIE MaTepHajbl, MOCBSIIEHHBIE PAa3JIUYHBIM aCIEKTaM
y4eOHOM JIUCUUIUINHBL.

IIpu caMOCTOATEIBLHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME HWJIM NPOCMOTP MaTepHuajla OCYLIECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
MHAUBHUAYAIbHOTO NIOHUMAaHUS U OCBOEHMS MaTepuaja, BblIIENssl OCHOBHBIE UJEH; HA OCHOBAHUHU
N3yUYEHHOI'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaTbCSI COOTHECTH TEOPHUIO ¢ IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAOTCS HE3HAKOMBIE UJIM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAYEHUE JJIs IOHMMaHUS JaJbHEHNIIEro MaTepuaa;

— OCMBICJIMBAlTE IPOYUTAHHOE U NU3YUEHHOE, OTBEYANTE Ha MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHblE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHCS JOMOJHHUTEIbHBIC 3aHATHUA, B T.4. B (hopMe BeOMHAPOB.
Pacnucanue BeOMHAPOB U 3alMUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3IeKTPOHHOM
YKypHaJIE 110 TUCLUIUINHE.

9.3. Tpeﬁona}mﬂ K OCHOYHBIM MaTepuajJdaM Jisl JUll ¢ OrpaHHYCHHBIMHA BO3MOKHOCTAMMU
310pOBbHA U HHBAJIUA0OB

Jns nun ¢ OorpaHUYEHHBIMH BO3MOJXKHOCTSIMH 370pOBBSI U WHBAJIHUJIOB MPEIYCMOTPEHBI
JOTIOJTHUTEJIBHBIE OIEHOYHBIE MaTepHAJIbl, MepeueHb KOTOPHIX yKa3aH B Tabnuie 9.4.

Tabnuna 9.4 — JlomoJHUTENbHBIE MaTEpHaNbl ONCHUBAHUSA JUISA JIMI C OTPaHUYCHHBIMU
BO3MOKHOCTSIMH 3JIOPOBBSI M1 MHBAJIHUIOB

Kareropuu o0y4aromuxcs

Buasl 1ooHUTENEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB O0yUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOThI, BOITPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, ONpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYATBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO arapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHu4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUSIM

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKU

9.4. MeToauuecKkue PEKOMEHIAIUHA MO OCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA
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Jlist i1y ¢ OTpaHUYEHHBIMH BO3MOXKHOCTSMH 3JI0POBbSI U WHBAJHUIOB MpPEAyCMaTPUBACTCS
nocTymHas popMa npeaoCTaBICHHS 3aJaHHA OIICHOYHBIX CPENICTB, & IMEHHO:

— B IIeYaTHOM (opme;

— B IIeYaTHOM popMe ¢ yBEITMUCHHBIM HIPUPTOM;

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJJaHHs BCITYX;

— MPeIOCTaBICHHE 3aaHNUs C UCIIOJIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOMPOCHL. [[s Takux oOydarommMXcs MpeaycMaTpUBaeTCs
nocTymHas popMa IpeoCTaBICHHs OTBETOB HA 3aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha OyMmare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBAHHUS PE3yIbTATOB OOYYECHHUs JHUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 0 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B GopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPHATHSI HHPOpPMAITUH:

Jst Iun ¢ HapylIeHUsIMU 3PeHH:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-BUTaTeJIbHOTO anmapara:

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TaTIOB.
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