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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. OBnaseHre OCHOBHBIMH MPHUHLUIIAMH YIPABICHHUsS ypPOBHEM MH(POPMAIIMOHHOW 6€3011acHOCTH
3aIIMIIAEMbIX PECYPCOB OPTaHU3aLUN.

1.2. 3agauy AUCHUILIUHBI

1. Ilonyuyenue cTyaeHTAaMU 3HAHUW O CTPYKType U MPUHIHUIAX HNOCTPOCHHS MOJIUTUKH
nH(pOpMaIMOHHOM 0€30MaCHOCTH OpraHU3aIiH.

2. IlonydeHue cTyJlecHTaM YMEHUN U HABBIKOB IO MTOCTPOEHUIO MOJIETICH YIpO3 U HAPYILIUTENECH U
10 OIICHKE PUCKOB WH()OPMAITMOHHOM 0€30MaCHOCTH B OpraHU3aIIIH.

3. llonydyeHnue cTyJeHTaAMH 3HaHHUK 00 OCHOBHBIX METOJAaX KOHTPOJS oOecrmedeHUs
nH(pOpMaMOHHOM 6€30MaCHOCTH B OPTaHHU3AIIUH.

2. MecTo aucuunannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunast (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monynb quctumiinH: Moayns HampaBieHUs ToAroToBku (special hard skills - SHS).

Nunexc qucuumiuael: 51.0.03.18.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInn 1 HHAUKATOPBI UX JOCTHIKEHUS

NHaukaTopel TOCTHKEHUS [Inanupyemble pe3yabTaTbl 00yUEHUs 10
KOMIIETCHIIUH JUCLUTIIINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-4.1. Cnocoben
MIPOBOJIUTH
OpTraHU3aI[HOHHEIC
MEPOTIPHUSITHSI TI0
00eCIeUeHUIO
0e30macHOCTH
uHpOpMauu B
ABTOMATH3UPOBAHHBIX
cHUCTEMaX

OIIK-4.1.1. 3naer
CoJIepKaHue U MOPSIOK
JeSITeTTLHOCTH MIEPCOHANIA M0
OKCIUTyaTaIlH 3alUIIEHHBIX
ABTOMATH3UPOBAHHBIX CHCTEM
U CHCTEM 3aIlUThI
uHpOpMaLUN

3HaeT cofiepyKaHue U MOPSIOK JEATeIbHOCTH
HepCOoHaIa MO HKCILTyaTallK 3aIUIIEHHbIX
aBTOMATH3HPOBAHHBIX CUCTEM U CHCTEM
3alMTHl HHPOPMAIUU

OIIK-4.1.2. Ymeer
OTIpEeeNATh MO IJIeKalIe
3amuTe nHGOpMaIMOHHbIE
pecypchl, ONpenessaTh
rapaMeTpbl HACTPOUKHU
MIPOrpaMMHOTO 00eCTIeUueHNUS,
OCYUIECTBIIATH IUIAHUPOBAHHE
W OpraHU3aIHI0 PAOOTHI
nepcoHasa
aBTOMaTU3UPOBAHHOMN
CUCTEMBI C YYETOM
TpeOOBaHUII TI0 3aIIHUTE
uHbopmauu

YMeer ornpenensaTh MO IeKAaIIe 3alTiTe
WH(POPMAIIMOHHBIE PECYPCHI, OTIPENIENIATh
napaMeTpbl HACTPOHUKH TIPOTPAMMHOTO
o0ecrieueH s, OCYIIECTBIISATh INIAHUPOBAHUE
Y OpraHu3aiuo padoThl epcoHaIa
aBTOMATH3HPOBAHHOUW CUCTEMBI C yUETOM
TpeboBaHUi 0 3aImmuTe HHPOPMAITUH

OIIK-4.1.3. Bnaneer
HaBBIKAMHU Pa3pabOTKH
HOJIMTUKU OE30MaCHOCTH
uHpOopMaLuu
ABTOMATH3UPOBAHHBIX CHCTEM

Bnaneet HaBbIkaMH pa3pabOTKH MOJIUTUKU
6e3onmacHOCTH UHPOPMALIUU
aBTOMATHU3UPOBAHHBIX CUCTEM
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OIIK-5. Cnocoben
MMPUMCHATH
HOPMAaTUBHBIC ITPABOBLIC
AKTbl, HOpPMATHUBHBIC U
METOANYCCKUC
JIOKYMEHTHI,
periIaMeHTHPYIOIINE
JIeSTEIbHOCTb M0 3aIIUTEe
uHpopmanuu B chepe
pohecCHOHATLHOM
JeSTEIbHOCTH

OIIK-5.1. 3HaeT OCHOBHBIE
BUJIBI M TTOPSIOK IPUMEHCHHUS
HOPMATHUBHBIX U
METOAMYECKUX JTOKYMEHTOB, a
TaKKe MOPSAIO0K COOIIOICHUS
3aKOHOIATEIbHBIX
orpanu4eHuii B chepe
pohecCHOHATBLHOM
JCSITEIbHOCTH

3HaeT OCHOBHEIE BU/JbI U ITOPAIOK
MMPUMCHCHUA HOPMATUBHBIX U MCTOANYCCKUX
JIOKYMEHTOB, @ TAK)Ke MOPST0K COOJTIOICHHS
3aKOHOJATEIbHBIX OrpaHUYEHUH B chepe
po(hecCHOHALHOM JIEATEITBHOCTH

OIIK-5.2. Ymeer
HCIIOJIb30BaTh OCHOBHBIE
METO/IbI TPABOBOM OLIEHKU
pa3IMYHBIX OJX0/I0B
pereHus 3a1ad B chepe
npodecCuoHaIbHON
JESITEIIbHOCTH

YMeeT UCIoIb30BaTh OCHOBHBIE METOIBI
MIPaBOBOM OIIEHKU Pa3IUYHBIX ITOJIXO0/I0B
pereHus 3a1a4 B chepe npodeccHoHaIbHOM
JEeSITeTTHHOCTH

OIIK-5.3. Braneet HaBbIKaMu
pa3paboTKu TEKCTOBOU
JIOKYMEHTAIlMU B 00J1acTH
npodeccuoHaNBHOM
JESITEIIbHOCTH B
COOTBETCTBHUHU C
HOPMATUBHBIMH
TpeOOBaHUSIMU,
perIaMeHTHPYIOIIUMHU
JEeSITEIILHOCTD 110 3aIIUTe
uHpopMaLun

Brnaneet HaBbIKaMu pa3pabOTKH TEKCTOBOM
JIOKYMEHTaIlMU B 00J1acTH
npodeccCHOHaNBEHON e TENBHOCTH B
COOTBETCTBUHU C HOPMATUBHBIMU
TpeOOBaHUSMU, PErIIaAMEHTUPYIOLTUMHI
JESITENBHOCTH 110 3alIuTe HH()OpMAaLIUU

CornacoBaHa Ha noptane N2 75045




OIIK-6. CniocoGeH mpu
peleHnH
po(hecCHOHATLHBIX
3aJ1a4 OPraHNu30BBIBATH
3aIuTy nHpopManuu
OTPaHUYEHHOTO JIOCTYTIA
B COOTBETCTBHUH C
HOPMAaTHUBHBIMU
NPaBOBBIMHU aKTaMH,
HOPMATHUBHBIMH U
METOAMYECKUMHU
JOKYMEHTaMHU
®enepabHON CITyKOBbI
0e301acHOCTH
Poccuiickoit
®denepaunu,
®enepabHON CITyKOBbI
10 TEXHUYECKOMY H
HKCTIOPTHOMY KOHTPOJIIO

OIIK-6.1. 3HaeT ocHOBHbIE
IIOJIOKEHUS JEHUCTBYIOIUX B
P® HOpMaTUBHBIX ITPABOBBIX
aKTOB, HOPMAaTUBHbBIX U
METOANYECKUX TOKYMEHTOB
110 BOIIPOCaM OpraHU3aluu
3alUThl HH)OPMAIHH
OTPaHUYEHHOTO J0CTyna

3HAaeT OCHOBHBIE MOJIOKEHUS IEHCTBYIOIINX B
P® HOpMaTUBHBIX NIPABOBBIX AKTOB,
HOPMAaTUBHBIX U METOANYECKUX TOKYMEHTOB
I10 BOIIPOCaM OpraHU3alUuH 3alUThI
MH(POPMALIUK OTPAaHUYEHHOTO JI0CTyIa

OIIK-6.2. YmMeeT
aHAJM3UPOBATh U
paszpabaThIBaTh IPOSKTHI
JIOKaJIbHBIX MTPABOBBIX aKTOB,
WHCTPYKIIUH, PETIIAMEHTOB U
OpraHu3aIMOHHO-
pacropsANTEIbHBIX
JIOKYMEHTOB,
pErJIaMeHTHPYIOMUX paboTy
1o 0becrneyeHnIo
nH(OpMaAITMOHHOM
Oe30macHOCTH

YMeer aHaTM3UpOBaTh U pa3padaThiBaTh
MIPOEKTHI JIOKAITBHBIX MIPABOBBIX aKTOB,
WHCTPYKIIHUH, PETJIAMEHTOB U
OpraHU3aIMOHHO-PACTIOPSAUTEIBHBIX
JIOKYMEHTOB, PETIIAMEHTHPYIOIIUX PadoTy 1Mo
obecnieueHno HHHOPMAITHOHHOM
0€30macHOCTH

OIIK-6.3. Bimageer HaBBIKaMU
MIPUMEHEHHUS TEXHOJIOTHH,
METO/OB U CPECTB 3aLUTHI
uH(pOpMaIUU OTPAHUYCHHOTO
JIOCTyTa

Brnageet HaBbIKaMu IPUMEHEHUS
TEXHOJIOTHi1, METOJIOB M CPEJICTB 3allUThI
uH(pOpMaIlK OTPAHUYEHHOTO JOCTYTIA B
nporecce GyHKIIMOHUPOBAHUS CETei
AIEKTPOCBS3U

OIIK-10. Crioco6en B
KaueCTBE TEXHUIECKOTO
CIEIHAIINCTA TIPUHUMATH
ydacTue B
(dbopMupOBaHUU
TIOJTUTUKH
UH(POPMALIMOHHOM
0e30IacHOCTH,
OpPTaHW30BBIBATH U
MOIICPIKUBATH
BBITIOJTHCHHE KOMITJICKCA
Mep 10 00ECTICYEHHIO
UH(POPMALIMOHHOM
0e30IacHOCTH,
YIOPAaBISATH MPOIECCOM
WX pean3aliy Ha
00BEKTE 3aIUTHI

OIIK-10.1. 3HaeT npUHLMIIBI
(bopMHpOBaHUS TIOTUTUKA
UH(POPMALMOHHOM
Oe3onacHocTH
ABTOMAaTH3UPOBAHHBIX CHCTEM

3HaeT NPUHIUIBI (POPMHUPOBAHUS TIOTUTUKH
nH(POPMAIIMOHHON 0E30MMaCHOCTH
ABTOMATU3HUPOBAHHBIX CUCTCM

OIIK-10.2. Ymeer
aHAJM3UPOBATh U
paspabaThIBaTh IPOSKTHI
JIOKaJIbHBIX MTPABOBBIX aKTOB,
WHCTPYKIIHH, PETIIAMEHTOB U
OpraHu3aIMOHHO-
pacropsANTeIbHBIX
JIOKYMEHTOB,
pErJIaMeHTHPYIONUX padoTy
o 00eCTeYeHHUIO
nH()OpMaAITMOHHON
0€30macHOCTH B OpraHU3aluN

YMeeT aHaTu3upOBaTh U pa3padaThIBATh
MIPOEKTHI JIOKATBHBIX MPABOBBIX aKTOB,
WHCTPYKINH, PETJIAMEHTOB H
OpTraHU3aIMOHHO-PACTIOPSTUTEIIEHBIX
JIOKyMEHTOB, PErJIAMEHTUPYIONIUX PadoTy o
obecnieueHno HHHOPMAITMOHHOM
0€301acHOCTH B OpraHU3aIUN

OIIK-10.3. Bnaneer
HaBBIKAMHU pa3pabOTKH
HOJIMTUKU OE30MaCHOCTH
uHpOpMaLUun
ABTOMATH3UPOBAHHBIX CHCTEM

Bnaneet HaBbIkaMH pa3pabOTKH MOJIUTUKU
6e3onmacHOCTH UHPOPMALIUU
aBTOMATHU3UPOBAHHBIX CUCTEM

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM TUCHUILIMHBI B 3aYe€THBIX eIMHUIAX C YKA3aHHEM KOJIUYECTBA aKaleMHYEeCKUX YaCoB,
Bbl/IeJIEHHBIX HA KOHTAKTHYI0O Pa00Ty 00y4aloluXxcs ¢ npemnojgaBarejiemM
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U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mas TpyA0eMKOCTh AUCHHUIUIMHBI COCTABISAET 5 3a4eTHBIX equHuIl, 180 akageMHUuecKux 4acos.

Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUJIaM y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.

Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI 1O BUIaM YUY€OHOU ACSITEIbHOCTH

Bcero |CemecTpsl

Bunbl yueOHO# nesTenbHOCTH
4acoB 7 cemectp

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenogaparesaeM, BCero 66 66
JIeKIIMOHHbBIE 3aHATUS 36 36
IIpaxTHueckue 3aHATHSA 18 18
JlabopatopHbie 3aHATHS 12 12
CamocTosiTesibHAsi padoTa 00y4alIIMXCS, B T.4. KOHTAKTHAsl 78 78
BHeayIMTOpPHAasi padoTa 00y4alIIMXcs ¢ mpenoaaBaresieM, BCero
Hanucanue oTueTa 1o nmpakTUYECKOMY 3aHATHUIO (CEMUHApPY) 16 16
[ToaroroBka Kk TECTUPOBAHUIO 26 26
BrinosiHeHME TPaKTUYECKOTO 3aJaHUs 22 22
[ToaroTtoBka k 1abopaTopHOil paboTte, HaNMCaHUE OTYETa 14 14
IlonroToBKa U cAava YK3aMeHA 36 36
Oo0mas Tpy10eMKOCTH (B Yacax) 180 180
OO0mas TpynoemMkocTsb (B 3.e.) 5 5

5. CTpykTypa M coaep:KaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJTbHOCTH

CTpyKTypa IMCUUILUIMHBI TIO pa3jaeiaM (TeMaMm) U BHaaM y4eOHOM NesTeNIbHOCTH IMPUBEICHA B
tabmuie 5.1.
Ta6ymma 5.1 — Pa3yennl (TeMbl) TUCHMILIMHBI M BUABI YICOHOH ACATCIBHOCTH

Ha3Banus paznenos (Tem) ieHK' IIpak. | JIa6. | Cam. Bcer(%;aCOB dopmupyembie
IUCIUAILINHBI ” | 3aH., 4 | pab. |pab., u KOMIIETEHIIN U
k! 9K3aMEHa)
7 cemecTp
1 Ananu3 oObeKTa 3aIUThI 8 8 - 22 38 OIIK-4.1, OIIK-5,
OIIK-6
2 Buytpennue yrpossl b 4 10 - 20 34 OIIK-10, OIIK-6
3 I[TonGop u yBoJIbHEHHE 2 - - 4 6 OIIK-6
COTPYAHUKOB
4 Texymias paboTa ¢ mepcoHaIOM 2 - - 4 6 OIIK-6
5 Pasrpanuuenue nocrymna u 2 - - 4 6 OIIK-6
KOHTPOJIb pabOThI COTPYTHUKOB
6 Ynpasnenue nnuuaentamu b 4 - 12 18 34 OIIK-6
7 CucteMbl MeHexMenTa b 4 - - 2 6 OIIK-10, OIIK-6
8 CBoj mpaBuil 110 YIIPaBJIECHUIO 4 - - 2 6 OIIK-10, OIIK-6
b
9 O0ecrieueHne 3aUThI 6 - - 2 8 OIIK-10, OIIK-6
uH(GOpPMAIIUU B IKCTPEHHBIX
CUTyaIusIX
Uroro 3a cemectp| 36 18 12 78 144
Uroro| 36 18 12 78 144

5.2. Coaep:xanue pa3esoB (TeM) TUCHUNIMHBI
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Coneprkanue pa3iesioB (TeM) TUCHUTLIAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B TabywmIe 5.2.
Tabmuma 5.2 — CoaeprkaHue pa3ieiaoB (TeM) TUCITUTUIMHBI (B T.4. 1O JICKIUIM

HazBanus pasnenos (Tem) Conepkaine pasaeios (em) Tpynoemxocts dopmupyemble
JE——— JTUCIUIUINHBI (B T.4. 110 (JIeKIIMOHHBIE KOMIIETCHITHI
JIEKIIHSIM) 3aHATHSA), U
7 cemecTp
1 Anamn3 o0beKTa 3aIUThI AHanu3 00bLEKTOB 3aIUTHI 8 OIIK-6
Hroro 8
2 Buytpennue yrpo3sl Ub Buytpennue yrpossl b 4 OIIK-6
Hroro 4
3 I[TonGop u yBoJIbHEHUE [Ton6op u yBoJIbHEHUE 2 OIIK-6
COTPYAHUKOB COTPYAHUKOB
Htoro 2
4 Texymmas pabota ¢ Texymiast pabota ¢ nepcoHaiom 2 OIIK-6
MEPCOHAIIOM Uroro 2
5 Pasrpannuenue goctyna u |Pasrpannuenue nocrymna u 2 OIIK-6
KOHTPOJIb pabOThI KOHTPOJIb paOOTHI
COTPYJIHUKOB COTPYJIHUKOB
Hroro 2
6 YnpasiieHue uHIMAEHTaMu | YnpasieHue nauugaenramu b 4 OIIK-6
b Htoro 4
7 Cucremnl meHexMeHTa Wb | Cucrembl MenemkmenTa b 4 OIIK-6, OIIK-10
Hroro 4
8 CBOJI TpaBUII 11O CBoj npaBuJI 1O YIPABJIECHUIO 4 OIIK-6, OIIK-10
yrnpasnennto b b
Hroro 4
9 O0ecneueHue 3alIUTH OO0ecrieueHue 3alUThI 6 OIIK-6, OIIK-10
WHGOPMAIIUU B IKCTPECHHBIX |MH(GOPMAITUU B IKCTPEHHBIX
CUTyaIusIX CUTYaIUIX
Htoro 6
Hroro 3a cemectp 36
Hroro 36

5.3. lIpakTHyeckue 3aHATUSA (CEMUHAPDI)

HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabauma 5.3. — HauMeHoBaHue NpaKTUYECKUX 3aHATUN (CEMHHAPOB)

HaszBanus pa3aenos HaumeHoBanue nmpakTH4eCKux dopmupyemble
(TeM) AMCLHUIIINHBI 3aHITUN (CEMUHAPOB) Tpynoemkocts, 1 KOMIIETCHIINH
7 cemecTp
1 Anamn3 o0beKTa AHanu3 o0beKTa 3alnuThl YacThb 1 4 OIIK-4.1, OIIK-6
3alUThI Amnann3 00beKTa 3alUThI 9acTh 2 4 OIIK-4.1, OIIK-5,
OIIK-6
Hroro 8
2 Buytpennue yrpo3sl |BHyTpeHHue yrposst b 10 OIIK-6, OIIK-10
Wb Hroro 10
Hroro 3a cemectp 18
Hroro 18

5.4. JlabopaTopHbIe 3aHATHSA
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HaumenoBanue 1abopatopHbIX paboT MpHUBEACHO B TadnuIe 5.4.
Tabmuna 5.4 — HaumeHnoBanue 1a60paTOPHBIX padboT

Ha3zBanus pa3genon dopmupyemble
T —— HaumenoBanue naboparopHbix padot | TpyaoeMKocTs, 4 P —
7 cemecTp
6 YmpasieHue AHanu3 u ynpaBJIeHUE PUCKaMU 4 OIIK-6
uHiuaeHTamu b WH(OPMALIMOHHON CUCTEMBI
AHanu3 pucKoB Ha OCHOBE MO/JIENH 4 OIIK-6
yIrpo3 u
YA3BUMOCTEHN
AHanu3 pucKoB Ha OCHOBE 4 OIIK-6
DigitalSecurity.
Konpgop
Hroro 12
Hroro 3a cemectp 12
Hroro 12

5.5. KypcoBoii npoekT / KypcoBasi padora

He npeaycMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. CamocTosiTeqbHaAs1 padoTa

Buaer caMocTosITENbHOM paboOThI, TPYAO0EMKOCTh M (POPMHUPYEMbIE KOMIIETCHIIMU TIPEICTABIICHBI B

Taduie 5.6.

Tabmura 5.6. — Buabl caMoCcTOATEIbHOU PabOThI, TPYIOEMKOCTh B (HOPMHPYEMbIE KOMIICTCHIIUN

HasBanus pasznenos | Buasl camocrostensHo | Tpynoemkocts, | dopmupyemslie
@OpMBI KOHTPOJIA
(TeM) TUCLMILIMHBI paboThI q KOMIIETEHIINHU
7 cemecTp
1 Ananus o0bexta |Hammcanue oTyeTa 1o 8 OIIK-4.1, OTuyer no
3aIIUThI MPAaKTUYECKOMY 3aHSITHIO OIIK-5, OIIK-6 | mpakTu4eckoMmy
(cemunHapy) 3aHATHUIO
(cemuHapy)
IloaroroBka k 2 OIIK-4.1, TectupoBanue
TECTUPOBAHUIO OIIK-5, OIIK-6
Brinonnenue 12 OIIK-4.1, [IpakTrueckoe
MPAKTUYECKOTO 3aJaHus OIIK-5, OIIK-6 3a7aHue
Hroro 22
2 BuyTtpenHue Hanucanue oryera no 8 OIIK-6, OIIK-10 Oruer 1o
yrpo3sst b [IPaKTUYECKOMY 3aHATHUIO [IPaKTUYECKOMY
(cemunapy) 3aHSTHIO
(cemuHapy)
ITonroroBka K 2 OIIK-6, OIIK-10 TectupoBanue
TECTUPOBAHUIO
Brinosnnenue 10 OIIK-6, OIIK-10 | IIpaktuueckoe
MIPAKTUYECKOTO 3a/IaHus 3aJjaHue
Uroro 20
3 IMon6op u IToarorosxka x 4 OIIK-6 TectupoBanue
YBOJIbHEHUE TECTUPOBAHUIO
COTPpYTHUKOB Htoro 4
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4 Texymias padota |I[loarotoBka k 4 OIIK-6 TectupoBanue
C IIEpCOHAJIOM TECTUPOBAHUIO
Hroro 4
5 Pasrpannuenue |IloaroroBka k 4 OIIK-6 TectupoBanue
JocTyna u TECTUPOBAHUIO
KOHTPOJIb pabOTHI
COTp}F/)IIHI/IIE)OB Hroro 4
6 Yupasienue [Togroroska k 4 OIIK-6 TectupoBanue
nHuuaeHTamMu b | tectupoBaHuio
[ToaroroBka k 14 OIIK-6 JlaGopaTopHas
nabopaTopHoi pabore, pabota
HamucaHue oT4era
Hroro 18
7 CucteMbl [Togroroska k 2 OIIK-6, OIIK-10 | TectupoBaHue
MeHemkmenta Ub | tectupoBaHuio
Hroro 2
8 Cog npasun no | Iloaroroska k 2 OIIK-6, OIIK-10 | TectupoBaHue
yrpasienuro b TECTUPOBAHUIO
Uroro 2
9 ObGecrnieuenue [ToaroroBka k 2 OIIK-6, OIIK-10 | TectupoBanue
3aIUTHI TECTUPOBAHUIO
uHpopmaIuu B
AKCTPEHHBIX Hroro 2
CUTYaLIUAX
Hroro 3a cemectp 78
[loaroroBka u craua 36 DK3aMeH
JK3aMeHa
Htoro 114

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX PH U3YUYEHUU TUCUHUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
NEATEILHOCTH MPEICTAaBICHO B Ta0HIIE 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIHH, ((OPMUPYEMBIX TIPU U3YUYEHUHU AUCLUUILINHBI, U BUIOB

3aHATUI
Bupapl yueOHOM esTeIbHOCTH
dopmupyembie
Jlek. | Ipak. | JIa6. | Cam. DopMBI KOHTPOJIA
KOMIIETEHIINH
3aH. 3aH. | pab. | pa®.
OIIK-4.1 + +  |OTuer no NpakTUUYECKOMY 3aHATHIO (CEMUHApY),
[TpakTnueckoe 3aganue, TecTupoBaHue, JK3aMeH
OIIK-5 + +  |OTueT mo MPaKTUIECKOMY 3aHATHIO (CEMUHApY ),
[IpakTnueckoe 3ananue, TectupoBanue, JK3aMeH
OIIK-6 + + + + |JlaGopaTopnas pabora, OT4ET MO NPAKTUIECKOMY
3aHATHIO (ceMuHapY), [IpakTHueckoe 3aganue,
TectupoBanue, Jk3aMeH
OIIK-10 + + +  |OTuer no NpakTUUYECKOMY 3aHATHIO (CEMUHApY),
[TpakTnueckoe 3aganue, TecTupoBaHue, JK3aMeH

6. PeiiTunronas cucrema AJISl OHCHKH YCIIEBA€EMOCTH Oﬁy‘{alOIHI/IXCH

6.1. basuibHbIe OLeHKH /151 JOopM KOHTPOJIA
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bannbeHbIe o1eHKH 11 POpPM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6. 1.
Tabmuia 6.1 — banapHbIe OLIEHKH

. o MaxkcumanbHbII
MaxkcumanbHbIA MaxkcumanbHbIA
OaJut 3a nepuos Bcero 3a
@DopMbI KOHTPOJIS O6amn Ha 1-yto KT ¢ | Gamn 3a nepuon
mexny 2KT u na ceMecTp
Hayana cemectpa | Mexay 1KT u 2KT
KOHEI| cemMecTpa
7 cemecTp
JlaGopatopHas pabota 5 5 5 15
[TpakTueckoe 3agaHue 0 0 20 20
TectupoBanue 0 0 15 15
OT4eT 1o NpakTUYECKOMY 0 0 20 20
3aHATHIO (CEMHHApY)
OK3aMeH 30
Nrtoro makcumym 3a 5 5 60 100
Hepuos
Hapacratomum urorom 5 10 70 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6a/UIOB B OIIEHKH 32 TEKYIIUH KOHTPOJb MPEJCTABICH B TabmuIe 6.2.
Tabnuia 6.2 — Ilepecuer 6AJJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb

bannbl Ha ATy TEKyIIero KOHTPOIS Orenka

> 90% ot MakcuManbHOI cymMMbl OamoB Ha naty TK 5

Ot 70% no 89% ot makcuMaibHOU cyMMBbI 6aiioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK

N |W |

< 60% oT MakcuManbHOI cymMMbl OamioB Ha naty TK

6.3. IlepecueT cyMMblI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[TepecueT cymMmmbl 6aJJIOB B TPAAUIIMOHHYIO U MEXIyHAPOJIHYIO OLICHKY MPEACTABICH B TaOIuUIe

6.3.
Tabmuma 6.3 — Ilepecuet cymMMbl 6AJIJIOB B TPAIUIUOHHYIO U MEXIYHAPOAHYIO OLICHKY
HroroBas cymma 6aiios,
Ouenka YUYUTBIBAET YCIICIIHO CTaHHBIN Ouenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4TEHO) 90 -100 A (oTIIMYHO)
4 (xoporo) (3a4TeHO) 85 -89 B (ouens xopor1o)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (Y1OBJIETBOPUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HEey1OBJIIETBOPUTEIHHO) (HE 3aUTEHO) Huxe 60 Gannos F (neynosnerBoputeabHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALMOHHOE 00ecnieyeHUue TUCIHILINHBI
7.1. OcHoBHas1 JUTEpaTYpa

1. Momak, H. H. OcHoBbI ynpaBienus nHGOpMaMOHHON 0e301acHOCThIO @ yuebHoe nocobue / H.
H. Momak ; nox penakuueid B. B. OpunnnukoBa. — Cankrt-IlerepOypr : I'YAII, 2022. — 141 c.
[DnexTponHbIi pecypc]: — Pexxum goctyna: https://e.lanbook.com/book/340967.

7.2. lonoiHMTEIbHAS JTUTEPATYPa
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1. TOCT P UCO/MDBK 27037-2014. UudopmanmonHass TEXHOJOTUA. MeTOIbl U CpeICTBa
obecneueHuss 6e3omacHOCTH. PykoBoACTBa mo MACHTUPUKAIUH, COOPY, MOTYYECHUI0O U XPAHCHHIO
CBUJICTEJILCTB, MPEACTABICHHBIX B U poBoi dopme. [DiekTpoHHBIN pecypc]: — Pexum mocrtyma:
https://protect.gost.ru/document.aspx?control=7&i1d=187854.

2. TOCT P UCO/MDBK TO 18044-2007. NudopmarimoHHasi TEXHOJOTHs. METOIBI U CpencTBa
obecrieueHus1 6€30MacHOCTH. MEeHEePKMEHT WHIIUIEHTOB HHpOpMaImoHHOM 6e3onmacHocty. M., 2009, 50
c [ONeKTpOHHBIU pecypc]: — Pexum gocTymna:
http://protect.gost.ru/document.aspx?control=7&id=173886.

3. TOCT P UCO/MDBK 27001-2006. UudopmanmmonHass TEXHOJOTHA. MeTOIbl U CpeICcTBa
obecneuenusi 6e3omacHocT. CHCTEMBI MEHEKMEHTa HHPOPMAITMOHHONW Oe3omacHocTH. TpeboBaHus.
M., 2008, 31 c. [OnekTpoHHBIH pecypc]: —  Pexum JpocTymna:
http://protect.gost.ru/document.aspx?control=7&i1d=129018.

4. TOCT P UCO/MDBK 27002-2012. NudopmanmoHHass TEXHOJOTUA. MeTOIbl U CpeICcTBa
obecnieuenus 6ezonacHoctr. CBOJ HOPM M TIPaBUII MEHEKMEHTa HH(OPMAIIMOHHON Oe30macHoCcTH. M.,
2014, 106 c. [ONeKTpOHHBIU pecypc]: — Pexum gocTymna:
http://protect.gost.ru/document.aspx?control=7&i1d=183918.

5. TOCT P UCO/MDBK 27003-2012. UadopmanmonHasi TeXHOJOTHsA. METOAbl U CpeacTBa
obecrieueHus 6e3omacHocTH. CHCTEeMBI MEHEKMEHTa HH(DOPMAITMOHHOM 0e30MmacHOCTH. PyKoBOACTBO MO
peanu3alnyu CUCTeMbl MEHEDKMEeHTa nHGOopMaMoHHOU O6e3omacHocTH. M., 2014, 58 c. [DneKTpoHHBII
pecypc]: — Pexxum noctyma: http://protect.gost.ru/document.aspx?control=7&id=183599.

6. TOCT P UCO/MDBK 27004-2011. UudopmanmonHass TEXHOJOTHA. MeTOIbl U CpeICcTBa
obecrnieueHus: 6e3omacHOCTH. MeHeKMeHT nHpOopMaImoHHO# Oe3onmacHocTu. M3mepenns. M., 2012, 62
c. [DNEeKTPOHHBIU pecypc]: — Pexum JocTymna:
http://protect.gost.ru/document.aspx?control=7&i1d=179060.

7. TOCT P UCO/MDBK 27005-2010. UudopmanmmonHass TEXHOJOTHA. MeTOIbl U CpeICcTBa
obecrieuenus 6e3omacHoCTH. MeHeKMEHT pucka uHopmanmonHoi 6e3onmacHoctu. M., 2011, 51 c.
[DnexTponHsbIi pecypc]: — Pexum gocryna: http://protect.gost.ru/document.aspx?control=7&i1d=177398.

8. TOCT P UCO/MBK 27006-2008. UadpopmanrmonHasi TeXHOJOTHsA. METOAbl U CpeacTBa
obecnieueHus Oe3omacHOCTU. TpeOOBaHUS K OpraHaM, OCYIICCTBIISIONIAM ayAuT U CepTHUDUKAIIHIO
CHUCTEM MEHEKMEHTa MH(POPMAIIMOHHONW 0€30MacHOCTH. [DIEKTPOHHBIA pecypc]|: — Pexum goctymna:
https://protect.gost.ru/document.aspx?control=7&id=175608.

9. TOCT P UCO/MDBK 27007-2014. UudopmanmmoHHass TEXHOJOTHA. MeTOIbl U CpeICcTBa
obecneyeHuss 6ezonacHocTH. PykoBoACTBa Mo ayIuTy CHCTEM MEHEIXMEHTa HH()OpMalMOHHOU
0€30MacHOCTH. [OnNeKTpOHHBII pecypc]: — Pexum pocTymna:
http://protect.gost.ru/document.aspx?control=7&id=187871.

10. TOCT P UCO/MDBK 27011-2012. UadopmanrmoHnHasi TeXHOJOTHsA. METOAbl U CpeacTBa
obecrieyeHus: 6e3o0macHOCTU. PykoBoCcTBa 10 MEHEIKMEHTY HMH(POpMAIIMOHHONW O€30MacHOCTH s
TEJICKOMMYHUKAIIMOHHBIX opraHu3aiuii Ha ocHoBe MCO/MOK 27002. [DneKTpoHHBIN pecypc]: —
Pexxum moctyma: http://protect.gost.ru/document.aspx?control=7&id=183954.

11. TOCT P UCO/MDBK 27013-2014. UadopmanmoHnHasi TeXHOJOTHsA. METOAbl U CpeacTBa
obecrieueHnss 6€30MacHOCTU. PyKOBOJCTBO MO COBMECTHOMY MCTOJIb30BaHUIO cTaHgaproB MCO/MOK
27001 mw MCO/MDBK 20000-1. [DnexkTtpoHHBIH pecypc]: — Pexum pnpocryma:
http://protect.gost.ru/document.aspx?control=7&i1d=187948.

12. TOCT P UCO/MDBK 27031-2012. UadopmanrmonHasi TeXHOJOTHsA. METOAbl U CpeacTBa
obecrieueHusi 06e30MacHOCTU. PyKOBOJACTBO MO TOTOBHOCTH MH(YOPMAIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH K 00ECIeUCHUI0 HEMPEPBIBHOCTU OM3HEca. [DIeKTpoHHBIN pecypc|: — Pexum goctymna:
http://protect.gost.ru/document.aspx?control=7&id=184904.

13. TOCT P UCO/MDBK 27033-1-2011. NadbopmannonHas TeXHOJOTHSA. MeTOAbl U CpeaCTBa
obecnieuenus Oe3omacHocTu. be3omacHocTh cereit. Yacts 1. O030p M KOHIENIUHA. [ DISKTPOHHBIN
pecypc]: — Pexxum noctyma: http://protect.gost.ru/document.aspx?control=7&id=179072.

14. Munocnasckas, H.I'. Cepus «Bompochl ynpapienne nHGOpMAIMOHHONW 0€30MacHOCThIO".
Brimyck 2: yue6. mocobue / H.I'. Munocnasckas, M.YO. Cenatopos, A.W. ToncToit. — DaeKTpoOH. naH.
— Mocksa : I'opsauas nunus-Tenexkom, 2012. — 130 ¢ [DnekTpoHHBIN pecypc]: — Pexum moctymna:
https://e.lanbook.com/book/5179.
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15. Munocnasckas, H.I'. Cepust «Bomnpocsl ynpaBieHue HHPOPMAITMOHHON 0€30MacHOCTHIO".
Breimmyck 3 [DnextponHbI pecypc] [DnaekTpoHHbIi pecypce]: yueb. mocodue / H.I'. Munocmasckas, M.1O.
Cenaropos, A.U. ToscToil. — DaekTpoH. naH. — Mocksa : ['opsuas nunusa-Tenekom, 2013. — 170 c.
[DnexTponHsbIi pecypc]: — Pexum gocryna: https://e.lanbook.com/book/5180.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. Tlo3nusk, U. C. Yupasnerune nHGOpMAIIMOHHOM 0€30MMaCHOCTBIO : MEeTOIuYeCcKue yka3zanus / 1.
C. Ilo3ansk, 1. C. MakapoB. — Camapa : [II'VYTU, 2019. — 43 c. [DnekTpoHHbIi pecypc]: — Pexum
nocryta: https://e.lanbook.com/book/223313.

7.3.2. Y4yeOHO-MeTOAUIECKHE IOCOOUS NJIsl JINII
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbsI 1 HHBAJIU/I0OB

Y4ebHO-MeToAMUeCKIEe MaTepUaibl sl CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuXcst
13 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JI0POBbSI M HHBAJIUIOB MPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHUYCHUSIM UX 3I0POBbS U BOCTIPUSTHS HHPOPMALIUH.

Jst i ¢ HapylIeHusIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIMICHHBIM IPUPTOM.

Jst i ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOH (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUHn NUCUUIIIMHBI PEKOMEHAYETCS 00pamaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkpbIT gocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U POrpaMMHoOe odecrnedyeHre JUCHMIITIHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPaMMHOe oOecredeHue 1JIsl JeKIUOHHBIX 3aHATH I

Jlns mpoBeneHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYAIbHBIX KOHCYJbTALU,
TEKYILEro KOHTPOJISI ¥ IIPOMEKYTOYHOH aTTeCTAllMU UCTIONb3yeTCs yueOHast ay TMTOPHS C JOCTATOYHBIM
KOJIMYECTBOM TOCAI0UHBIX MECT Ui y4eOHOH rpymbl, 000pyJOBaHHAs JOCKOW U CTaHJAPTHOW yueOHOM
Mebenbio. MiMeroTes MynbTUMeInitHOe 000pyI0OBaHUE U yueOHO-HATIIAAHbIE TTOCOOUS, 00eCIIeUnBaOIIe
TEMATUYECKHE NIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBIL.

8.2. MaTepI/IaJ]bHO-TeXHI/I‘leCKOC U IIporpammMHoOe o0ecneyeHue AJISI MPAKTHYIECKUX 3aHATHH

Jlabopatopus 6e3omacHoctu cereir OBM / JlabopaTopust kpuntorpadguu B 0aHKOBCKOM JIeJi€:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUECKOro THUIA, yuyeOHas ayquTopus Ijd
MIPOBEICHUS 3aHATUI JabopaTopHoro tuna; 634045, Tomckas o6macts, r. Tomck, yi. KpacHoapmeiickas,
n. 146, 804 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- UnTepaktuBHas nocka [QBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Ycumurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputenb Roxton PA-20T;

- MaruuTHO-MapKepHas J0CKa;

- OOyuaromuii cTeH]I JIOKaJIbHBIE KOMITbIOTEpHBIE ceTh Microtik routerboard - 2 mit.;

- VIiPNET YMK "Be3onacHocTb ceTer";

- KommyTtatop Mikrotik CRS125-24G-1S-IN - 6 mir.;
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- Anammsatop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 m.;

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mr.;

- Cepgep kiacca He HmKe 4xXE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mit.;

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW - 2 mit.;

CreHnpl U U3y4deHHsl TPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITIOYAIOIIHUE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexceteBnie dkpanbsl: UKC Lite, CISCO ASA 5505, MD B cocraBe mapmpytuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku goctymna: D-link dwl3600ap.

CreHpl IUIsl U3YYCHHS CPEJCTB KPUNITOTpapUIeCcKOr 3alUThl HHPOPMAIIUU B OaHKOBCKOM JIeTIe,
BKITIOYAFOIIUE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpadgudeckoil 3ammTsl HHGOPMAIUU: TTPOrPAMMHO-ANIAPATHBIA KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaress.

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue 1Jisl JJa0opaToOpPHBIX padoT

JlabopaTtopust 6e3onacHocTu cereit DBM / JlabopaTopust kpunrorpadguu B 6aHKOBCKOM Jele:
yueOHas ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpOBeIeHuUs 3aHsITHil TabopaTtopHoro tumna; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
n. 146, 804 ayn.

Omnwucanue UMeEIoIerocs 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurens Roxton PA-20T;

- MarauTHO-MapKepHas J10CKa;

- OOyuaronuii CTeH/ JIOKaabHbIe KoMIbIoTepHBIE ceTr Microtik routerboard - 2 mit.;

- VIPNET YMK "be3onacHocThb ceTeii";

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwr.;

- Ananuzarop xabenbbix cereid MI 2016 Multi LAN 350 - 3 mr.;

- Anamuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapupytuzarop Cisco 891-K9 - 2 mir.;

- Mapupytuzarop Cisco C881-V-K9 - 2 mr.;

- Mapuipytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

Crennpl Ui U3y4eHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIBIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmipytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap.

Crenpl UIsl U3YYEHUS CPECTB KpUNITOrpaduuecKor 3amuThl HHPOpMAIIUU B OAHKOBCKOM JIeie,
BKJIIOYAIOIIUE:

- aDOHEHTCKHE yCTPOICTBA: KOMIbIOTEPH SuperMicro;
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- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpadgudeckoil 3ammThl HHGOPMAIUU: TTPOrPAMMHO-ANIAPATHRIA KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PabGouee mecTo mpenogaBaress.

8.4. MaTepua/IbHO-TeXHNYECKOE M MPOrpaMMHOe o0ecnedyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNoKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEroNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHyto cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecneyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U UHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHUAX ¢ OOy4YarOUIMMHCA C HAPYHIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX (opMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHuUs
JUTsL 00YYaIOIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha 3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0YyYaIOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeACcTBa
npuema/mnepenadyn yueOHoM nHGOpMaIMH B JOCTYHMHBIX GopmMax, MOOMIILHON CUCTEMBI OOYUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbl M METOAUYECKHE PEKOMEHIAMH 110 OPraHU3aALMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIEe 9.1.
Tabmura 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATEPHAIIBI
Hazpanwust pa3nenos (Tem) dopmupyemble
JUCITUTLIAHBI KOMIIETEHITHH

®opmbl KoHTpoItst | OrieHouHbIe MaTepuaisl (OM)
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1 Ananu3 00bEKTa 3alIUTHI OIIK-4.1, IIpaxTHueckoe TeMbl NpaKTUYECKUX 3aJaHUI
OIIK-5, OIIK-6 (3apaHue
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOIIPOCOB
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
MIPaKTUYECKOMY
3aHSTHUIO
(cemuHapy)
2 Buytpennue yrpo3sl Ub OIIK-10, OIIK-6 |IIpakTuueckoe TeMbl MpakKTUYECKUX 3aJaHUI
3a/laHue
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
BOIIPOCOB
Otuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
3 [MoxGop u yBOIbHEHHE OIIK-6 TectupoBanue [IpumepHsIil nEpeYEHb
COTPYAHUKOB TECTOBBIX 3aIaHUI
DK3aMeH [Tepeuens sK3amMeHAITMOHHBIX
BOIIPOCOB
4 Texymmas pabota ¢ OIIK-6 TectupoBanue IIpuMepHBIil IepeyeHb
IIEPCOHAJIOM TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3aMeHaIMOHHBIX
BOIIPOCOB
5 Pasrpannuenue goctyna u OIIK-6 TectupoBanue [IpuMepHBIii TEpeUeHb
KOHTPOJIb pabOThl COTPYTHUKOB TECTOBBIX 3aJaHUI
OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOIIPOCOB
6 YnpaBieHue UHIUIECHTaMU OIIK-6 JlaGopaTopHas Tewmbl 1ab0paTOpHBIX PabOT
b pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
7 Cuctembl meHexkmenTa b |OIIK-10, OTIK-6 |TectupoBanue [TpumepHBIil nEpeyYeHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX
BOITPOCOB
8 Csona npaBui o yrpasieHuto |OIIK-10, OIIK-6 |TectupoBanue [IpumepHsIil nEpeUYEHb
Ub TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAIMOHHBIX

BOIIPOCOB
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9 Ob6ecneueHue 3aUThI OIIK-10, OIIK-6 |TectupoBaHue [IpumepHbIiil nepedeHb

MH(OPMALIUU B SKCTPEHHBIX TECTOBBIX 3a/IaHUH

CUTyaluAX DK3aMeH [lepeueHb K3aMEHAITMOHHBIX
BOITPOCOB

[Ixana oneHku cPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3YyJbTATOB OOyUYEHHS IO
JUCHUIUIMHE TpuBeJeHa B Tadnuue 9.2.
Tabmuna 9.2 — lllkana oueHkn cOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOYy4ECHHS IO

JMCIHTLINHE
dopmynupoBka TpeboBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka banner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYCHUS
3HATh YMETh BJIQJICTh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HeyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITH ()parMeHTapHBIC YMEHHH UIn HABBIKOB WJIN
CYMMBbI 0aJioB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o0riue, HO He B LI€JIOM YCIICIIHO, B LIEJIOM
(YZOBIETBOPUTEIILHO) 69% ot CTPYKTYpPUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCHUMaJbHOM 3HAHUSA CUCTEMATHUYECKU | CUCTEMATHUECKOe
CYMMBbI 0aIOB OCYIIECTBIISIEMOE MPUMECHECHHE
yMEHHE HABBIKOB
4 (xopor1io) ot 70% 1o c(opMHpPOBaHHBIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue YCIEITHOE, HO yCHENIHoe, HO
MaKCHMAaJTbHOM OTJICTbHBIE cojieprKaIue coJieprKaliue
CYMMBI 0a/UTOB | TpOOIeMBI 3HAHUS OT/ICITbHBIE OT/ICTbHBIE
poOesbl yMEHUe poOeJbI
MIPUMCHCHHE
HABBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHbIe | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMaJbHOW | cHCTeMaTHYeCKHe yMEHHE CHUCTEeMaTHYeCKOe
CYMMBbI 0aJIoB 3HAHUA MpUMEHEHHE
HABBIKOB

[kana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTU KOMIIETEHLIUI IIpUBeieHa B Tabuie 9.3.
Tabmuma 9.3 — [llkayia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETEHIIUN

Onenka ®opmyupoBKa TPeOOBAaHUH K CTENIEHH KOMIIETEHIINU

2 He nMeet He0OXOAMMBIX MTPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEyAOBIETBOPUTENBHO) | UJTU
3HaTh HA YPOBHE OPUEHTHPOBaHMS, TipeicTaBeHnid. O0yJaromuiics 3HaeT
OCHOBHBIE NMPU3HAKU WJIM TEPMHUHBI U3Y4aEMOTO JJIEMEHTA COACPKaHUsI, UX
OTHECEHHOCTh K OTPEICTICHHON HayKe, OTPac/ii Uil 00bEKTaM, y3HAeT B
TEKCTaX, N300paKCHUAX WM CXeMaX M 3HAET, K KAKUM UCTOYHHUKAM HY>KHO
oOpaiuarbcs A1 60jee 1eTalIbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yyaronuxcs 3HaeT
(YIOBIIETBOPUTEIBHO) |U3YUEHHBIH 3JIEMEHT COAEPKAHUS PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, TUCBMEHHO WJIH B IEMOHCTPUPYEMBIX
IECUCTBUAX.
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4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3yYeHHBIX 00BEKTOB, HA UX JJOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIBHO U JIOKA3aTEIIbHO
BOCIIPOU3BOMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM H APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTD B COJICPKAHUU JTUCIUILIIHEI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHU

1. Kakue pecypcsl UCMONB3YIOT MPH MOCTPOSHUH MOAETH HH(POPMAITMOHHBIX TOTOKOB B [ PUD?
1. I'pynnsl mosib30BaTeNeil v mpasa 10CTyna
2. Ilonp30BaTenu U rpymnbl
3. Cepsep u paboyas cTaHIUs
4. PUCKM ¥ KOHTPMEPHI
2. Ilo xakum yrpo3am B cuctreme [ PUD He ounienuBaercs ymepo?
1. KonduaeHnuaasHOCTH
2. llenocTtHOCTH
3. JIoCTOBEpPHOCTh
4. JlocTynHOCTb
3. Kakoii kaTteropuu yrpo3 He npejacrasiieHo B cucteme [ PUD?
1. dusnueckue yrpo3bl 4eJIOBeKa
2. Yrpo3bl nepcoHana
3. CucteMHble OIMOKH
4. ®uznueckue yrposbl
4. Kakoro Tuma S5KOHOMHYECKOT0 yiep0a He CyIIecTByeT?
1. JonroBpeMeHHBIN SKOHOMUYECKUH yIIepO
2. KpatkoBpeMeHHbIN YKOHOMUYECKUH yIIepO
3. OTcpoyeHHBIN YIKOHOMUYECKHH yIepo
4. HemeneHHbIN S5KOHOMUYECKHH yiiepo
5. Tlo xakoil mpu4MHe IS Kjiacca IpyIIbl aBTOPU30BAHHBIX NHTEPHET-NI0JIb30BATENIEH B CUCTEME
['PU® He npennaraeTcsi HIKaKMX CPEACTB 3alIUThI pabodero mecra?
1. Jlns naHHOM rpynmnbsl XapakTepHa MUHUMAalIbHAsl BEPOSITHOCTh PEaIu3allii yIpo3bl
2. JIns TpymIiel IO YMOJTYaHUIO BEIOpaH Ha0Op CPECTB 3alIUTH paboyero Mecta
3. Jns rpynmbl HEU3BECTHO, OTKYAa OYET OCYIIECTBISATHCS TOCTYII
4. Jlns rpymmbl HEU3BECTHA CTENEHb BIUSHUS HA CUCTEMY
6. Kakue naHHble HeIb3s yKa3aTh IPU 3aJaHUU KOHTpMED B cucteme [ PUD?
1. CtoumMoCTh BHEAPECHUS
2. Bo3MoxHoe cHmkeHue 3atpat Ha b
3. Cpok BHEOPEHUS] KOHTPMEPDI
4. HazBanue ayig oT4yeTa
7. Kakue napameTpbl Helb3sl BKIIOYUTh B COCTaB oTyeTa 1o npoekry B cucreMme KOHOP?
1. BrimonHeHnHsie TpeOOBaHUS
2. HesbinonHeHHbIe TpeOOBaHUS
3. Pucku
4. KoHTtpmepsl
8. Kakoii mHpopMaunu He COAEPKHUTCS B OTUETE MO MEPUOLY, GOPMUPYEMOM CHCTEMOM
KOHZIOP?
1. KonudecTBO BBIMOTHEHHBIX U HEBBITIOJHEHHBIX TPEOOBAHUIA B I[EJIOM IO CUCTEME IJIA
BBIOpAHHOTO MEpHOJa ayuTa
2. YpoBeHb pUCKa HEBBIMOJHEHUS TpeOOBaHUM CTaHIApTa B LIEJIOM IO CUCTEME s
BBIOpAHHOTO MEpPHOJa ayIUTa
3. M3MmeHeHus 3aTpaT HAa KOHTPMEPHI B LIEJIOM MO CUCTEME, 110 BCEM pa3jesiaM WIH IJis
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10.

1.

12.

13.

14.

15.

16.

17.

Ka)KJI0T0 pa3fiesia B BbIOpaHHBIX EPUOJIaX ayAuTa
4. 3aTpaThl Ha KOHTPMEPHI B LIEJIOM IO CUCTEME JIJIsl BBIOPAHHOTO TIepro/ia ayiuTa

. Uemy Mo yMOJIYaHHUIO paBHBI BEPOSATHOCTHh B TEUCHHUE T0Ja U KPUTUYHOCTh peaau3aluu s

TOJILKO YTO CO3JIaHHOM YyTrpo3bI?
1. 25%
2. 15%
3. 10%
4. 0%
Kakoit mHpopmanum He COAEPXKUTCSI B OTYETE MO MPOEKTY, GOPMUPYEMOM CHCTEMOU
KOH/IOP?
1. 3MeHeHus1 KOJUYECTBA BBHIMOJIHEHHBIX TPEOOBAaHMI B 1I€JIOM MO CHCTEME, IO BCEM
pazzenamM WiM JUIsl KaKJI0T0 pasjiena B BHIOpaHHBIX IEPUOAAX ayIuTa
2. VI3MeHeHus ypOBHS PHCKa B 1I€JIOM IO CHUCTEME, 10 BCEM pa3zesiaM WU JUIsl KaXKI0ro
paszzena B BHIOpaHHBIX MEpUOIaX ayAuTa
3. TexcT BBINOJHEHHBIX TPEOOBAHUH IO KAXKIOMY Pa3eiry
4. VI3MeHeHHs 3aTpaT Ha KOHTPMEPHI B IIEJIOM IO CUCTEME, 110 BCEM pa3jesiaM WM AJIs
Ka)KJI0T0 pa3ziesia B BbIOpaHHBIX EPUOJIaX ayauTa
Kakoe konu4ecTBO Mep 3amuThl COnepKHUT B cebe «Onenka ypoBHs obecneuenus Ub
opranuzaruu bC PO B coorBercTBuu ¢ TpedoBanusmu CTO BP UBBC-1.0»?
1. 32
2. 33
3. 34
4. 35
B kakom ¢opmaTre BBIBOASATCS pe3yJbTaThl OIEHKH OOBEKTa HA MpeaMeT oOecrmedeHUs
tpedoBanuii u3 CTO bP UBBC-1.2?
1. Inarpamma I'anta
2. I'mcrorpamma
3. KpyroBas nuarpamMmma
4. Cpe3 CTpyKTyphI
Urto moHumaeTcs 1o 0a30BbIM BpEMEHEM MPOCTOS peCypCcoB?
1. Bpems HeoOxoammoe Ha 00paboTKy HHGOPMAITUH TIOCIIe 3ampoca
2. Bpewms oTKIIMKa CUCTEMBI Ha 3aMpoc
3. Bpewms, B TeueHHEe KOTOPOro JOCTYH K HHPOPMAIMH pecypca HEBO3MOXKEH
4. Bpewms, B TeueHHE KOTOPOTO CHCTEMA 3arpy’kaeT HEOOXO0IUMBIE /It paOOTHI CITYKOBbI
Urto monumaetcs o 3pGeKTUBHOCTHIO CPEICTBA 3alIUThl HHPOpManuu?
1. TToka3zaTenb OBICTPOIEHCTBUSI CUCTEMBI B YCIOBHIX HCIOIB30BAHUS CPEICTB 3aLUTHI
nHpopmauu
2. KoadduumeHt cHmKEeHNs ypOBHS pHUCKa 110 OTHOIIECHHUIO K IEPBOHAYAIBHOMY YPOBHIO
3. CteneHb BIMSHHS Ha 3allMIIEHHOCTh MH(opManuu u pabouyero mMecra IpymIbl
0JIb30BaTENEN
4. CyObekTHBHAs OLIEHKA dKCIepTaMH KOPPEKTHOCTH (PYHKIIMOHUPOBAHHUS CPEICTBA
3aIUTHl HHOPMAITTH
Urto moHumaeTcs 1o 0a30BoOi BEPOSTHOCTHIO KOHPUACHITHATBHOCTH?
1. BeposTHOCTH Oorflacku MHGOPMalUd MUHUMAJIBHOTO YPOBHSI KOHPHUASHIIMAIBHOCTH B
CUCTEME
2. MuHuManbHasi BEPOSTHOCTh peAIU3alUK YTPO3bI
3. MakcuMaiibHasi BEpOATHOCTh PEAM3aINU YTPO3bl
4. BeposATHOCTH OryIacku HHGOPMallMi MaKCUMAJIBHOTO YPOBHS KOH(QHUICHIIUAIbHOCTH B
CUCTEME
Kaxkoit Tun BHyTpEHHHUX HapyIIUTENeH HanboJIee OIBEPIKEH COIMATIPHON WHKEHEPUH?
1. TlompabGatsiBaromiuit
2. Buenpenubii
3. Manunyiupyembli
4. HenosAnbHbI
UTo HE BXOIMT MEPEeUYEeHb TOTO, YTO JUIS JIFOOOW OpraHu3aiiu, CEPbe3HO OTHOCIIICHCS K

nH(pOpMaIIMOHHON 0€30MacHOCTH, BaXXHO MPUMEHSTh B CTPYKTYPHOM U IJIAHOBOM MOJXOJ€
I'OCT P 15 51630 UICO/MDK TO 18044-2007?
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[98)

. O6HapyxeHue, onoBeeHne 00 UHIUICHTaX HHPOPMAIIMOHHOW 0€30MaCHOCTH U UX

OLIEHKa
PearupoBanue Ha MHIUACHTH HH(GOPMALIMOHHOM 0€30MaCHOCTH, BKIIIOYAsi aKTUBAIIUIO
3aIIUTHBIX MEp [JIs MpeAOTBpallleHUs, YMEHbUICHHUS NOCIEeACTBUN U (UIM)
BOCCTaHOBJICHHUE I0CJI€ HETaTHUBHBIX BO3JICUCTBUI

[IpenoTBpaienre HHIKUISHTOB HHOOPMAITMOHHOM 0€301MacHOCTH

. MI3Bnedyenue ypokoB M3 MHLUMAEHTOB MH(OpMAIIMOHHON 0€30MacHOCTH, BBEJACHUE

MPEBEHTUBHBIX 3AIUTHBIX MEp M YJIy4IIeHHE OOIMero mojaxojaa K MEHEIKMEHTY
WHIIUJICHTOB WH()OPMAITMOHHOM 6€30MmacHOCTH

18. UYto moHMMAaeETCs 1o1 MHIIUICHTOM HH(OpMaImoHHOM Oe30macHocTr?

19.

20.

N —

15.

1.

2.

[Iponiecc cpaBHEHHUS KOJIUYECTBEHHO OLEHEHHOI'0 pUCKa C 3aJaHHBIMU KPUTEPHUSIMU
pHUCKa AJIs OTpeiesIEHUs €ro 3HaAUYMMOCTH

WnentndunupoBanHoe NOSBICHUE ONPEIEICHHOIO COCTOSIHUSI CUCTEMBI, CEpBHCA WU
CeTH, YKa3bIBAaIOIIETO0 Ha BO3MOXKHOE HapylIeHHWE MOJUTHUKU HH(POPMAUOHHOU
0€30MacHOCTH WJIM OTKAa3 3alllUTHBIX MEp, WJIM BO3HUKHOBEHHE HEM3BECTHON paHee
CUTYyalluH, KOTOPast MOKET UMETh OTHOILIEHUE K O€30MaCHOCTH

. IlossBnenue OJHOT'O HMJIM HECKOJIBKHUX HEXCJIATCIAbHBIX HJIM HCOXUIAaHHBIX coOBITHI

nH(pOpMaMOHHON 0€30TaCHOCTH, ¢ KOTOPBIMH CBsI3aHa 3HAYUTEIbHAS BEPOSTHOCTH
KOMIIpOMETAIMu OW3HEC-ONepanuid W CO3JaHUs Yrpo3bl HHPOPMAIMOHHOU
0e30mMacHOCTH

[Ipomecc obecriedeHUss BOCCTAHOBJICHHS OTIEPAIMH B Clydae BO3HUKHOBEHHS KaKOTO-
1100 HEOXKUIAHHOI0 WM HE)KeJIaTeIbHOro WHI[MAEHTA, CIOCOOHOTr0 HETaTHBHO
BO3JICHCTBOBATh Ha HEMPEPHIBHOCTh BAKHBIX (PYHKIIUH OM3HECA M TOJICPKUBAFOIINX
€ro DJIEMEHTOB

Kakomy 13 nepeuncieHHbIX TUIIOB BHYTPEHHUX HApYyIIUTENIEH XapaKTepHa MOCTaHOBKA 3a/1auu

n3BHE?

l.
2.
3.
4.

XanaTHbBIN
Manunynupyemsiit
[ToapabateiBaromii
OOMKEeHHbII

UTo noHUMaeTCs MO XapaKTEPUCTUKAMU IPYMIIbI MOJIb30BATEIICH?

l.
2.
3.
4.

CHCTECM.

Cocras rpynmnsl Mojb30BaTeneu
HaszBanue rpynmsl nojib3oBatesnei
Bun noctyna rpyniel noyib30BaTenei
Onucanue rpynnsl NoJb30BaTee

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BOMIPOCOB

. Lenpb u 3Tansl aHamn3a 0ObEKTOB 3aLUTHI.
. Ilepeuncaure 3Tanbl ONEHKH PUCKOB MHPOPMAIIMOHHON 0€30MacHOCTH aBTOMAaTH3UPOBAaHHBIX

WNnentudukamms u kiaccudukamnmsi 00beKTOB 3alIUTHL.

Tunuzanus naGopMamoHHBIX cucteM. J[anHble 00 MH()OPMALIMOHHON cucTeMe, HEOOXOTUMbIE
JUIS IOCTPOCHUS MOJIENIN IOKYyMEHTO000pOTa.

[Togxonpl K pa3rpaHUYEHUIO JOCTyNa B pamMKax opraHuzanuu. CTpyKTypa JTOKYMEHTOB,
perIaMeHTHPYIONUX Pa3rPaHUYCHUE TOCTYTIA.

[Toaxoap! K MOCTPOSHUIO MOAETH HAPYIIUTEIIS.

Knaccudukanus mapymmreneid (PCTIK).

Knaccudukarus yrpo3 6e3onacHoctu nepcoHanbHbIX TaHHBIX (OCTIK).

Metoauka onpeaeneHus akTyanbHbIx yrpo3 (PCTIOK).

Mertoauka oleHKH ymepba, HaHECEHHOTO MpH peaju3anuud yrpo3 MHOOpMALMOHHOM
0€30MacHOCTH.

. prO?J:I, HCTOYHHUKOM KOTOPBIX ABJISICTCA IICPCOHAT OpTraHrU3alllu.

MeTO,ZLBI ((COL[PIaJIBHOfI HWHKCHCPpUN» U CII0COOBI 3allIUThI OT HUX.

paborty.

. O6s13aHHOCTH COTPYAHUKOB CiyObI 0€3011aCHOCTH NPH MPHEME COTPYAHUKOB Ha padoTy.
. HopmaTtuBHas nokymeHTanus, o0s13aTesibHasi K O3HAKOMJICHHUIO ¥ TIOJMUCAHMIO TIPU MpUEME Ha

[IpenocTtaBiieHre COTPYAHUKY NOCTyNa K KOoH(puAeHIManbHOW HMH(popManuu. OCHOBHBIC
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pazaensl MHCTpYKIMH 110 BHECEHHIO U3MEHEHUH B CIIMCKH MOJIb30BATEIICH.

16. O6s3anHOCTH COTpYAHUKOB CiykObl 0€30MacCHOCTH MPH OOYYEHUU W YBOJbHECHUH
COTPYTHUKOB.

17. VYmpoméHnHas Moaenb KiacCu(pUKaIuu CyObEeKTOB.

18. OcHOBHBIE MOJIO)KEHUSI MHCTPYKIUHU IO YCTAaHOBKE, MOAMPUKAUMU U TEXHUUYECKOMY
00CIIyKUBAHUIO NMPOTPAaMMHOr0 oOecrieyeHusl U anmnapaTHhIX CPEICTB aBTOMATHU3UPOBAaHHOM
CUCTEMbI OpraHHU3aIl1H.

19. OcHOBHbBIE TOJOXKEHHUS periaMeHTa KOHTPOJS HCHOJb30BAaHUS TEXHUYECKHX CPEACTB
00paboTKu U epenaun nHHOpMaInH.

20. OcCHOBHBIE MOJIOKEHUSI THCTPYKIIMH MO OpraHU3aliy MapOJbHON 3alUThI.

21. OcHOBHBIE TOJOXEHHUS JOKYMEHTOB, PErjiaMeHTHPYIOUIUX HCIOJb30BAHUE CPEACTB
ayTeHTU(UKAIIMN U HOCUTEJIEH KITIoueBOr HH(opMaIuu.

22. OCHOBHBIE MOJIOKEHUSI HHCTPYKIHMH MO OpraHU3allid aHTUBUPYCHOM 3aIlUThI.

23. OCHOBHBIC TTOJIOKEHHUSI MHCTPYKITUHU IO pabOTe C SJEKTPOHHOM IMOYTOM.

24. Tunel upe3BblUaliHbIX cUTyauuid. CTpyKTypa aBapuiiHOro IiaHa. [I[puuumHBl U3MEHEHUS
aBapHITHOTO TIJIaHA.

25. Knaccudukamnus o0bEKTOB NMPU COCTABICHUHN aBAPUITHOTO TUIaHA.

26. TpeboBaHUs K pa3IUYHBIM KJ1accaM OOBEKTOB U UX PE3EPBUPOBAHUIO.

27. OCHOBHBIC TOJIOXKEHHUS TIJIaHAa OOeCcTeUYeHUs] HEeMpPephIBHOW pabOTHl M BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH.

28. [IpuBeauTe mpuUMEphl MCTOYHUKOB HHGOpPMANUU 00 HWHUIHUIECHTAX HHOOPMAIMOHHOM
0€30MacHOCTH.

29. IlepeuncnauTe acTeKTHl aHAIW3a UHIIUIEHTOB HHPOPMAIITMOHHOW 0€301aCHOCTH, HAIPABIICHHBIC
Ha COBEPIICHCTBOBAHUE CUCTEMBI YIIpaBJICHUs HH(OPMALIMOHHON 6€301MacCHOCTbIO.

30. I[IpuBenute TpebGoBaHHSA K (POPMHUPOBAHHUIO MOJTUTHKH WHGOPMAIIMOHHONW 0€30MacHOCTH
OpraHM3aly U yYUThIBaeMbl€ B HEil KaTeropun 6€30MacHOCTH.

9.1.3. TeMbl NpaKTUYECKUX 3aTAHUI

AHanus 00beKTa 3alUTEI YacThb 1
AHanus 00beKTa 3alUTEl YacThb 2
Bnyrtpennue yrposst Ub

[Ton6op nepconana

JleficTBYs U yBOJIBHEHUH IIEPCOHAA

Nk W=

9.1.4. TeMbI IPaKTHYeCKUX 3AHATHH

—_—

AHann3 00beKTa 3aIIUTHI YacThb 1
. AHann3 o0beKTa 3aIHUTHl 4acThb 2
. Baytpennue yrpo3st Ub

W N

9.1.5. Tembl 1a00paTOPHBIX padoOT

—_

AHanu3 u ynpasieHHe PUCKaMU HH(POPMAITMOHHON CUCTEMBI
. AHaJIM3 PUCKOB Ha OCHOBE MOJIEIIH YTPO3 U YSA3BUMOCTEH
Amnanus puckoB Ha ocHoBe DigitalSecurity. Konmop

W

9.2. MeTonnueckne peKOMeHIa N

YueOHBI MaTepuan u3iaraercs B GopMme, MPeroiaraliiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

HauaTp uzydeHue quCHHUIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajaMH, BBIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIAHBI ISl Ty4YIIETO0 OCBOEHUS MaTepHaia He0OX0IUMO PEryJIpHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIEeTOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COACPKAIIUMHU
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HAaYYHO-IIOMMYJIAPHBIC W CICHHUAJIU3UPOBAHHBIC MaTCpHUalbl, IMOCBAIMICHHBIC PAa3JIMYHBIM acCIICKTaM

y4eOHON JMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuajia, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3

MIPaKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHUE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U M3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh MHAUMBUIyalbHbIE KOHCYIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUILUIUHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepHAJIaM /ISl JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

310POBbsI H HHBAJINI0B

Jus nun ¢ OrpaHUYEHHBIMU BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMU 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DOopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PEKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHU OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hopMe C yBETUUYECHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.

.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEMA Ha
IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'[SI TaKuX 06yt1a}01111/1xcs{ npeaycmMaTpmuBacTCd
nocTymHas popMa Ipe0CTaBICHUS OTBETOB HA 3aJaHHsI, a UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;
— HabOp OTBETOB C HCIIOJIb30BAHUEM YCIIYT ACCHUCTEHTA,;
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— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUsS JUIl C OTPAHUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCTIPHATHSI HHPOpPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUGPTOM.

J s i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIEeHHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIe4aTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TaIOB.
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