MUWHHUCTEPCTBO HAYKH Y BBICHIEI'O OBPA3OBAHMS POCCUMCKOM ®EJEPAIIIN
®denepaiabHOE TOCYIaPCTBEHHOE OI0)KeTHOE 00pa3oBaTeIbHOE YUpeKIeHHe BbICIIEro 00pa3oBaHus

«TOMCKHU TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCVP)

YTBEPXJAIO
[Ipopexrop o YP
Cenuenko I1.B.
«22» 02 2023 r.

PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
SAIUTA THOOPMALIMU B KOMIIBIOTEPHBIX CETAX

YpoBens 00pazoBaHus: BbIclee 00pa3oBaHue - DaKajgaBpuaT

Hampasiieane noarorosku / cnenuainbHocTh: 10.03.01 UHdopmanuonHasi 6€30MacHOCTD
Hanpasnennocts (npoduip) / cienmanuzanus: be3onacHoCcTb aBTOMATU3HPOBAHHBIX CHCTEM
®opma o0yueHHS: OUHas

OakynbreT: @akyabTeT 6e3onacHocT (Pb)

Kadenpa: Kadenpa komniiekcHoit nHGOPMAIMOHHOI 6€30MaCHOCTH 3J1€KTPOHHO-BBIYHCIUTETbHBIX
cucrem (KUBIBC)

Kypc: 3

CemecTp: 5, 6

Y4eOnsIii man Hadopa 2023 roxa

O0beM JUCHMIIMHBI U BUABI yUEOHOU AESITEIbHOCTU

Buner yueOHOI nesTeNbHOCTH Scemectp 6 cemectp Bcero  Enunuuer
JIeKIIMOHHbBIE 3aHATHSA 24 24 48 JacoB
[IpakTryeckue 3aHATUA 8 8 16 4acoB
JlaGopaTopHble 3aHATUS 28 36 64 4acoB
CamocrositenpHas padbora 48 40 88 4acoB
ITonroroBka u caaya dK3aMeHa 36 36 JacoB
OO0mast TpyZ0eMKOCTh 108 144 252 4acoB
(BKJTIFOUAs MPOMEKYTOUHYIO aTTECTALUIO) 3 4 7 3.€.

DopMBbI MPOMEKYTOUYHOHN aTTECTAIUS Cemectp
3auer 5
OK3aMeH 6

JOKyMeHT MO MMCaH MPOCTON 37IeKTPOHHO MO CHIO
Wudbopmatys o Bragemnblie:

®UO: Cenuenko I1.B.

HomxHocTk: [IpopekTop o YP

Hata mognucanus: 22.02.2023

VHUKaJIbHBIN MPOrpaMMHBbINI KITIOY:
al119608-cdff-4455-b54e-5235117c185c

Tomck

CornacoBaHa Ha noptane N2 75684



1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. CnocoOcTBOBaTh (HOPMUPOBAHUIO Yy OOYUAIOUIMXCS KOMIIETEHIUH, IPEyCMOTPEHHBIX TaHHOU
paboueii mporpammoit B cooTBeTcTBUU ¢ TpeboBanusmu GI'OC BO mo HampaBlieHUIO TOATOTOBKHU
10.03.01 "UndopmanuonHas Oe3omacHocTh" ¢ yderoMm cnenuduku mnpoduns "bezomacHocTh
aBTOMATHU3MPOBAHHBIX CHUCTEM'.

1.2. 3agauy AUCHUILIUHBI

1. Ilony4yeHue cTy€HTaMH 3HaHHUI B COOTBETCTBUU C MHAMKATOPAMU JOCTHUKEHUS KOMIIETECHIINM,
MPEAYCMOTPEHHBIX JaHHOW pabouei mporpaMMoi.

2. IlonydeHue cTyIeHTaMHU YMEHUI B COOTBETCTBUM C UHAMKATOPAMH JOCTHUKECHUS KOMIIETCHIUMA,
MPEAYCMOTPEHHBIX JaHHOW pabouei mporpaMMoi.

3. [lonydyeHue CTyaeHTaMH HaBBIKOB B COOTBETCTBUU C HMHAUKATOPAMH JOCTHKECHUSA
KOMIIETCHIINH, MPeyCMOTPEHHBIX JAaHHOHN paboveil mporpaMMonu.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnast (Moayn).

Yacte Ostoka gucrmiing: O0g3aTeIbHas 4acTh.

Monynb quctumiinH: Moayns HampaBieHUs moAroToBku (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.14.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJabTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOphl OCTHKEHHS [Tnanupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-2. Cnocoben
PUMEHSTh
UH(POPMALIMOHHO-
KOMMYHHUKAI[HOHHBIE
TEXHOJIOTUH,
POrpaMMHBIE CPE/ICTBA
CHCTEMHOTO U
HPUKIIAJTHOTO
HA3HAYCHUS, B TOM
YHCJIe OTCUYECTBEHHOTO
HPOU3BOJICTBA, JIJIsI
peuieHus 3a1a4
pohecCHOHATLHOM
JeSTEIbHOCTH

OIIK-2.1. 3naer
KJIACCU(PUKAITUIO
KOMITBIOTEPHBIX CHCTEM, BUJIBI
UH(POPMALIMOHHOTO
B3aUMOJICVCTBUS U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHHS
UH(POPMALMOHHO-
BBIYHCITUTEILHBIX CUCTEM

3HaeT BUIbI MHPOPMALIMOHHOTO
B3aMMOJICHCTBUS U 00CITY)KUBaHUS B
KOMITBIOTEPHBIX CETSAX, OCHOBBI IIOCTPOCHUS
KOMITBIOTEPHBIX CETEN

OIIK-2.2. YmeeTr npoBOIUTH
aHaJu3 U BBIOOD
nH()OpPMAITMOHHBIX
TEXHOJOT i, TPOrpaMMHBIX
CPEIICTB CUCTEMHOT'O U
MIPUKIIATHOTO Ha3HAUEHUS ISt
pelieHus 3aaau
npodecCuoHaIbHON
JESITEIIbHOCTH

YMeeT npoBOUTH aHATIU3 U BBIOOP
TEXHOJIOTHI U MPOrPaMMHBIX CPEJICTB AJIs
CO3aHMsI, FKCIUTyaTalluu U obecreyeHus
0€30MMacHOCTH KOMITBIOTEPHBIX CeTel

OIIK-2.3. Braneet HaBbIKaMu
UCTIONIb30BaHUS
UH(POPMALIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHI U MPOrPaMMHBIX
CPEIICTB CUCTEMHOTO U
MPUKJIATHOTO Ha3HAUCHUS IS
pelIeHus 3a1aq
npodeccuoHaNBHOM
JESITEIIBHOCTH

BrnaneeTr HaBbIKaMM MCTIOJIb30BAHUS
TEXHOJIOTHI U TPOrpaMMHBIX CPEJICTB
CHUCTEMHOI'0 U IPUKJIAJHOIO HA3HAYEHUS [
CO3/1aHUsl, FKCIUTyaTalluu U 00ecrieueHHs
0€301acHOCTH KOMITbIOTEPHBIX CeTel
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OIIK-4.2. Criocoben
aIMUHHCTPUPOBATH
OllepalMOHHbIE
CHUCTEMbI, CUCTEMBI
yIpaBjieHus: 6azaMu
JAHHBIX,
BBIYUCIIUTCIIBHBIC CETU

OIIK-4.2.1. 3naeT TUmoBbie
CpeZICTBa, METOMBI U
MIPOTOKOJIBI UICHTH(UKAINH,
ayTeHTH(HUKANU 1
ABTOPH3AIINH, & TAKXKE
KPUTEPUHU OLICHKH

3¢ (HEKTUBHOCTH H
HAJICKHOCTH CPEJICTB 3aIUTHI
POrPaMMHOTO O0eCTICUeHUS
ABTOMATH3MPOBAHHBIX CHCTEM

3HAaeT TUIIOBLIC TCXHUYCCKUE CpeacTBa,
IMPOTOKOJIbI U ITPUKIAAHOC ITIPOIrPpaMMHOC
obecrcueHHe IMPpUMCEHACMOC IIpHU CO3JaHUH U
AAMUHUCTPHUPOBAHUN KOMIILIOTCPHBIX ceTei

OIIK-4.2.2. YMeeT co3naBaTh,
YAQIATh U U3MEHATH YYCTHBIC
3aITMCH TT0JIb30BaTeIeH
aBTOMaTU3UPOBAHHOMN
CHUCTEMBbI, YCTaHABJIMBATh U
HacTpauBaTh ONEPAITHOHHBIC
CHCTEMBI, CHCTEMBI
yIpaBjeHus1 0a3aMu JTaHHBIX,
KOMIThIOTEPHBIC CETH U
MIPOTrpaMMHBIE CHCTEMBI C
y4eTOM TPeOOBaHMII IO
00eCeYeHHIO 3aIMThI
uHbopmauu

YMeeT co3/iaBath, YIaIATh U U3MEHATh
YYETHBIC 3aIKCH MTOJIb30BaTeei
KOMITBIOTEPHBIX CeTel, CO3/1aBaTh U
HACTPanWBaTh KOMITLIOTEPHBIE CETH C YUETOM
TpeOoBaHU IO 0OECTICYCHHIO 3aIIUThI
nHpopmarun

OIIK-4.2.3. Bnaneet
HABBIKAMU YCTAaHOBKHU
OOHOBJICHHI TTPOTPAMMHOTO
obOecreueHus
ABTOMATH3UPOBAHHOM
CHCTEMBI, a TAK)KE HaBbIKAMH
OOHapy»XEHUS U YCTpaHEHUS
HEUCTPaBHOCTEH B paboTe
CHCTEMBI 3aIUTHI
uHpOpMaLUun
ABTOMATH3UPOBAHHOM
CHCTEMBI

Bnaneetr HaBbIKaMM yCTaHOBKH OOHOBIICHUI
IIPOTPaAaMMHOT0 00ecreYeHUs] KOMITBIOTEPHOM
CETH, a TaKXKe HaBbIKaMH OOHApPYKEHUS U
yCTpaHEHUs! HEUCIIPaBHOCTEN B paboTe
CUCTEMBI 3aLUThl UH(OPMAIIH
KOMIIBIOTEPHOU CETH
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OIIK-4.3. Cnocoben
BBITIOJIHATH paOOTHI 110
YCTaHOBKE, HACTPOUKE,
aJIMAHUCTPUPOBAHUIO,
00CITy)KMBaHUIO U
IpOBEpKE
paboTocrocoOHOCTH
OTIENBHBIX
POTPaMMHBIX,
IPOTPaMMHO-
anmnaparHeIX (B TOM
qucne
KpUNTOTrpagpuIecKux) u
TEXHUYECKHUX CPEJICTB
3aIUThl HHQOPMAIHH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

OIIK-4.3.1. 3HaeT OCHOBHbIE
MEpBHI 110 3aIUTe
uHpOpMauu B
ABTOMATU3UPOBAHHBIX
CHUCTEMaXx, a TAKXKE
coziepKaHue
AKCIUTYyaTallMOHHOM
JIOKYMEHTalluU
ABTOMAaTU3UPOBAHHON
CHUCTEMBI

3HaeT OCHOBHBIE MEPHI 110 3aIIUTE
I/IHCI)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX

OIIK-4.3.2. YMeeT yCTpaHsTh
BBISIBJICHHBIE YS3BUMOCTHU
aBTOMaTU3UPOBAHHOM
CUCTEMBI, IPUBOSIINE K
BO3HUKHOBEHUIO yTPO3
6e3omacHOCTH HH(POPMAIIHH,
MIPOBOAMTDH aHATH3
JOCTYITHBIX
nH()OpPMAITMOHHBIX
MCTOYHUKOB C LIETIBIO
BBISIBJICHUSI U3BECTHBIX
ySI3BUMOCTEH, UCIIOJIb3YEeMBbIX
B CHCTEME 3alllUThI
uH(OpMalMU IPOTPAMMHBIX U
MIPOrpaMMHO-aIaPaTHBIX
CpEICTB

YMeeT yCTpaHATh BbISIBJICHHBIE YSA3BUMOCTHU
Ha yCTPOMCTBAX KOMIIBIOTEPHOU CETH,
MIPOBOAMTH aHAIH3 TOCTYITHBIX
MH(GOPMALIMOHHBIX HCTOUHUKOB C IIEJIBIO
BBISIBJICHHSI U3BECTHBIX YS3BUMOCTEN

OIIK-4.3.3. Bnaneer
HaBBIKAMU OCYIECTBICHHS
ABTOHOMHOM HalaJKu
TEXHUYECKUX U MIPOTPaAMMHBIX
CPEJCTB CUCTEMBI 3aIUThHI
uHpopMaLun
ABTOMAaTH3UPOBAHHOM
CHUCTEMBI

Bnageet HaBbIKaMU OCYILIECTBICHUS
aBTOHOMHOM HaJIaJIKU TEXHUYECKHUX U
IIPOIPaMMHBIX CPEJCTB CUCTEMBI 3AIUThI
MH(POPMALIUU KOMITBIOTEPHOM ceTH
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OIIK-4.4. Cnocoben
OCYIIECTBIIATH
III/IaFHOCTI/IKy nu
MOHI/ITOpI/IHF CUCTCM
3alIUTHI
aBTOMaTI/I3I/IpOBaHHI>IX
CHCTEM

OIIK-4.4.1. 3naer kputepuu
OLICHKH 3aIIMIICHHOCTH
ABTOMAaTU3UPOBAHHON
CUCTEMBI, TEXHUUECKHE
CpeacTBa KOHTPOJIA

(P PEKTUBHOCTH MEP 3aLIUTHI
uHpOpMaLUN

3HaeT KpUTEPUHU OLICHKH 3aIIHUIEHHOCTU
KOMITBIOTEPHOU CETH

OIIK-4.4.2. YMmeer
OCYIIIECTBIIATh KOHTPOJIh
obecrieueHus ypoBHS
3alUIIEHHOCTH B
aBTOMAaTHU3UPOBAHHBIX
CcHUCTEeMax, KOHTPOJIUPOBATH
COOBITHS O€30IIaCHOCTH U
IEUCTBUS MOJIL30BaTEIEH
aBTOMAaTHU3UPOBAHHBIX
CHCTEM, a TaKXKe
JIOKyMEHTHPOBATh
MIPOIIETYPHI U PE3YJIHTATHI
KOHTPOJIS
(YHKIIMOHUPOBAHUS CUCTEMBI
3aImuThl THGOPMAITIHI
aBTOMaTU3UPOBAHHOMN
CHCTEMBI

YMeeT oCymecTBIATh KOHTPOJIb OOeCTIedeHUs
YPOBHS 3alTUIIICHHOCTH B KOMITBIOTEPHBIX
CEeTAX, KOHTPOJIUPOBATH COOBITUS
0€30IaCHOCTH U JEUCTBUSA I10JIb30BaTEIEH
KOMIIBIOTEPHOM CETU

OIIK-4.4.3. Bmageet
HaBBIKAMH OIICHKH
3alIUIIEHHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM
C IOMOIIILIO THITOBBIX
MIPOTrPaMMHBIX CPEACTB

Brnaneer HaBbIKaMH OLIEHKHU 3alIUILIEHHOCTH
KOMITIBIOTCPHBIX CEeTeM C IMOMOIIBIO TUIOBBIX
MporpaMMHBIX CPEACTB
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OIIK-9. Cnocob6en OIIK-9.1. 3HaeT ocHOBHbIE 3HaeT KpunTorpagpuuecKue MeTo bl 3allUThI
IIPUMEHATH CPEACTBA MOHSITUS KpUIITOrpapuu u uHpOpMaLnH, IPUMEHsIEMbIC B
Kpunrorpaguyeckod 1 |Kpunrorpaduyeckue METOAbl |KOMITBIOTEPHBIX CETAX

TEXHUYECKOM 3aIUTHI 3alUThl HH)OPMAIHH

HHpOpMALIH SIS OIIK-9.2. Ymeer onpenenats |YMeeT NPUMEHSTh KpUNTorpapuueckue
peLIeHNA 3a1a4 HaJIN4Me TUIOBBIX METO/IbI 3aIUTH HH(OPMAITUHU B
PO(hECCHOHATBHON TEXHUYECKUX KaHAJIOB YTEYKH | KOMITBIOTEPHBIX CETAX
AeATCIbHOCTH nH(popMaIuu, a TaKxKe

MPUMEHSATH METOJIUKH

pacuera u

MHCTPYMEHTAILHOTO

KOHTPOJIS MOKa3aTesnei
TEXHUYECKOHN 3aIUTEI
nH(popmaIuu Ha 00BEKTaxX

nHpopmMaTH3au

OIIK-9.3. Bnaneer Bnaneetr HaBbikaMu 000CHOBaHHOTO BBIOOpPA U
NPaKTUYeCKUMHU HaBblkaMu  (ucnonb3oBanus CK3U npu obecnieuennn
000CHOBaHHOTO BBIOOPA U 0€301acHOCTH KOMIIbIOTEPHBIX CeTel

ucnoas3zoBanus CK3U npu
peleHnn 3a1a4
npodeccuoHaNBHOM
JeSITeIbHOCTH

IMpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,

BblJIeJIEHHBIX HA KOHTAKTHYIO0 pa0oTy 00y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 7 3a4ETHBIX eUHUIL, 252 aKaJeMHYECKHUX YacoB.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6smmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI IO BUJAM YU4SOHOM eI TeIbHOCTH

Bcero CemecTtpsbl

Bunpl yueOHoH esTeIbHOCTH
4acoB |5 cemecTp |6 cemecTp

KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 128 60 68
npenojasarejieM, BCero

JIeKIIMOHHEBIE 3aHATUS 48 24 24
IIpaxkTHueckue 3aHATUS 16 8 8
JlaGopaTopHbie 3aHITHS 64 28 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 88 48 40
BHeayIMTOpHAasi padoTa 00y4aIMXxcs ¢ npemnoaaBaresjieM, BCero
Iloaroroska K 3a4eTy 12 12
[ToaroroBka Kk TECTUPOBAHUIO 44 22 22
[ToaroToBka k nabopatopHoO padboTe, HATMCAHHUE OTYETa 32 14 18
IHoaroroBka u caavya 3K3aMeHa 36 36
OO0mas Tpya0eMKoOCTh (B 4acax) 252 108 144
Oo0mas TpynoeMkocTh (B 3.e.) 7 3 4

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI

5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH
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CtpyKkTypa IUCUMIUIMHBI MO pas3zienaM (TeMaMm) U BUJaM y4eOHOH JesTeITbHOCTH NMPUBEICHA B

tabymue 5.1.
Tabmuma 5.1 — Pa3nensl (TeMbl) TUCIUILIAHBI M BUBI YI€OHON ACATEIHHOCTH
HasBanus paznenos (Tem) iI;{K' [Ipak. | Jla6. | Cam. Bcer(%:gaCOB dopMupyemsbie
UCIAILINHEBI ” | 3aH.,4 | pabd. |[pab.,q KOMIIETEHIINHU
q 9K3aMEHa)
5 cemecTp
1 OCHOBBI KOMIIBIOTEPHBIX CETEN 8 8 - 12 28 OIIK-2, OIIK-4.2,
OIIK-4.4
2 TexHOJIOrM1 HUKHUX YPOBHEN 4 - - 6 10 OIIK-2, OIIK-4.2
KOMIIBIOTEPHBIX CeTeH
3 TexHOJOTMHM BEPXHUX YPOBHEN 8 - 28 26 62 OIIK-2, OIIK-4.2
KOMIThIOTEPHBIX CETEH
4 CoBpeMEeHHbIE TEHACHIIUU 4 - - 4 8 OIIK-2, OIIK-4.2
pa3BUTHS KOMITBIOTEPHBIX ceTel
Wroro 3a cemectp| 24 8 28 48 108
6 cemecTp
5 OcHOBEBI 0€30I1aCHOCTH 8 8 - 8 24 OIIK-4.3, OIIK-4 .4,
KOMIIBIOTEPHBIX CETEN OIIK-9
6 CpenctBa obecrieyeHust 12 - 32 28 72 OI1K-4.3, OIIK-4.4,
0€30MacHOCTH KOMITBIOTEPHBIX OIIK-9
ceren
7 CoBpeMeHHbIE TEHICHIINH B 4 - 4 4 12 OIIK-4.3, OIIK-4 .4,
obecrieueHnH 0€30MaCHOCTH OIIK-9
KOMIThIOTEPHBIX CETEH
Uroro 3a cemectp| 24 8 36 40 108
Hroro| 48 16 64 88 216

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNINHBI

Coneprkanne pa3nenoB (TeM) TUCHUTUIAHEI (B T.4. IO JIEKIHUSIM) MPUBEICHO B TadwmIe 5.2.
Tabmuma 5.2 — ConepkaHue pa3ienos (TeM) TUCHUILUIMHEI (B T.4. IO JEKLIHUIM

TpynoemkocTsb
Hazpanus paznenos | CoaeprkaHue pas3ienos (TEM) TUCIUILINHBI dopmupyemble
(Tem) TUCUIMIUTAHBI (B T.4. IO JICKITHSIM) (MeKUHOHHEIE KOMIIETCHIINU
3aHATHSA), U
5 cemecTp

1 OcHOBBI Onpenenenne KC, mecro u pons KC B 2 OIIK-2
KOMITbIOTEPHBIX COBpPEMEHHOM Mupe, ucropus passutus KC
ceren OcHoBHbIe npuHIHbI TocTpoeHus KC, 2 OIIK-2

knaccuukanus KC

MHOroypoBHEBBIN MOIX0/1 K TOCTPOCHUIO 2 OIIK-2

KC, monenu OSI u TCP/IP,

crannapruzanus KC

Anpecarus B cteke npoTtokosios TCP/IP 2 OIIK-2, OIIK-4.2

Hroro 8

CornacoBaHa Ha noptane N2 75684 8



2 TexHon0TUH Kananphsiii ypoBens mogenu OSI, 2 OIIK-2, OIIK-4.2
HWOKHHUX YpoBHeW  |TexHosorus Ethernet, koMmmyTupyembie
KOMITBIOTEPHBIX cetu Ethernet
cereit BuptyanbHbie JIOKaabHBIE CETH, 2 OIIK-2, OIIK-4.2
TETUPOBAHHBIM U HETETUPOBAHHBIN CETEBOU
TpadukK, pexKuMbl pabOTHI TOPTOB
KOMMYTaTOpOB
Htoro 4
3 Texunonoruu CereBoii ypoenb mojenu OS], mpoTokos 2 OIIK-2, OIIK-4.2
BepxHUX ypoBHeil |[Pv4 u [Pv6, GecknaccoBast agpecarus
KOMIIbIOTCPHBIX [IpoTOKOIBI MapIIpyTU3ALUMH, CTATHYECKAS 2 OIIK-2, OIIK-4.2
cerei U JUHAMHUYeCcKasl MaplIpyTU3aLus
TpancnoptHslii ypoBeHs Mogenu OS], 2 OIIK-2, OIIK-4.2
npotokoisl TCP u UDP, noptsl,
TPAHCISUS CETEBBIX a/IPECOB
[Ipuxnanxoit ypoBenb mozenu OS], 2 OIIK-2, OIIK-4.2
MIPOTOKOJIBI MPUKIIATHOTO YPOBHS
Hroro 8
4 CoBpeMeHHbIE I'mo6ansubie KC, MapmipyTusanus B 2 OIIK-2, OIIK-4.2
TEHJICHLIUU rI100aTBHBIX CETSIX, HHTEPHET
PasBHTHA OO6na4Hble BBIYUCIIEHHS, HHTEPHET BEILEH OIIK-2, OIIK-4.2
KOMITbIOTEPHBIX
cereii Hroro 4
Hroro 3a cemectp 24
6 cemecTp
5 OcHOBBI OCHOBHBIE TOHSTHS U TEPMUHOJIOT U, 2 OIIK-4.3
0e30macHOCTH yIpO3bl, YA3BUMOCTH, aTaKU
KOMIIPIOTCPHBIX HopmaTtuBHo-nipaBoBoe oOecnieueHne 2 OIIK-4.3
ceren uHpopManuoHHol 6e3onacnoctu KC
Knaccudukanms yrpos u ysa3BUMOCTEH, 2 OIIK-4.3
0aHKU yTpo3 U ysI3BUMOCTEH, baHk maHHBIX
yrpo3z ®CTOK, MITRE ATT&CK
Ceresele ataku, Mojaens Cyber-Kill Chain 2 OIIK-4.3
Hroro 8
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6 CpencrBa OubTpanus ceTeBoro Tpaduka, 2 OIIK-4.3, OIIK-4.4,
obecrieueHus MexcereBbie skpanbl, NGFW OIIK-9
Ge3omacHoCTH TexHonmorun oOHApYKEHUS CETEBBIX aTaK, 2 OIIK-4.3, OIIK-4.4,
KOMITbIOTCPHBIX CUCTEMbI OOHAPYKEHUSI U TTPEIOTBPALICHUS OIIK-9
cereit BTOPIKEHHIA
TexHOoIornu NOCTPOEHUs 3alUIIEHHBIX 2 OIIK-4.3, OIIK-4.4,
KAaHAJIOB CBSI3U, CPEJCTBA IOCTPOEHUS OIIK-9
BUPTYaJIbHBIX 3AIIUIIEHHBIX ceTel
HNHCcTpyMEHTBI 17151 UCCIIEI0BAHUS CETH, 2 OIIK-4.3, OIIK-4.4,
cauddeps! 1 ckaHeps! 0€30MaCHOCTH, OIIK-9
WHCTPYMEHTHI MOHHUTOPHHTA COCTOSTHHSI
ceTu
[IpenoTBpamienue yreduek HHGOpMAaIIH, 2 OIIK-4.3, OIIK-4 4,
DLP-cucremst OIIK-9
3amura KoHeuHbIX ycTpoiictB KC, 2 OIIK-4.3, OIIK-4 .4,
texHosioruu Endpoint Security, cucremsl OIIK-9
3alIMThl KOHEUHBIX Touek (Endpoint
Protection Platform)
Hroro 12
7 CoBpeMeHHbBIE OCHOBBI TECTUPOBAHUS HA TPOHUKHOBEHHUE, 2 OIIK-4.3, OIIK-4 4,
TEHIEHIIUN B ATarbl MPOBEJICHUS TECTUPOBAHUS Ha OIIK-9
obecrie4yeHnH MIPOHUKHOBEHUE, HHCTPYMEHTBI
Oe3omacHOCTH XDR-cucTembl 2 OIIK-4.3, OIIK-4.4,
KOMITBIOTEPHBIX OIIK-9
cereit Hroro 4
Hroro 3a cemectp 24
Hroro 48
5.3. lIpakTH4yeckue 3aHATUSA (CEMUHAPHI)
HanMeHoBaHue MPaKTUYECKUX 3aHATUN (CEMHHAPOB) MIPUBEACHO B TabmuIe 5.3.
Tabnuma 5.3. — HauMeHoBaHue NMPaKTUYECKUX 3aHATUN (CEMHHAPOB)
Haspanwust paznenoB | HauMeHnoBaHue npakTudeckux 3aHsatuii | TpynoemMKocTh, dopMupyemsie
(Tem) AMCUMITITUHBI (cemHrHapoOB) q KOMIIETEHIINHT
S cemecTp
1 OcHoBBI [IpopabGoTKa CTPYKTYphl KOMIIBIOTEPHOM 2 OIIK-2, OIIK-4.2,
KOMIIBIOTEPHBIX CETU OpraHu3aluu CETH, ONUCAHUE OIIK-4.4
cereit XapakTepa CBA3EH MEXKIy PJIEMEHTAMU U
MH(OPMALIMOHHBIX IOTOKOB
Paccuer IP agpecoB u Mmacok 2 OIIK-2, OIIK-4.2
0eCKJIacCOBBIX ceTel
Br16op obopymoBaHus 15t 2 OIIK-2, OIIK-4.2
KOMITHIOTEPHOM CETH OpraHu3aluu
[ToaroroBka 1OKyMEHTALMH 11O 2 OIIK-2, OIIK-4.2
KOMITBIOTEPHOU CETH OpraHu3aluu
Htoro 8
Uroro 3a cemectp 8

6 cemecTp
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5 OcHOBEI [Touck nHpOpMAaIUKU 00 yrpo3ax u 2 OIIK-4.3, OIIK-4.4
0€301acHOCTH YSA3BUMOCTSIX B IOCTYITHBIX HCTOYHHKAX
KOMIIbIOTCPHBIX Onucanue atak ¢ nomomibio Cyber-Kill 2 OIIK-4.3, OIIK-4.4
cerei Chain
[TonGop cpeacTs 3amIUThI 2 OIIK-4.3, OIIK-4.4,
KOMITBIOTEPHOM CETH C YUETOM OIIK-9
TpeboBaHuil 6e30MacHOCTH
[IpopabGoTKa CTPYKTYpBI CUCTEMBI 2 OIIK-4.3, OIIK-4 4,
3amuthl KC 1 mororoska OIIK-9
JOKYMEHTAITUH 10 cucTeme 3amuThl KC
Hroro 8
Hroro 3a cemectp 8
Hroro 16
5.4. JlaGopaTopHble 3aHATHS
HaunmenoBanme 1abopatopHbIx paboT mpuBeACHO B TadmuIe 5.4.
Tabmuma 5.4 — HaumeHnoBaHnue 1a60paTOpHBIX padboT
HasBanus pasznenos HamMeHOBaHHE TaGopaTopHBIX paGoT TpynoemMKocCTs, dopmMmupyembie
(Tem) TUCUHUTLITUHBI q KOMITETEHIIUH
5 cemecTp
3 TexHonoruu CoenuHeHue y310B, OJHOPAHTOBbIE 4 OIIK-2, OIIK-4.2
BEPXHUX YPOBHEMH ceTu
KOMIIBIOTCPHBIX Hacrpoiika DNS-cepBepa u jomMmeHa 4 OIIK-2, OIIK-4.2
ceTeun Active Directory. I'pymimoBsie
TIOJTUTUKHU
Hactpoiika DHCP-cepBepa 4 OIIK-2, OIIK-4.2
IIpoTOKOIIBI MapLIPyTU3ALUU 4 OIIK-2, OIIK-4.2
YcraHoBKka mporpaMMHOTO 4 OIIK-2, OIIK-4.2
obecrieueHus yepe3 rpyInoBbie
TIOJTUTUKHU
BricOKOYypOBHEBBIE CETEBBIC CITYKOBI. 4 OIIK-2, OIIK-4.2
[ToutoBbIH, (halioOBBIN U BEO-cepBep
[lenTpanu3zoBaHHOE OOHOBJIEHHE 4 OIIK-2, OIIK-4.2
onepanuoHHbIX cucteM. Windows
Server Update Services
Hroro 28
Hroro 3a cemectp 28

6 cemecTp
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6 CpencrBa MexceTeBbie IKpaHbI 4 OIIK-4.3, OIIK-4.4,
obecrieueHus OIIK-9
besomnacHocTH Cuctembl 0OHAPYKEHHUST BTOPKCHUI 4 OIIK-4.3, OIIK-4.4,
KOMITBIOTEPHBIX OI1K-9
ceTeit BupTyaibHbIE 3alUIIEHHBIE CETH 4 OIIK-4.3, OIIK-4.4,
OIIK-9
WNHcTpyMeHTBI HecneoBaHus 4 OIIK-4.3, OIIK-4.4,
ceTeBoro Tpaduka, CHUPepsI OIIK-9
NHCTpyMEHTBI UCCIEA0BAHUS CETH, 4 OIIK-4.3, OIIK-4.4,
CKaHepbl 0€30MaCHOCTH OIIK-9
HNHCTpyMEHTBI MOHUTOPHUHIA 4 OIIK-4.3, OIIK-4.4,
COCTOSIHUSI CETH OIIK-9
DLP-cucTembl 4 OIIK-4.3, OIIK-4 .4,
OIIK-9
CucTeMBbl 3alMTEl KOHEYHBIX TOYEK 4 OIIK-4.3, OIIK-4 .4,
(EPP-pemenust) OIIK-9
Hroro 32
7 CoBpeMeHHbIE HNHCTpyMEHTBI TECTUPOBAHUS Ha 4 OIIK-4.3, OIIK-4.4,
TEHIEHIIUN B MIPOHUKHOBEHHUE OIIK-9
obecrieueHun
0€30macHOCTH
KOMITBIOTEPHBIX Hroro 4
cerei
Hroro 3a cemectp 36
Hroro 64

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMoTpeHo y4eOHBIM IIaHOM

5.6. CamocTosiTesqIbHaAs1 padoTa

Bunbl camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B

tadymue 5.6.

Tab6mumma 5.6. — Buasl camocTosTeIbHOM pabOoThl, TPYJA0EMKOCTh U (POPMHUPYEMBIE KOMIETEHITUN

HasBanns pasznenos | Bunael camocrositensHoi | TpynoeMkocts, | @opMupyemble Dopmsbl
(TeM) AMCUUIIINHBI paboThI q KOMIIETEHIINT KOHTPOJIA
5 cemecTp

1 OcHOBBI IlogroroBka k 3auery 4 OIIK-2, OIIK-4.2 3auér
KOMIIBIOTCPHBIX IToaroroBka k 8 OIIK-2, OIIK-4.2 | TectupoBaHue
ceren TECTUPOBAHUIO

Hroro 12
2 TexHoaoruu ITogroroska k 3auery 2 OIIK-2, OIIK-4.2 3auér
HIKHUX YPOBHEH IToaroroBka k 4 OIIK-2, OIIK-4.2 | TectupoBaHue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cere Uroro 6
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3 Texunonoruu [ToaroroBka k 3auery 4 OIIK-2, OIIK-4.2 3auéT
BCPXHUX YPOBHEN ITonroroBka k 8 OIIK-2, OIIK-4.2 | TectupoBanue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cerent [ToaroroBka K 14 OIIK-2, OIIK-4.2 | JlaGopaTtopHas
nabopaTopHoii pabote, pabota
HalnucaHue OT4YeTa
Hroro 26
4 CoBpeMEHHbIE [ToaroroBka k 3auery 2 OIIK-2, OIIK-4.2 3auéT
TEHACHIINHN Pa3sBUTHUA |[ToaroroBka K 2 OIIK-2, OIIK-4.2 | TectupoBaHue
KOMIThIOTEPHBIX TECTHPOBAHHIO
cerent Hroro 4
Hroro 3a cemectp 48
6 cemecTp
5 OcHOBBI [Toaroroska k 8 OIIK-4.3, TectupoBanue
0€301acHOCTH TECTUPOBAHUIO OIIK-4.4, OIIK-9
igir;mTepHHX Tiroro g
6 Cpencrtaa IToaroroBka k 12 OIIK-4.3, TectupoBanue
obecrieueHus TECTUPOBAHUIO OIIK-4.4, OIIK-9
OesoracHoCTH IToaroroBka k 16 OIIK-4.3, JlaGopatopHas
KOMITBIOTCPHBIX nabopatopHoii padore, OIIK-4 .4, OIIK-9 pabota
CeTCHU HaIMCAaHUE OTYETA
Hroro 28
7 CoBpeMeHHbBIE [ToaroroBka k 2 OIIK-4.3, TectupoBanue
TEHIEHIIUN B TECTUPOBAHUIO OIIK-4.4, OIIK-9
obecrieueHNN IToaroroska k 2 OIIK-4.3, JlaGopatopHas
0e30macHOCTH nabopatopHoii padore, OIIK-4.4, OIIK-9 pabota
KOMIIBIOTCPHBIX HaMCaHuEe OTYeTa
cerent Hroro 4
Hroro 3a cemectp 40
[ToaroroBka u caaua 36 DK3aMeH
AK3aMeHa
Hroro 124

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHHH AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHUH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuua 5.7 — CooTBeTCTBUE KOMIETEHIMH, (OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
Bunbl yueOHOI e TeNbHOCTH
dopmMmupyemeie
Jlek. | IIpak. | Jla6. | Cawm. @®opMBI KOHTPOJIS
KOMITETCHIINH
3aH. 3aH. paod. pao.
OIIK-2 + + + +  |3auér, JlabopaTopHas pabora,
TectupoBanue
OIIK-4.2 + + + +  |3auér, JlJabopaTtopHas padora,
TectupoBanue
OIIK-4.3 + + + +  |JlaGoparopnas padota, TectupoBanue,
DK3amMeH
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OIIK-4.4 + + + + 3auér, JlabopaTopHas pabora,
TectupoBanue, JK3aMeH

OIIK-9 + + + +  |JlaGoparopnas padota, TectupoBanue,
DK3aMeH

6. PeiiTuHroBasi cucremMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

BbannbHble onleHkH U1t POpPM KOHTPOJIS IPECTABICHBI B Ta0uie 6.1.
Tabnuua 6.1 — bamibHbIE OLIEHKH

o . MaxkcuMalbLHBIN
MakcumanbHbIN MakcumanbHbIN
0aJut 3a epuos Bcero 3a
®DopMBbI KOHTPOJIS 6amn Ha 1-yto KT ¢ |  ©Gam 3a mepuog
mexnay 2KT u Ha CEeMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEII ceMecTpa
S cemecTp
3auér 0 0 40 40
Jlaboparopnas pabota 0 15 20 35
TectupoBaHue 0 0 25 25
Hroro makcumym 3a 15 85 100
epuo.I
Hapacratomum utorom 15 100 100
6 cemecTp

JlaGopartopnast pabota 0 20 25 45
TectupoBanue 0 0 25 25
DK3aMeH 30
Hroro makcumym 3a 20 50 100
epuo.I
Hapacratomum utorom 20 70 100

6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

[lepecuer 6aIOB B OLIEHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tabnuue 6.2.
Tabnuua 6.2 — [lepecyer 6aIOB B OLICHKH 33 TEKYLIHI KOHTPOJIb

bammer Ha JAaTy TCKYyHICTO0 KOHTPOJIA OHGHKa

> 90% ot MakcuManbHOI cymMbl OamoB Ha naty TK 5

Ot 70% 1o 89% oT MakcuManbHOI cymMMbI OaiioB Ha naty TK

Ot 60% 1o 69% ot MakcuMabHOM cyMMBI O6ai1oB Ha naty TK

[\S 2 VS I BN AN

< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuer cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[lepecuer cyMMBbI 0a/IOB B TPAAUIIMOHHYIO H MEXKIYHAPOJIHYIO OLIEHKY MPEJACTAaBIICH B TaOJIUIIE
6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUITMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Htorosas cymma Oanos,
Onenka YUMTBIBACT YCIELTHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (oTIM4HO) (3aYTEHO) 90 - 100 A (0oTaM4HO)
4 (xoporto) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
70 — 74 D (ynoBneTBopuTeNnbHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. CeTu u TeJIeKOMMYHHUKAIMH : yueOHUK U npakTukym jis By30B / K. E. Camyiinos [u ap.] ; nox
penakuueit K. E. CamyitnoBa, U. A. lllanumosa, JI. C. Kymns6oBa. — Mocksa : U3narensctBo FOpaiit,
2022. — 363 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-00949-1. [DnexTpoHHBIN pecypc]: —
Pexxum nmoctyma: https://urait.ru/bcode/489201.

7.2. lonoJTHUTEIbHAS JIUTEPpaTypa

1. MapmpyTtusanusi B KOMIBIOTEPHBIX CETAX : yueOHO-MeToaudeckoe nmocoobue / cocrapurenu [
B. A6pamos [u np.]. — Boponex : BI'Y, 2017. — 27 c. [DnekTponHblii pecypc]: — Pexum gocrymna:
https://e.lanbook.com/book/154773.

2. Juorenec, 0. Kubep6e3omacHocts. cTpaTerus arak u oboponsl / FO. [{uorenec, 3. O3kaiis ;
nepeBoj ¢ aHriauiickoro /[[. A. beaukoBa. — Mocksa : IMK IIpecc, 2020. — 326 c. — ISBN
978-5-97060-709-1. [DnexTpoHHbIil pecypc]: — Pexum nocrtyna: https://e.lanbook.com/book/131717.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. besonacHocth cereit DBM. Yacte 1: JlabopaTopusiii mpakTukym / A. K. HoBoxpecTos, A. U.
I'ynse - 2017. 92 c¢. [DnexktpoHHbIN pecypc]: — Pexxum noctyna: https://edu.tusur.ru/publications/7225.

2. be3omacHocth ceTeit OBM: MeTtoandyeckue ykazaHus JJis JIAOOPATOPHBIX U MPAKTUUECKHUX
pabot / HoBoxpectoB A. K., [Ipackypun I'.A., 2014. — 99 c. [DnekTpoHHbI# pecypc]: — Pexxum nocrtymna:
https://disk.fb.tusur.ru/bsevm/practice.pdf.

3. besomacHocTh ceteit OBM: MeTonuueckue ykazaHus I CaMOCTOATEIIbHON paboThI CTyIeHTa /
HosoxpectoB A.K., IIpackypun I'.A., 2014. — 4 c. [DnexTpoHHbIl pecypc]: — Pexum gocrtyna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE TOCOONS IJIS JINIT
€ OrpaHUYeHHBIMU BO3MOKHOCTSIMH 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PadOThl 00YYaIOLIHXCS
U3 YHCIIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHMYCHHUSM X 3[0POBbSI U BOCHPUATHS HHOOPMALIUY.

JI1s JIMI ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPpodeccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3yyeHUH NTUCHUIIMHBI PEKOMEHAYETCSl 00pallaThbCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopbiM y TYCYPa oTKpHIT gocTyI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. ba3a 3HaHWU TaKTHK, IPUEMOB U METOJOB, UCIOJb3yeMbIX Kubepnpectynuukamu MITRE
ATT&CK: https://attack.mitre.org/.

3. bank mannbpIx yrpo3 6e3omacHoctu napopmanun GCTIK Poccun: https://bdu.fstec.ru/.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
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8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrpaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYaTbHBIX KOHCYIbTAIIHA,
TEKYIIEro KOHTPOJISL U MPOMEXYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHast ayaUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAIOYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHe U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/iejaM JUCITUILUTHHBI.

8.2. MaTepuajibHO-TeXHHYECKOE H IPOrPaMMHoOe odecredeHue A NPAKTHYEeCKUX 3aHATHI

JlaGopatopus 6e3omacHoctu ceteid DBM / Jlaboparopust kpunrorpadguu B 0aHKOBCKOM JIeJic:
ydeOHasi ayIuTOpHUs IS MPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro Tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- NnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurensb Roxton PA-20T;

- MarautHO-MapKkepHas JOCKa;

- OOyuJaromuii CTeH/I JIOKaIbHbIe KOMIIbIOTepHBIE ceTr Microtik routerboard - 2 miT.;

- VIPNET YMK "Bbe3onacHocTh ceTeii';

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwir.;

- Ananmzarop xabenpHbIX ceterd MI 2016 Multi LAN 350 - 3 mr.;

- Anammzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepsep kiacca He HIKe 4XxE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

CreHnpl U1 U3ydeHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MmapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- rouku pocryna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHS CPEJCTB KPUNITOTpapUIecKor 3alUThl HHPOpPMAIIUU B OAHKOBCKOM JIeTIe,
BKJTIOYAFOIIIUE:

- aDOHEHTCKHE yCTpOICcTBa: KOMIIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpyTuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpaguueckoil 3ammTsl HHPOPMAIMU: TTPOrPAMMHO-ANIAPATHBIA KOMIIIEKC
mmdposanus "OIICY-IP", nporpamMuo-anmapaTHblil komiuieke mmdposanus "OIICY-1P/Knuent".

- Kommnexr cnenuanu3upoBaHHON yueOHON MeOeny;

- PaGouee mecTo mpenoaBaress.

[IporpamMmHoe obecnieueHue:

- Cisco Packet Tracer;

- Microsoft Windows 10;

- Anammzarop tpaduka Wireshark;

- Ductpubytus Kali Linux;

8.3. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecneyeHue 1Jisl JIa0opaTOPHBIX padoT

Jlabopatopus 6e3omacHoctu ceteir DBM / Jlabopatopust kpuntorpadguu B OaHKOBCKOM JIelie:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUYECKOTO THUIA, yueOHas ayauTopus Iis
MpoBeIeHus 3aHsATHi TabopaTtopHoro tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
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n. 146, 804 aynx.

Onucanue uMeroLerocs 000pya0BaHus:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Ycumurens Roxton AA-60M;

- [ToTonounskrit rpomkoroBoputenb Roxton PA-20T;

- MaruuTHO-MapKepHas J0CKa;

- OOyuaromuii CTeH]I JIOKaJIbHBIE KOMITbIOTEpHBIE ceTu Microtik routerboard - 2 mit.;

- VIiPNET YMK "Be3onacHocTb ceTer";

- KommyTtatop Mikrotik CRS125-24G-1S-IN - 6 mit.;

- AnammsaTop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 m.;

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mrT.;

- Cepsep kiacca He HIke 4XE7-4809v4/512GBRE16/L9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW - 2 mit.;

CreHfpl A1 U3y4YEeHUS IPOBOJHBIX U OECIIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIIOYAIOIIHE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexceteBnie dkpanbsl: UKC Lite, CISCO ASA 5505, MD B cocraBe mapmpytuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku goctymna: D-link dwl3600ap.

CteHnbl Ul U3yUYeHUs CPelICTB Kpunrorpaduueckoil 3amuThl nHGOpMauu B 6aHKOBCKOM Jere,
BKJTIOYAIOIIHE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpencTtBa Kpuntorpaguyeckoil 3auuThl HHGOpMaLMU: TPOrPaMMHO-aNNapaTHbIi KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommuiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmmHoe obecrieueHue:

- Cucrema MoHuTOpHHTA Zabbix;

- Microsoft Windows 10;

- XSpider;

- Anammzatop Tpaduka Wireshark;

- ductpubytu Kali Linux;

- MexcereBoii sxkpan UKC Lite;

- MexcereBoitakpanPositive Technologies Application Firewall Education;

- Cucrema ananusa s3amuuieHaoctd cetu MaxPatrol Education;

- CucreMa 3amuThl OT yTe4ku AaHHBIX: KoHTyp nHbOopManmonnoi 6e3onacHocT SearchInform;

- CucreMa oOHapyXeHUSI BTOP>KCHHUI Snort;

- Cucrema oOHapy)eHUsI BTOP)KeHHH Suricata;

- CpenctBo MOCTpOEHMS BUPTYaIbHBIX YacTHBIX ceTelt OpenVPN;

8.4. MaTepua/ibHO-TeXHNYECKOE M MPOrpaMMHOe o0ecneuyeHue Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanrie UMEIOIIErocss 000pyI0BaHUS:

CornacoBaHa Ha noptane N2 75684 17



- yueOHast MeOeb;

- KOMIIBIOTEPHI;

- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JICKTPOHHYIO
nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKOe o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIAMH ¢ OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAJIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CeHUaIbHOr0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueoHoi HHOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENoAaBaHus
U1 00y4aroUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayAuTOpHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOH, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHsA MPETyCMOTPEHO MCIOJIb30BaHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiila Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTENEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIC YCTPOMCTBA BBOAA MH(MOPMALUU M APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopMaIuu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xanue OLEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabuure 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hasanus pasnenos (rem) PopmHpyemBIe ®opmebl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCLUTIIINHBI KOMIIETEHIINH
1 OcHOBBI KOMITBIOTEPHBIX OIIK-2, 3auér IIepeyens BOnpoCcoB 11t
ceTen OIIK-4.2, 3a4eTa
OIIK-4.4 TecTtupoBanue [IpuMmepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
2 Texnonorun HuwxxHUX ypoBHei | OIIK-2, OI1K-4.2 |3auér [lepeuenb BOIIPOCOB 15t
KOMITBIOTEPHBIX CETEMN 3a4era
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
3 TexHoJIOTMM BEPXHUX OIIK-2, OIIK-4.2 |3auér [Iepeuyens BonpocoB 1t
YPOBHEN KOMIIBIOTEPHBIX CETEU 3a4era
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
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4 CoBpeMeHHbIE TEHJCHIINH OIIK-2, OIIK-4.2 |3auér [Iepeuyens BonpocoB i

pa3BUTHS KOMIIBIOTEPHBIX CETEN 3aueTa
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
5 OcHOBBI 6€30MaCHOCTH OIIK-4.3, TectupoBanue IIpuMepHBIil IepeyeHb
KOMIIBIOTEPHBIX CETEN OIIK-4.4, OIIK-9 TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenb sK3aMEeHALIMOHHBIX
BOIIPOCOB
6 CpenctBa obecrieyeHus OIIK-4.3, JlaGopaTopHas Tembl 1abopaTopHBIX paboT
6e3onacHocTr komnbioTepHbix | OITK-4.4, OIIK-9 [paGora
cereil TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenb 7K3aMEHALIMOHHBIX
BOIIPOCOB
7 CoBpemennsle TeHaeHuuu B |OITK-4.3, JlaGopatopHas Temsbl n1abopaTopHbIX padoT
obecrieyeHUH 6€30MaCHOCTH OIIK-4.4, OIIK-9 |pabGoTa
KOMIIBIOTEPHBIX CEeTeH TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAIIMOHHBIX
BOIIPOCOB

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YeHUS IO
JUCHUIUIMHE TpUBeJeHa B Tadnuue 9.2.
Tabnuna 9.2 — lllkana oueHkn cPOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOyUEHHS IO

JUCIHTLINHE
®dopmynupoBka TpebOBaHUM K CTeeHH C(HOPMUPOBAHHOCTH
Orenka Bbannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYECHUS
3HATh YMETh BJIQJICTh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HEyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UJIH ()parMeHTapHBIE YMEHHUH UITN HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUIHO (dbparmeHTapHbBIC
OCBOEHHOE MIpUMEHEHHE
yMEHHE HaBBIKOB
3 ot 60% 10 o6111e, HO He B LIEJIOM YCIICILIHO, B 1LICJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYypUPOBAHHBIE HO HE YCHEIIHOEe, HO He
MaKCUMaJbHOM 3HAHUSA CHUCTEMATHUYECKU | CUCTEMATHUECKOe
CYMMBI 0aioB OCYIIECTBIISIEMOE MPUMEHEHHE
yMEHHE HABBIKOB
4 (xopotio) ot 70% 1o copMHpOBaHHBIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEUTHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJIeprKaniue COJIepIKaIIue
CYMMEI 0a/uT0B | 1poOIeMBbI 3HAHUS OT/ICITbHBIE OT/ICTbHBIE
poOesbl yMEHUe poOebI
MIPUMCHCHHE
HABBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCIENTHOE U
MaKCUMaJbHOW | cHUCTeMaTHYeCKHe yMEHHE CHUCTEMaTHYeCKOe
CYMMBI 0aJIOB 3HAHUA MIpUMEHEHHE
HaBBIKOB
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[IIxanma KOMIUIEKCHOM OLIEHKU C(hOPMHUPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B TaduIe 9.3.
Ta6mmma 9.3 — lllkaia KOMIJIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETEHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHIIUN

2 He nMeeT He0OXOAMMBIX TIPEACTABICHHI O MTPOBEPSIEMOM MaTepHase
(HEYTOBJIETBOPUTEIHLHO ) | KITH
3HaTh HAa YPOBHE OPHEHTHPOBaHMS, TIpeicTaBieHnid. O0yJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K OIPEJIEJICHHON HayKe, OTpaciii WK 00bEKTaM, y3HAeT B
TEKCTax, N300paKEHUSX UM CXeMaX U 3HaeT, K KaKMM HCTOYHUKAM HY>KHO
obOparaTthcs uist 60siee 1eTaJbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yUaronmxcs 3HaeT
(YIOBIIETBOPUTENHHO) |M3YUYECHHBIHN 3JIEMEHT COACPKAHUS PENPOAYKTUBHO: TIPOU3BOIBHO
BOCIIPOU3BOJAUT CBOU 3HAHMS YCTHO, MUCbMEHHO WIH B JEMOHCTPUPYEMBIX
JCUCTBUSX.

4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
U3yYeHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUS.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuiics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIEHO U JIOKA3aTEIIbHO
BOCIIPOU3BOIMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM M APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTD B COJICPKAHUU TUCIIUILIHHEI.

9.1.1. IlpuMepHBIii MepeyeHb TECTOBBIX 3aJaHUM

1. B xypnane ayreHTudUKaIIMN 0OOHAPYKEHO HECKOJBKO 3alKCcel HEeYCIEIIHbIX MOMBITOK BOUTH B
CHUCTEMY MOJ YYEeTHBIMHU 3aMHCAMHU MOoJb30BaTeneil. Bo3moxxHo Oblia mombiTka moadopa
napoJeil. Kakoe ctanmapTHoe cpeACcTBO CileayeT UCTOIb30BaTh ISl YMEHBIICHHS PUCKa TaAKOTO
pona aTak?

a) UCIIOJIb30BATh CUCTEMY OOHAPY>KEHUSI BTOPKECHHIMA

0) meperMeHOBaTh YUETHYIO 3alUCh aAMHUHHUCTPATOPa

B) BKJIIOUHUTH OJIOKUPOBKY YYETHBIX 3aMHCEd MPU OMPEAEICHHOM KOJIWYECTBE HEYCIEIIHbIX
MOTIBITOK PETUCTPALINH

I') UCIIOJIB30BaTh MYJIbTU(AKTOPHYIO ayTEHTU(UKAIIUIO

2. Ilonutuka 6e3omacHOCTU TpeOyeT COKphITUS cxeMmbl [P-ampecamnuu, ucmonb3yemMoil BO
BHyTpeHHel ceTtu. Kakast U3 mepedrcieHHbIX TEXHOIOTHI MO3BOJIUT PELIUTh MOCTABICHHYIO
3anauy?

a) cucrteMa OOHapyKEHHs BTOPKEHUN

0) MmepcoHaAIbHBIA MEKCETEBON IKpaH

B) TPAHCJISIIIUSA CETEBBIX aJIPECOB

') aHTUBUPYCHOE MTPOrPaMMHOE 0OecTieueHue

3. Kakoe u3 cpefCTB 3alIUTHI HCTIONB3YETCA JUISI MOHUTOPUHTA CETH B pEaTbHOM BPEMEHH C LETbI0
BBISIBIICHUS, IPEAOTBPAILICHUS U OJIOKUPOBKH BPEIOHOCHON aKTUBHOCTH?

a) MEXKCETEBOM dKpaH
0) cucTteMa aHalM3a 3aIUIIeHHOCTH
B) CMCTEMa MPEAOTBPAIIEHUS BTOPKCHUI
T') CPEIICTBO AHTUBUPYCHOM 3aIIUTHI

4. Kak Ha3bIBaeTCs MPOIIECC 3alUThI PECYPCOB CETH OT HECAHKIIMOHUPOBAHHOTO UCTIOJIb30BAHUS?
a) oXpaHa 00OpyIOBaHUS CETH
0) 3ammra sypa 6€30macHOCTH
B) KOHTPOJIb JOCTYyTa
I') 3allMTa epuMeTpa 6€30macHOCTH

5. Uro nyxHo caenats Ha DHCP cepBepe uT00bI HCKITIOUUTH Bblauy omnpeaenennoro [P agpeca
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13 CYIIECTBYIOIIETO quarna3oHa’?
a) co3aath nuama3oH [P anpecor
0) coznmate mapamerp DHCP
B) co31aTh uckiIoueHue s [P aapeca
r) co3narb oomacte DHCP

6. Kak nazpiBaeTcst 00bekT Active Directory, KOTOpbIii XpaHUT uHpOpPMAIUIO 00 YUETHBIX
3anucAx, o0IKX pecypcax, noipa3eseHusIX?
a) CETeBOM JIOCTYT
0) mamnka
B) KaTaJjor
') IOMEH

7. Kakoif mpoTOKOJI UCTIOJIB3YETCS IS TOCTYIIA K clTyk0e kaTanoroB Active Directory?
a) ShareDiscovery
6) ADSL
B) LDAP
r) ICMP

8. Kak Ha3pIBaeTCs KOMIBIOTEP, 3aHUMAIOIIHUICS 00CITyKUBAHHEM CETH, YIIpaBJICHUEM Tepeaadeii
COOOIIIEHUH, ¥ TIPEIOCTABISIOMNN yAAICHHBIN JOCTYI K CBOUM pecypcam?
a) xab
0) pabouasi cTaHIIUS
B) cCEpBEP
T') XOCT

9. B xakom MeTojie nepeayu JaHHbIe MEePEChIIAIOTCS B IBYX HAlPaBICHUSIX OJJHOBPEMEHHO?
a) CUMIUICKCHBII
0) CHHXPOHHBIN
B) JIYTUICKCHBIN
T') Oy AYTUICKCHBIN

10. B xakom pexume ¢pynkunonupoBanus [Psec mmdpyercs Beck ucxomausiii [P-naker, a 3atem oH

BCTaBJISIETCS B 110JI€ JAaHHBIX HOBOTO MakeTa?
a) CHHXpPOHHOM
0) aCHHXPOHHOM
B) TYHHEJIBHOM
T') TPAHCTIOPTHOM

9.1.2. IlepeyeHb IK3aMEeHANUOHHBIX BONIPOCOB

[TepexBat unpopmanuu B cetd. UHcTpyMeHTh. CriocOOBI IPOTUBOACHCTBUS IIEPEXBATY.

DOS-araku. Ocobennoctu peanuzanun. Criocoos! npotuBoaeiicteus DOS-arakam.

Ckanepsl 6e3onacHocTd. CrIocOOBI BBISIBIICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

Cuctembl 0OHapyKeHHsI BTOpKeHHI. CucTeMbl IpeAOTBPAIlEHHs] BTOPKEHUH. MeToauKu

BBISIBJICHUSI CETEBBIX aTak.

5. CereBble U XOCTOBBIE CUCTEMBI OOHAPYKEHUS U MPEAOTBPALICHHUS BTOP>KEHUH. JloCTOMHCTBA U

HEJIOCTATKHU.

6. MexcereBblie 3kpanbl. Kiiaccudukanus. BapuanTsl pa3MerieHus MeEXCETEBOTO JKpaHa.
JlocTOMHCTBA M HEAOCTATKH.

. HdemunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIAETICHHUS.

Knaccuduxanus MeKCeTeBbIX 3KpPaHOB COINIACHO HOPMATUBHBIX JokyMeHTOB PCTIK Poccum.

IIpuMeHeHne MEKCETEBBIX SKPAHOB PA3JIMYHBIX KJIACCOB.

9. Texnonorus VPN (BupryansHbie yacTable cetn). Haznauenue. JJOCTOMHCTBA M HEIOCTATKH.

S

0

9.1.3. [lepeyeHnb BONPOCOB /sl 3a4eTa

[Tonsitue cetn. TpeGoBaHus, IPEABSBISIEMBIC K CETH.

Knaccudukanus cereit. [Ipuznaku knaccudukammm.

MeTop! afgpecaiiuu B MalbIX U O0bIINX ceTsAX. TpeOoBaHUs K aapecam.

OcHoBHbIE anmapaTHbIe U IPOrPaMMHBIE KOMIIOHEHTHI KOMITbIOTEPHBIX CETEH.

Cereas mogens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM.

[Tonsitue mpotokona u uHTepdeiica. CTeku mpoTokosoB. CTaHIAPTHBIE CTEKU MPOTOKOJIOB.
Crpykrypa kaapa texnosorun Ethernet. Texnonoruss VLAN. Cranmapt IEEE 802.1q.

Nk =
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. O6opynosanue JIBC. IlpuHIumer paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.
9. CereBble omnepalMOHHbBIE CUCTEMBI. TpeboBaHus, mpeabsiBiseMble kK ceTeBbiM OC.
10. Ciyx06a xatanoroB Active Directory. YnpaBnenue o0beKkTaMu ceTh. [ pynmoBbIie MOTUTHKH.

9.1.4. Tembl 1a00paTOPHBIX padoOT

CoenuHeHue y3/10B, OTHOPAHTOBBIE CETU

Hactpoiika DNS-cepBepa u nomena Active Directory. ['pynmnoBsie HoauTUKA
Hacrpoiika DHCP-cepsepa

IIpoTOKOIIBI MapLIPyTU3ALUU

YcTaHoBKa IPOrpaMMHOT0 00eCTieYeHHsI Yepe3 TPYIIOBBIC MTOJIUTHKU
BricokoypoBHEBBIE ceTeBble Ci1yKObl. [104TOBBIN, (aiinoBblil 1 BeO-cepBep
LlenTpanu3zoBaHHOe 0OHOBIIEHUE oniepaliioHHbIX cucteM. Windows Server Update Services
MexceTreBble SKpaHbl

Cuctembl 0OHApYKEHUSI BTOPIKEHUI

10. BuptyanpHble 3alUIIEHHbIE CETU

11. VHCTpYyMEHTHI UccenoBanus cereBoro Tpaduka, cauddepst

12. VIHCTpYMEHTBI UCCIIEIOBAHUS CETH, CKaHEPhI 0€30ITaCHOCTH

13. lHCTpyMEHTHI MOHUTOPUHTA COCTOSTHUS CETU

14. DLP-cucrembl

15. Cuctemsl 3auuThl KOHeUHbIX TO4YeK (EPP-pemenus)

16. HCTpyMEHTBI TECTUPOBAHMS HAa IPOHUKHOBEHUE

XA R D=

9.2. MeTonnueckne peKOMeHIalUN

YueOHBI MaTepuan u3iaraercsa B GopMme, MPeroiaraiiiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro y4eOHOro mpolecca.

HauaTp uzydeHue quCHMIUTMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajaMH, BBIOTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHraia He0OX0IUMO PEryJIspHO
oOpamaTbCcsi K pEeKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU HHTEPHET-TIOPTaIaMU, COACPKAIIUMHU
HayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM Ay
WHAUBUAYATbHOTO MOHMMAaHUS U OCBOEHMS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM
KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU
310POBbsI H HHBAJINI0B

Jus nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSMH 3J0POBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMU 3JI0POBbSI U MHBAJIUOB
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Kareropuu oby4aromuxcs

Buasl 1ooHUTENEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOYUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, ONpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHU4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUIM

TecTbl, THCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

9.4. MeToauuecKkue PEKOMEHIAIUHA MO OCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJINI0B

I[J'IH JMng € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B MieyaTHOU (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHUS aCCUCTEHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M1 MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. sl Takux oOyyarouuxcs mpeaycMaTpuBaeTCs
noctynHas popma npeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUsl, @ UMEHHO:

— INMCBbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHIOJIB30BAHUEM YCIYT ACCUCTEHTA;

— IpPEeJCTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIHTATOB OOYYEHHS IHI[ C OFPAHUYEHHBIMH BO3MOYKHOCTSIMU
310POBbS U MHBAIHAOB MO AUCHUILIMHE MPEIycMaTPUBAET MpeaocTaBleHne nHpopmaluu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMALIUU:

Jst M1 ¢ HAPYIIEHUSIMU 3PEeHHUsI:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTrMueHHBIM HIpUdTOM.

Jst M1 ¢ HAPYIIEHUsIMH cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeYaTHOM (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJILHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeYaTHOM (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL ¢ OTPAaHMYCHHBIMU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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