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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dopMUpPOBAHUE Y CTYJICHTOB KOMIUICKCHBIX MPEACTABICHUN 00 OCHOBaX OpraHu3aluu U (QyHKIIH-
OHHMPOBAHHSI COBPEMEHHBIX MH()OPMAIIMOHHBIX CETeH M CUCTEM Mepenaur nHGOpMaIuu, U3yuyeHUe MPHUH-
[IUIIOB OpTaHU3aIMU ¥ (PYHKIIMOHHUPOBAHUS CETEH M CUCTEM Iepeaaur HHPOPMaIUU, JTOKATBHBIX U TJIO-
OaNbHBIX KOMITBIOTEPHBIX CETEH U CPENICTB TEICKOMMYHUKAIUN, TEXHUYECKUX U MPOTPAMMHBIX KOMIIO-
HEHTOB CETEH M CHCTEeM TMepenadynd WH(pOpMaIuu, CETEBbIX MMPOTOKOJIOB M AJITOPUTMOB Tiepenadr HHQOop-
MallHH.

1.2. 3agaun JIMCHMIIINHBI
— JlaTh IpakTHUYECKH MOJKPEIUICHHOE NMTOHUMAHUE 3HAYECHHUS U BO3MOXKHOCTEH CETEM U CUCTEM
nepeaay MHGOPMAIMK B COBPEMEHHON WH(OPMAIMOHHOW Cpele W HAaydyuTh CTYJACHTOB NPHMEHSTH
COBPEMEHHBIC CETH U CHCTEMBI IepeIadn HHGOPMAIUU B CBOCH MPOo(heCcCHOHAIBHON TeITeThHOCTH.

2. MecTto mucuuniuebl B ctpykrype OIIOII
Hucuumuinna «Cetu u cucremsl nepenaun nHGopmarum» (b1.5.06.05) otHocuTcs k 610Ky 1 (6a-
30Basi 4acTh).
[TpenmecTBYOIMKUMHU TUCLUITIMHAMH, (POPMUPYIOIIMMHU HavalbHble 3HaHUS, ABIA0TCS: be3omnac-
HOCTb ceTell OBM.

3. TpeOGoBaHus K pe3yJbTATAM OCBOCHUS JUCHUIIMHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HApaBjieH Ha (POPMUPOBAHUE CIEAYIOIUX KOMIIETEHIUH:

—  OIIK-8 criocoGHOCTBIO K OCBOSHHIO HOBBIX 00pa310B MPOTPAMMHBIX, TEXHUYECKHX CPE/ICTB U
UH(POPMALIMOHHBIX TEXHOJIOTHIA;

— IIK-10 cnocoOGHOCThIO MPUMEHSTh 3HaHUS B OOJIACTH IEKTPOHUKU U CXEMOTEXHUKH, TEXHO-
JIOTU, METOJIOB M S3bIKOB IIPOIPAaMMHPOBAHUS, TEXHOJIOTHHA CBSI3U U Mepe/laul JaHHBIX MPH pa3paboTke
IIPOrpPaMMHO-AINAPATHBIX KOMIIOHEHTOB 3alIMIIEHHBIX aBTOMaTU3MPOBAaHHBIX CUCTEM B cepe mnpodec-
CHUOHAJILHOM JEATEIILHOCTH;

B pesynbraTe u3ydeHust JUCIUILUIMHBI 00YyYaOLUICs TOJKEH:

— 3Harb [lpuHnunsl nepenaun uHGopMauuu 1Mo ceTH. JIornueckyro Mojenb B3auMOJCHCTBUS
OTKPBITBIX CUCTEM. XapaKTEepPUCTUKH KOMIbIOTEpHON ceTu. [IpuHIMITEI paboThl CETEBOro 000pyI0BaHUS
1 0COOEHHOCTH KaHAJIOB CBS3H.

— yMetb [IpuMeHHUTH CTaHIApTHBIE YTHIUTHI MPOBEPKU pabOTHI U cOOpa CTATUCTUKH CETEBOTO
COeIMHEeHMSs, TaKue Kak ping, netstat, nslookup u ap. Paccunrars TpeOyeMyro mpomycKHYO ClIOCOOHOCTD,
ontumanbHeli MTU u nonmycTuMytro 3afepKKy Nepeiayu 1Iu IPUKIaJHON IPOrpaMMBI.

— BJagerb HaBbikamMy yTeHHs] TaOIMIBI MapUIpyTH3alMU U TaOIUIl KOMMYTaliH, MTOHUMATh
(GYHKIMOHUPOBaHMS IPOTOKOJIOB AMHAMUYECKOW MapUIpyTU3allui U TPOTOKOIA OJIOKMPOBAHUS METIEBBIX
coenuHeHni B nokanbHON cetu STP. [Ipuemamu HacTpOHKM ITPOrpaMMHBIX MEXKCETEBbIX AKpaHOB B OC
Linux 1 OC Windows. Crniocobamu co3nanus Kpunrorpadudecku 3amuiieHaspx VPN-coennaennii mo
nporokonam [PSec, SSH, SSL.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpPyI0eMKOCTh AUCIUILTHHBI COCTaBIsACT 5.0 3a4eTHBIX €AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -
ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI

Buabl yueOHOI gesTebHOCTH Bcero gacos CemecTpsl

6 cemecTp
AynuTopHbI€ 3aHATHUSA (BCETO) 72 72
Jlexknuu 28 28
[IpakTuyeckue 3aHATUS 28 28
JlaboparopHbie pabOTHI 16 16
CamocTtosiTenbHas paboTa (Bcero) 72 72
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OdopmiteHre 0T4ETOB 110 JTabOpPaTOPHBIM paboTam 16 16
[TpopaboTka IEeKIMOHHOTO MaTepralia 28 28
IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 28 28
Bcero (6e3 3x3amena) 144 144
[ToaroroBka u ciava sK3aMeHa 36 36
OO6mmas Tpy10eMKOCTb, 4 180 180
3aueTHnie EanHAIIEI 5.0 5.0

5. Conepxanue TMCUMILTUHBI

5.1. Pa3nesnl AUCHUIIMHLI 1 BUALI 3AHATHI
Paznensl AMCUUIIITMHBL U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl IUCIUIUIMHEL U BUIBI 3aHATHHA

Bcero
Mpax. | Ja6. Can, | 18COB dopMupyeMbl
HazBanus pa3aenoB TUCHUIUIMHBI Jlek., u (Ge3 e
3aH., 4 | pab., 9 | pad., q
9K3aMe€ | KOMIETEHLIUN
Ha)
6 cemecTp

1 Brenenue 2 4 0 6 12 | OIIK-8, IIK-
10

2 KomMyTanus KaHaJIOB U AKETOB 2 4 0 6 12 OIIK-8, TIK-
10

3 Cranpgaptusauus cerei 2 4 0 6 12 |OIIK-8, IIK-
10

4 CeteBble XapaKTEPUCTUKH U Ka4€CTBO 2 4 0 6 12 |OIIK-8, IIK-

o0cITy>)KuBaHUS 10

5 Tumel THHUN CBI3U 2 4 0 6 12 | OIIK-8, IIK-
10

6 KogupoBanue 1 MyJIbTHIUIEKCUPOBAHNE 2 0 0 6 8 OIIK-8, TTK-
10

7 CereBoe 000pyn0OBaHHE 2 4 4 10 20 | OIIK-8, TIK-
10

8 Texuomorust Ethernet 2 0 0 2 4 OIIK-8, IIK-
10

9 BupryasibHbl€ JIOKaJIbHBIE CETH 2 4 0 2 8 OIIK-8, IIK-
10

10 becmipoBoanbie Bepcuu Ethernet 2 0 0 2 4 OIIK-8, IIK-
10

11 IP-anpecanus 2 0 4 6 12 | OIIK-8, TIK-
10

12 ITpuHLIMIIBI MAapIIPYTU3ALAN 2 0 4 6 12 |OIIK-8, IIK-
10

13 [IpoTOKOJ TOKPBIBAIOIIETO JIEpEBA 2 0 0 2 4 OIIK-8, TTK-

STP 10

14 Ba3oBbie ciy>keOHBIE CETEBbIE CEPBH- 2 0 4 6 12 |OIIK-8, TIK-
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ChI

10

Hroro 3a cemectp

28 28 16

72 144

Hroro

28 28 16

72 144

5.2. Conep:xanue pa3aesioB AMCUMILIMHBI (110 JEKIMAM)
ConeprkaHue pa3iesoB TUCIUILINH (TIO JIEKIMSIM) IPUBEACHO B Tabmuiie 5.2.
Tabmuma 5.2 — Coaeprkanue paseiaoB JUCIUILIAH (TI0 JISKIIHSIM)

Haszpanus paznenos

CopneprkaHue pa3iesoB TUCIUILIUHEI (IO
JICKIIMSIM)

TpynoeMKocCTb,
q

dopmupyembie
KOMIIETCHITUHN

6 cemecTp

1 Beeneune

DBOJIONHS KOMITBIOTEPHBIX ceTeil. UHTep-
HET, KaK ()aKTop pa3BUTHsI CETEBBIX TEXHO-
JIOTHH.

Hroro

OIIK-8, IIK-10

2 KommyTanust
KaHAJIOB U AKETOB

CpaBHEHME ceTel ¢ KOMMYTalMel KaHaJI0B U
[IAKETOB. DJIEMEHTAPHBIM U COCTaBHOM Ka-
HaJl, HeA(pEKTUBHOCTH Mepeaayn MyabCUpy-
foniero Tpadpuka. bydepuszanus nakeros B
nakeTHou cetu. [lakeTHas ceTb ¢ ycTaHOBIIE-
HUEM JIOTUYECKOIO COEIUHEHMSI, BUPTYaJlb-
HOTO KaHaja.

Hroro

OIIK-8, IIK-10

3 Crangapruszanus
ceTel

HcTouHnKY cTaHAapTOB, MOHATHE OTKPBITON
CHCTEMBI, CTaH/IaPTHBIC CTEKH KOMMYHHKa-
LUOHHBIX TPoTOKOJI0B. Moaens OSI. Cran-
naptuzanusa Uarepuer. Knaccudukarus
KOMIIbIOTEPHBIX CETEH.

Hroro

OIIK-8, IIK-10

4 CereBble
XapaKTePUCTUKU U
Ka4eCTBO
o0cITy>)KMBaHUS

JloJITOBpeMEHHBIE, CPEIHECPOUHBIE U KparT-
KOCPOUHbIEe XapakTepucTtuku cetu. [Ipousso-
AUTCIIBHOCTD U HAACIKHOCTD, IPUJIOKCHHUA U
KauecTBO 00CITyKMBaHHs. VHXMHUPUHT Tpa-
¢uxa.

Hroro

OIIK-8, IIK-10

5 Turel TUHUN CBA3U

CrnekrpanbHoe npeacTaBieHue curaaia. [lo-
J0ca NPOIYCKaHMs U MPOITyCKHast Cloco0-
HOCTb. Biusinue cnoco6a konupoBaHus Ha
HPOMYCKHYIO CIIOCOOHOCTh. DKpaHUPOBAH-
Has ¥ HedKpaHUpoBaHHas BuTas napa. Koak-
cuanbHbIi Kabenb. ONTOBOIOKHO.

Hroro

OIIK-8, [IK-10

6 KonupoBanue u
MYJIbTUILICKCHPOBAHUE

Bunae! konupoBanus. KonupoBanue aHanoro-
BOT'O M IUCKPETHOTo(IIU(PpOBOTO) CUTHAJIA.
Mynptumiekcuposanne FDM u WDM,
MyJsbTUILIeKCupoBanue TDM.

Hroro

OIIK-8, IIK-10

7 CeTeBoe
obopynoBanue

[ToBTOpHTENN, KOHLIEHTPATOPHI, KOMMYTATO-
psl, MapupyTu3aropsl. Kinaccel 00opynoBa-

OIIK-8, IIK-10

CornacoBaHa Ha noptane N2 75931




HUSl, HepapXusi MOCTPOCHHUS JTIOKATbHON
cetu. CTpyKTypupOBaHHasi KaOellbHas CH-
cTema.

Hroro

& Texnonorus Ethernet

PasznoBunnoctu Ethernet. Meton noctyna k
cpene nepeaaun. Popmar kagpa. Makcu-
MaJIbHbI 1 MMHUMAJIbHBINA pa3Mep Kaapa.
[TonmnonynnexkcHsii Ethernet, Mukpocermen-
tanua. MDI u MDIX.

Hroro

OIIK-8, IIK-10

9 BupryasnbHble
JIOKaJIbHbIE CETH

CermeHTalys B JIOKAJILHOHW CETH, TEXHOJIO-
rug VLAN. Crangapt IEEE802.1Q u ero
pasButue, QinQ, VXLAN.

Hroro

OIIK-8, IIK-10

10 bectipoBoHBIE
Bepcun Ethernet

Ocob6ennoctu 6ecripoBonHoro Ethernet,
cTannaptsl 6ecripoBogHoro Ethernet. Meron
JocTyna K cpeze nepeaadu. Touka Oecnpo-
BozHOTO nocryna. @opmar kagpa. BSS, ESS,
Ad-Hog, pacnipenenennbie 6ecipoBOIHbIE
cetu. KonTposuiep GecipoBoAHOM ceTH.

Hroro

OIIK-8, IIK-10

11 IP-anpecanus

Anpecanus [Pv4. Knaccel, Mmacka noacertu,
crienanbHbie aapeca, mpotokoil ARP, NAT.
Anpecanus [Pv6, oTka3 OT Macku U poTo-
konma ARP, tuniet anpecos, SLAAC.

Hroro

OIIK-8, IIK-10

12 [puHuuIb
MapHIpyTH3AIUA

Tabnmuia MapIIpyTU3aluy Ha MapIIpyTH3a-
Tope. Popurenbckue u fouepHre MapuIpyThl,
QJIITOPUTM TTOMCKA BBIXOJHOTO HHTEpdeiica.
Tabnuua mapupyTuzanuu kommnbiotepa ¢ OS
Windows, OS Linux.

Hroro

OIIK-8, IIK-10

13 ITpoTokon
HOKPBIBAIOLIETO JAepeBa
STP

[[InpokoBeIATEIBHBIN IITOPM U AJITOPUTM
STP nnst 60ps0bI ¢ HUM. CTaHmApT
IEEE802.1D. Ponu nnTepdeiicos B mporiec-
ce STP. Be16op KopHEBOTO KOMMYTATOpA.
Vayumennas Bepcus RSTP. CoBmecTHas pa-
6ora STP u VLAN.

Hrtoro

OIIK-8, IIK-10

14 bazoBbie
CITyKeOHBIC CETEeBbIC
CEPBUCHI

Cnyx0a nomeHnHsix uMeH DNS, cepBuc aB-
tokoHurypuposanusi DHCP, cepuc cun-
xpoHusauuu Bpemenu NTP, cepBuc peru-
cTpauuu coOwsiTuii Syslog.

Hroro

OIIK-8, IIK-10

Hroro 3a CEMCECTP

28
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5.3. Pa3nenbl JMCHMILVIMHBI M MEKIMCUMILIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (MPeAbl Ty IIUMH)
U o0ecrieynBaeMbIMH (MOCJIEAYONIUMH) TUCHUIIHHAMU
Paznmenpl MUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAOIIMMHU (TIPEABIAYIIIUMH) U
obecrieunBaeMbpIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAME TIPEICTAaBICHBI B TabuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCIUTUTMHBI B MeXANCIUIUTMHAPHBIC CBSI3U

Ne pasaciion l[aHHOﬁ JAUCHUIUIUHEIL, JJIS1 KOTOPBIX HCOGXOIII/IMO HN3YUYCHUC
O6CCHC‘II/IBaI-OH_II/IX 1 o0ecreynBaeMbIX JUCHUITIINH

1 2 3 4 5 6 7 8 9 |10 | 11 | 12 | 13 | 14

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

HaunmenoBanue
TUCILIUILINH

1 Be3omacHocCTh ce-

- + -
Tert DOBM

5.4. CooTBeTCcTBHE KOMIIETEHIN, (POPMHUPYEMBIX IPH H3YYCHUHU AUCUMIIMHBI, 1 BU/0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU HM3YYEHUH IWUCIUIUIMHBI, W BHUIIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Ta6muma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX TIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -

THUMN
Komreren Bunesl 3anaTHiA
®DopMBbI KOHTPOJIS
nuu Jlek. [Ipak. 3aH. Jlab. pad. Cawm. pa6.

OIIK-8 + + + + Tect, OTuer o maboparop-
HOI paboTe, OTUeT Mo mpak-
TUYECKOMY 3aHITHIO

[IK-10 + + + + Tect, OTuer no nmaboparop-
HOU pabote, OTUYET 1O Mmpax-
TUYECKOMY 3aHITHIO

6. UnTepakTUBHBIE MeTOAbI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYIIL.

7. JJaGopaTtopHbie padoThI
HaumeHnoBanue nabopaTopHbIx padboT npuBeaeHo B Tabauie 7.1.
Tabmuna 7.1 — HaumeHnoBanue 1abopaTopHbIX paboT

Ha3zBanus pasnenon HaumeHnoBaHue 1a60paTopHbIX padoT Tpynoemiocts, | Dopmrpyemie
q KOMIIETEHIH
6 cemecTp
7 CereBoe Hactpoiika cepsuca OpenVPN. OIIK-8, TIK-10
obopynoBaHue Vroro
11 IP-agpecanus @unbrpanus Tpaduka, CIUCKUA KOHTPOJIS J10- OIIK-8, TIK-10
CcTyma.
Hroro
12 [TpuHUUIIBI Hactpoiika nuHaMu4ecKoi MapLIpyTU3anun OIIK-8, TIK-10
MapuUIpyTHU3aLHAH c nporokonamu RIP u OSPF.
Hroro
14 bazoBbie Hactpoiika cepBucoB NTP u Syslog OIIK-8, T1IK-10
CITy>)KeOHBIE CETEeBBIE Vroro
CEpBUCHI
Hroro 3a cemectp 16
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8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHH (CEMHUHAPOB) MpUBEIeHO B Tadmmie 8.1.
Tabmuua 8.1 — HaumeHOBaHME MPAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

HaunmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
HasBanus paznenos
(cemuHapoB) q KOMITCTCHITH
6 cemecTp
1 Benenue CereBble yTHIUTHI ping, netstat, arp, 4 OIIK-8, TIK-10
traceroute, 6a30BbIc BO3MOYKHOCTH, aHAIIH3
PE3yAbTATOB BHIIIOJHEHMSL.
Hroro
2 KommyTranus Hasznauenue [P-angpeca Ha untepdeiic, OIIK-8, TIK-10
KaHaJIOB U AKETOB | YIIPaBJIEHUE Pa3MEPOM CO3aBaeMOI CeTH ¢
MIOMOIIbIO MACKH MO/ICETH.
Hroro
3 Cranmaptuzauust | Haznauenue IPv6 agpeca Ha ceTeBOl MHTEp- OIIK-8, TIK-10
cerei ¢eiic. Anpeca tumna Link-local u Global. Hc-
nosib3oBanue nporeaypsl SLAAC. Pa3oue-
HUE Ha MOJICETH.
Hroro
4 CereBble Hactpoiika mapmpyruzamun 8 OC Windows OIIK-8, IIK-10
XapaKTEPUCTUKU U | C UCIIOIB30BAaHUEM CPENIbl BUPTYyaTH3alluu
Ka4eCTBO Oracle VirtualBox.
o0CITy>)KMBaHUS Vroro
5 Tuns! tunuit cBsizu | Hactpoiika mapupyruszanuu B OC Linux ¢ OIIK-8, I[IK-10
MCIIOJIb30BAaHUEM CPENIbI BUPTYyaIN3aluu
Oracle VirtualBox.
Hroro
7 CeteBoe N3yuyenue pabotsl nporokona STP. dopmar OIIK-8, TIK-10
obopynoBaHue CITyKEOHBIX COOOIICHHH, POJIM KOMMYTATO-
pOB.
Hroro
9 BupryanbHble CermeHTHpOBaHME JOKAJIBHOM CETH C TIOMO- OIIK-8, TIK-10
JIOKAIbHBIE CETH pto TexHosoruu VLAN.
Hroro 4
Hroro 3a cemectp 28

9. CamocrosiTeqibHass padora

Bunsl camocrosTensHOM paboThl, TPYI0EMKOCTh U (popMHUpyeMble KOMITETEHITNH TPECTaBICHbI B

Tabmme 9.1.
Tabmua 9.1 — Buapl caMOCTOSTENIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMbIE KOMIIETEHITUN
Bunel camoctosarensHoN | TpynoeMKoCcTh, | @opMUpyEMBIE
Hassanus pasnenon a pyA ’ PMHPY ®opMbI KOHTPOJIS
paboThI q KOMIIETEHIINHU
6 cemecTp
1 Beenenue [ToaroroBka k mpakTuye- 4 OIIK-8, IIK-10 | TecT
CKHM 3aHSITHSIM, CEMHUHA-
pam
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[TpopaboTka JIEKITMOHHO- 2

ro Marepuaina

Hroro
2 KommyTanust [ToaroroBka k mpakTuye- OIIK-8, ITK-10 |OT4eT no npakTuye-
KaHAJIOB U MAKETOB | CKMM 3aHATUSIM, CEMHUHa- CKOMY 3aHSTHIO,

pam Tect

[TpopaboTka neKInOHHO- 2

ro Marepuaia

Hroro
3 Cranpaptuzanus |IloaroroBka k npaktuye- OIIK-8, ITK-10 |OT4eT no npakTuye-
ceTeit CKUM 3aHATUSIM, CEMHHA- CKOMY 3aHSTHIO,

pam Tect

[TpopaboTka JIeKITMOHHO- 2

ro MaTepuasa

Hroro
4 CeteBble IToaroroBka K nmpaxkTu4e- OIIK-8, [IK-10 |Otuet no npaktuye-
XapaKTEPUCTUKU U | CKUM 3aHSITHSIM, CEMUHA- CKOMY 3aHSTHIO,
Ka4eCTBO pam Tect
oOcIyKHBaHHs [TpopabGoTka JEKIIMOHHO- 2

ro Marepuaia

Hroro
5 Twumel TUHAH [ToaroroBka k mpakTuye- OIIK-8, I[IK-10 |OTyeT mo mpakTuye-
CBS3U CKHUM 3aHSTUSIM, CEMHUHA- CKOMY 3aHSTHIO,

pam Tect

[TpopaboTka JTeKIHMOHHO- 2

ro Marepuana

Hroro
6 KomupoBanue u | IloaroroBka k mpakTuye- 4 OIIK-8, [IK-10 |Otuet no npaktuye-
MYJBTUIIIEKCUPOBA | CKMM 3aHSTHUSIM, CEMUHA- CKOMY 3aHSTHIO,
HHE pam Tect

[IpopaboTka JIEeKITMOHHO- 2

ro MaTepuasa

Hroro
7 CereBoe [ToaroroBka Kk mpaxkTuye- 4 OIIK-8, [IK-10 |Otuet mo nabopa-
o0opynoBaHue CKUM 3aHATHUSIM, CEMHHA- TOpHOI1 pabote, OT-

pam YeT MO MpakTuye-

[TpopaboTka neKIrOHHO- 2 %KOMY 3aHATHIO,

T

ro Marepuana ec

OdopmieHne 0TYETOB IO 4

nabopaTOpHBIM paboTam

Uroro 10
8 TexHnosorus [TpopaboTka JIEKITMOHHO- OIIK-8, ITK-10 |Tect
Ethernet ro MaTepuasa

Hroro
9 BupryanbHble [IpopaboTka JeKIHnOHHO- OIIK-8, [IK-10 |Tect
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JIOKaNIbHBIE CETH ro Marepuana
Hroro
10 becnpoBoanbie | [IpopaboTka JIeKIIMOHHO- OIIK-8, I[IK-10 |Tect
Bepcuu Ethernet ro MaTepuala
Hroro
11 IP-agpecanus [TpopaboTka JIEKITMOHHO- OIIK-8, I[IK-10 |OTyeT mo nabopa-
ro Marepuaia TOpPHOM paborte,
OdopmiteHre 0TYETOB TIO 4 Tect
nabopartopHbeIM paboTam
Hroro
12 ITpuHLIHMIIBI [IpopaboTka JeKIMOHHO- OIIK-8, [IK-10 |Otyet no nabopa-
MapIIpyTU3aluu ro MaTepuaa TOpHOH paboTe,
OdopmiteHre 0TYETOB TIO 4 Tect
nabopartopHbIM paboTam
Hroro
13 IIpoTtokon [IpopaboTka JeKInOHHO- 2 OIIK-8, I[IK-10 | Tect
MTOKPBIBAIOLLETO ro Marepuaina
nepesa STP Hroro
14 ba3oBblie [TpopaboTKa JEeKITMOHHO- OIIK-8, [TK-10 |OTtuer no nadopa-
ciyxeOHbIe ro Marepuana TOpHOI paborte,
CETEBBIE CEPBUCHI | (bopMITEHTE OTHETOB O 4 Tect
JabopaTOpHBIM paboTam
Utoro 6
Hroro 3a cemectp 72
ITonroroska u cgada dK- 36 DOK3aMeH
3aMeHa
Hroro 108
10. KypcoBoii npoekr / KypcoBasi padora
He npenycmorpeno PVYII.

11. PeiiTunroBas cucremMa JJisi OlleHKH YCIIeBAeMOCTH 00y4YaloIIUXCs

11.1. baajbHble OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuma 11.1 — bamipHbIE OLIEHKH JUTSI JIEMEHTOB KOHTPOJISI

. . MaxkcuMabHbIN
. MaxkcuMalbHBIN MaxkcuMalibHbIN
DrneMeHThl y4eOHO 0as 3a mepuo Bcero 3a
6amn Ha 1-yto KT ¢ | Gamn 3a mepuon
NESITEIbHOCTH mexny 2KT u na cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEII ceMecTpa
6 cemecTp
Otuet no nabopaTopHOii 5 5 10 20
pabote
Ot4er 1o NpakTUIECKOMY 5 10 20 35
3aHITHIO
Tect 5 5 5 15
Hrtoro makcumyM 3a nepu- 15 20 35 70
10
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on

DK3aMeH 30

Hapacraromum ntorom 15 35 70 100

11.2. Ilepecyer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanoB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MIPE/ICTaBiIeH B Tabmuie 11.2.
Tabmuma 11.2 — Ilepecuer 6aJU10B B OIICHKH 32 KOHTPOJIbHBIE TOUKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5

Ot 70% 1o 89% ot MakcuMaIbHOM cyMMbl OaisioB Ha naty KT

4
Ot 60% 110 69% oT MakcuMaIbLHOM CyMMBI OaiToB Ha aaty KT 3
2

< 60% oT MakcuMaabHOU cyMMbI OaioB Ha naty KT

11.3. IlepecyeTr cyMMBbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLCHKY
[Tepecuer cymmMbl OajioB B TPAAMLIMOHHYIO U MEXIYHapOIHYIO OLIEHKY NPEJCTABIEH B TabauLe
11.3.

Tabmuma 11.3 — Ilepecuer cymMmbl 6aJUTOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

Urorosas cymma 6aiisos,

Onenka (I'OC) YYMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopomio) (3a4TeHO) 75 - 84 C (xopor1wo)
10-74 D (ynoBnerBopuTeIbHO)
65 - 69

3 (yZIOBJIETBOPUTENBHHO) (3aYTEHO) 60 - 64 P ———
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ammos F (HeynoBneTBOpHUTEIHHO)

3a4TEHO)

12. Y4yeOHO-MeTOAN4YecKOe M HHGOPMALMOHHOE o0ecreyeHre JUCHMIITTHHbI

12.1. OcHoBHas1 JuTEpaTypa
1. KomnbrotepHsle ceTu: [IpHHIMIIBI, TEXHOJIOTHH, MIPOTOKONIbI: ydyeOHOe mocoOue ajsi By30B /
B.I'Omudep, H.A.Omudep. - 3-e uza. - CII6.: [Tutep, - 2006. - 960 c.: ui. (Hanuuue B 6ubanorexe TV -
CVYP -905k3.)
2. OcCHOBBI MOCTpPOEHUS MH()POKOMMYHUKAIIMOHHBIX CHUCTEM M ceTed [DIeKTpOHHBIH pecypc]:
YuebHoe mocobume / A. B. IlyroBkun - 2014. 156 c¢. — Pexum pocryna:
https://edu.tusur.ru/publications/6061.

12.2. lonosiHUTEIbHAS JIUTEPATYpPa
1. TenekoMMyHUKAIIMOHHBIE CETH U TEXHOJIOTHHU [ DIEKTPOHHBIN pecypc]: yueOHoe mocobue / X.
L. Kynsoukasu, b. X. Kynmeoukasia, A. B. lunko, A. B. [llanapi6oun ; mox penakiueit X. 1. Kyns6uka-
ssHa. — PocroB-Ha-Jlony : PI'VIIC, 2019. — 212 c. — Tekcr : anekTpoHHsIi // JIaHb : 3JIeKTpOHHO-010-

JMOTeYHass cucreMa. — PexuM JgocTyma: JUis aBTOpHU3. Mojb3oBaresield. — PexuM gocTyma:
https://e.lanbook.com/book/134039.

12.3. YueOHO-MeTOAHYECKHE MTOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs
1. CoBpeMeHHbIE TEXHOJIOTUU aHajIW3a W MPOCKTHPOBAHUS MH(POPMAIIMOHHBIX CHUCTEM [DIek-
TpOHHBIN pecypc]: YueOHo-MeToamdeckoe mocobue no mpakrndeckum 3anstusm / C. I1. Kykcenxko -
2016. 101 ¢. — Pexxum goctyna: https://edu.tusur.ru/publications/6492.
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2. BbluucnurtenbHbIE MAIIMHBI, CACTEMBI U CETU [DNIEKTPOHHBIN pecypc]: Meronuueckue ykasa-
HUS TO BBINMOJMHEHUIO JabopatopHbix pador / C. A. IlanoB - 2015. 12 ¢. — Pexum npocryna:
https://edu.tusur.ru/publications/5004.

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl IJIsi CAMOCTOSTENILHOW M ayAUTOPHOW pabOThl 00ydaroIuxcs
W3 YHUCIa JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBBSI M1 HHBAIHJIOB MIPEIOCTABIAIOTCS B (hOopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0POBbS U BOCTIPUATHUS HHPOPMAITHIH.

JlJist ML ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B [1e4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JLJ1s1 JII ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

JlJist I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. IlpodeccuoHanbHBbIE 6A3bI JAHHBIX M HHPOPMALMOHHDbIE CIIPABOYHbIE CHCTEMbI
1. 9BC «Jlamby» e.lanbook.com
2. OBC «lOpaiit» https://urait.ru

13. MaTrepuabHO-TEXHHYECKOe o0ecneyeHrne JTUCHUILIMHBI U TpedyeMoe MporpaMMHoe
o0ecneyenune

13.1. O6uue TpedGOBaHUSI K MATEPHATbHO-TEXHMYECKOMY U MPOrPaMMHOMY 00eceYeHH 0
AUCHHUILIMHBI

13.1.1. MaTepuaibHO-TEXHMYECKOE M MPOrpaMMHOe olecriedeHne IS JTeKIIHOHHBIX 3aHATHI
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJAbTALUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTeCTallMU UCTIONb3YyeTcs yueOHasi ayUTOpUs ¢ KOITMUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHoIl meOenbio. MMeroTes
JIEMOHCTpalMOHHOE 000pyA0BaHNHE U yueOHO-HAITIIIHbIE TOCOOMs, 0OecIeunBaroIie TeMaTHYeCKue Ui-
JIOCTPALIMHU 110 JIEKLIMOHHBIM pa3/ieiaM JUCIUILINHBI.

13.1.2. MaTepuaJbHO-TeXHUYECKOE H NPOrPaMMHoOe o0ecnedyeHne VI NPAKTHYeCKUX 3aHATHI
JlaGopatopus 6e3onacHocTH ceteit IBM / Jlaboparopus kpunrorpaduu B 6aHKOBCKOM Jielie
yueOHas ayuTOpHsl 7Sl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHass ayAuTOpHs IS PO -

BEJICHUS 3aHATHI J1a00paTOPHOTO THUMA
634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 804 ayn.
Ornucanue UMeroIerocs 000pyI0BaHUS:
- UnTepaktuBHas nocka IQBoard DVT TN100;
- [TIpoextop Optoma EH400;
- Be6-kamepa Logitech C920s;
- Yemmmrens Roxton AA-60M;
- [loTonounsii rpomkoroBoputens Roxton PA-20T;
- MarauTHo-mMapkepHas J10CKa;
- OOy4aromuii CTeH/T JTOKaIbHBbIE KOMITbIOTepHBIE ceTH Microtik routerboard - 2 miT.;
- VIPNET YMK "Bbe3zonacHocTb ceTei";
- KommyraTop Mikrotik CRS125-24G-1S-IN - 6 mrt,;
- Arammmzatop kabenbHbIX ceteit MI 2016 Multi LAN 350 - 3 m.;
- Ananuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;
- Cepaep knacca He Hke 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;
- Mapmpyru3zatop Cisco 891-K9 - 2 mir,;
- Mapmpytuzarop Cisco C881-V-K9 - 2 mit.;
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- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW - 2 mit.;

CreHbI U1t U3y9YeHUS IPOBOJAHBIX M OECTIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIFOYAIOIITHE:

- aDOHEHTCKHE YCTPOHCTBA: KOMIBIOTEPH! SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexxcereBbie dKkpanbl: UKC Lite, CISCO ASA 5505, MD B cocraBe mapmpyrusaropa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrare mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku gocrymna: D-link dwl3600ap.

CreHnpl U U3y4eHHs CPEICTB KPUNTOrpapruecKor 3aliuThl HHPOPMAIMU B OAHKOBCKOM JIeIe,
BKJTIOYAIOIINE!

- a0OHEHTCKHE YCTPOMCTBA: KOMITbIOTEpHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapipytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeAcTBa KpUNTOrpaduyYecKol 3amuThl HH(pOpMAIMM: MPOrpaMMHO-ANNapaTHBIM KOMIUIEKC
mudposanus "OIICY-IP", mporpammuo-anmapatHeiii komruieke mudpoBanus "OIICY-1P/Knuent".

- Kommuiekt cienmanusupoBanHoi yueOHoOW Mebenu;

- PaGouee mecTo mpemnoaBares.

[TporpamMHOe obecrieueHue:

— Kaspersky endpoint security

— XSpider

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne 1JIs J1adopaTopHbIX padoT

JlaGopaTopust 3amuTel HHGOpManuu B cuctemMax MHTepHeTa Beriei

yueOHasl ayTUTOpus JAJIsl IPOBEICHHS 3aHIATUI PAKTUYECKOrO THIA, yuyeOHas ayIuTOpHUs IS TIPO-
BEJICHUS 3aHATHI J1a00paTOpHOro THUMA

634045, Tomckas obmacts, . Tomck, yin. KpacHoapmetickas, 1. 146, 707 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- UaTepaktuBHas nocka Samsung LH75QBHRTBC/CI;

- Moayns UMDK-RFU anantepa BHEITHUX JaTYUKOB;

- Monem paguoceru LoRa;

- Monyns UMDK-LIT narunka ecTeCTBEHHOW OCBEINIEHHOCTH;

- Monyns UMDK-THP natunka temneparypsl, BIa)KHOCTH, JABJICHUS BO3YXa;

- Monyne UMDK-6FET ynpasnenus Harpy3kaMu IOCTOSTHHOTO TOKa;

- Ucrounuk nutanms 12 B 1,5A;

- UcTtounuk nuranust 5B 2A;

- Monyins UMDK-LMT BHemHuX T€pMOIAaTYUKOB;

- Monxyms UMDK-SOUND naTtunka 3ByKOBOTO JaBJICHHS;

- Mynstumetp UT-139C;

- YauBepcanbHas nadoparopus Analog Discovery 2;

- UMDK-PIR;

- STM32FO0DISCOVERY;

- Otnagounas 1urara Ha 6aze MCU STM32F051R8T6 (ARM Cortex-M0), ST-LINK/V;

- Kommnekr cnenunanuzupoBanHoi yueOHoI mebenu;

- Pabouee mecTo mpermnoaBares.

[TporpammHoe obecrieueHue He TpeOyeTcs.

13.1.4. MaTrepuajibHO-TEXHMYECKOE M IPOTPaAaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
s caMoCTOSATEIbHON PabOThl MCIOB3YIOTCS yYE€OHBIE ayIUTOPUHU (KOMITBIOTEPHBIE KIIAcChl),
PacIoJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast obmacTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast obmacTs, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
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- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynua, 1. 74, 207 ayx.

CocTtaB 060pyI0BaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl kKinacca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOUEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieyeHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKHUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (POpMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHUs Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOyyaroryecs: ¢ HapylIEeHHEM ClIyXa, 000pYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, FJICKTPOHHON JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IIPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIE YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpreMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOY4eHUs UIs JIOAeH ¢ UHBa-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUs
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKpPCIINICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBble 3agaHus

1. s agpeca 192.168.1.100 onpenennTs MacKy HMOACETH IO KJIACCOBOMY THUITY U BBIJEIINUTD aIpeEC
ACXOIHOM CETH.

2. Pa36uth ucxoanymo ceth Ha 16 mojceTeil paBHOTO pa3mepa, 3a/1aB HOBYIO MacKy MOJCETH.

3. Mnsa anpeca 2001:ABCD:FFE0:4571::AAAA onpenenuts aipec CeTH B Cllydae CTaHJIapTHOTO
npedukca /64.

4. Pa30uts cetb IPv6 Ha 16 mozacereil, coxpaHUB HEU3MEHHBIM INI00AIbHBINA NpedUKc, a U3MEHe -
HUS a/peca BBINOJHSS C TIOMOIIBIO YETBEPTOTO XEKCTETA.

5. Kak nonusieT Ha nepenady JaHHBIX B C€Th Ha3HaueHHs] MeTpuka paBHas 20 B Tabiuie Mapii-
PYTH3aIMHU U 3TOM CeTH, ecl APYruX 3amuceil Ui TOM ke CeTH Ha3HaueHHs B TaONHIle MapIIpyTH3a-
I[UU HET.

14.1.2. Dx3aMeHAIIMOHHBbIE BONPOCHI
1. [TosicHuTe (yHKIMH, COOTBETCTBYIOLIUE YPOBHSIM MOJIEIH B3aUMOJICHCTBUS OTKPBITHIX CUCTEM.
a) [IpuknanHoM, mpencTaBieHus, CEaHCOBBIN, TPAHCTIOPTHBIN, CETEBON, KaHAJTbHBIN, (U3HUUECKUN;
0) [IpencraBienus, ceaHCOBBIN, MPUKIATHON, TPAHCIIOPTHBIN, KaHAIBHBIHN, CETEeBOM, (pU3NUeCKHii;
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B) CeTeBoii, TPAHCTIOPTHBIN, KaHATBHBIN, GU3NIECKUN, CEAaHCOBBIH, MPEICTABICHUS, IPUKIAIHOM;

r) ®usnyecknii, KaHATBHBINA, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, TPUKJIAHON, TTPEICTABIICHHUS.

2. Kakum o6pazom Bemmonusercss FDM, WDM u TDM MybTHITIEKCUPOBAaHUE.

a) FDM - pacnpenenenne no yactoram, WDM - pacnipenenenue mo amuaam BoiH, TDM - pacnpe-
JIeJIeHUE BO BPEMEHH;

06) FDM - pacnpenenenue Bo BpeMenu, WDM - pacnpenenenue 1o jmHaMm BoiiH, TDM - pacnpe-
JIeJICHUE TI0 YacTOTaM;

B) FDM - pacnpenenenue no qiuHam BosiH, WDM - pacnipenenenue o wacroram, TDM - pacmipe-
JIeJIeHUE BO BPEMEHH;

r) FDM - pacnpenenenue no npoctpanctBy, WDM - pacnpenenenne Bo Bpemern, TDM - pacmpe-
JIeJIeHUE 10 JUTMHAM BOJIH;

3. B kakoif o6iacti BO3MOXXHO BOSHMKHOBEHHME KOJUTM3Hil B cetu Ethernet mpm mukpocermeHTa-
UK U paboTe nHTep(eicoB B pexKUME MOITHOTO JyIuieKkca?

a) Hu B xakoii;

0) B obOnactu ToMeHa KOJUTH3UI;

B) Ha yuacTke Mex1y yCTpOMCTBOM M OMIIKaUIIIUM KOMMYTAaTOPOM;

r) B obnmacTu mmmpokoBenaTeIsHOro JOMEHa.

4. Yto o3HAYaET POAMTEIbCKUN MapuipyT B TaOJUIlE MapIIPyTH3allUHA, COOTBETCTBYET JIM OH Ka-
KOMY-JTHOO BBIXOJJHOMY HHTEp(eicy?

a) MapmpyT KJ1accoBO# CeTH Mpu pa30MEHUH dTOW CETH Ha MOJICETH, HE UMEET aCCOIMAINH C Ce-
TEBBIM UHTEpPeEiicoM;

0) MapuipyT KJ1accoBO# ceTH IIpH pa30MEHUHN 3TON CETH Ha MOJCETH, aCCOIMUPOBAH C BUPTYaJlb-
HBIM HHTEp]ericoM neTian o0paTHOH CBsI3H;

B) Her HuKakux poauTenbCcKux MapipyToB. Tabiauia MapuipyTU3alii COACPKUT MapIIPyThl, CO-
OTBETCTBYIOIINE U3BECTHBIM CETSIM;

r) MapuipyT, MOpOoXIaroIuil JoOYepHUEe MapIIpyThl. BO3HUKaeT npu peKypCUBHOM MOMCKE BBIXO/I-
Horo untepdeiica. CooTBeTCTBYET IIEpBOMY MHTEp(Eiicy ToUepHeii ceTu.

5. KakoBa 0coO6eHHOCTh pabOTHI MPOTOKONIA TuHAMU4Yeckoi mapmpytuzanuu OSPF B ceTsx ¢ MHO-
xecTBeHHBIM gocTynoM (Ethernet)?

a) [Ipotokon OSPF B ceTsix ¢ MHOXXECTBEHHBIM JIOCTYIIOM OTPaHUYHMBACT YMCIIO YCTaHABIIMBAC-
MBIX OTHOILIEHUN cOCeACTBA. Takue OTHOIIEHMS YCTAHABIMBAIOTCS TOJIBHO C "Ha3HAYEHHBIM MapIIPYTH-
3aropoMm" (DR) u "pe3epBHBIM Ha3HaueHHBIM MapipyTuzaropoM” (BDR);

6) IIporokon OSPF B ceTsx ¢ MHOXXECTBEHHBIM JIOCTYIIOM HE MMEET HHKaKMX 0COOEHHOCTEH pa-
OOTEL;

B) [IpoTokon OSPF B ceTsix ¢ MHOXKECTBEHHBIM JIOCTYIIOM paboTaeT ropas3io ObicTpee;

r) [Iporokon OSPF B ceTsax ¢ MHOXECTBEHHBIM JOCTYIIOM HE MOXKET paboTaTh U MOITOMY HE TPH -
MEHSETCS.

14.1.3. Bonnpocs! AJ151 NOATOTOBKH K MPAKTHYECKUM 3aHATHAM, CEMHHAPaM

CereBble yTHINTHI ping, netstat, arp, traceroute, 6a3oBble BO3MOXXHOCTH, aHAJIU3 PE3YIbTaTOB BBbI-
MIOJIHEHUS.

Hasnauenue IP-anpeca na mHTEepdeiic, ynpapieHrne pa3MepoM CO3JaBAEMON CETH C MOMOIIBIO
MacKU IOJCETH.

Haznauenue [Pv6 anpeca Ha cereBoit untepgeiic. Anpeca tuna Link-local u Global. Mcnonb3oBa-
Hue npouenypsl SLAAC. Pa3Ouenue Ha nojceTy.

Hactpoiika mapmpyruzanuun B OC Windows ¢ ucnonb3oBaHueM cpefpl Buptyanuzauuu Oracle
VirtualBox.

Hactpoiika mapmpyruzauuu B OC Linux ¢ ucnonbs3oBaHueMm cpensl Bupryanusauuu Oracle
VirtualBox.

CermeHTHpOBaHME JOKAJIbHOM ceTH ¢ moMolbo TexHonoruu VLAN.

N3zyuyenue pabotsl nporokona STP. dopmar cirykeOHBIX COOOIIEHUH, PO KOMMYTaTOpPOB.

14.1.4. Tembl 1a00paTOpHBIX padoT
Hacrpoiika cepuca OpenVPN.
Qunbrpanus Tpaduka, CIMCKUA KOHTPOJIS TOCTYIIA.
Hactpoiika qunamudeckoit Mmapuipyruszanuu ¢ nporokosamu RIP u OSPF.
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Hactpoiika cepsucoB NTP u Syslog

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbSI M1 MHBAJIMJIOB MPEAYCMOTPEHBI JOTOIHU -

TEJIBHBIC OLICHOYHBIC MaTEPHAJIbI, IICPCUCHb KOTOPBIX YKAa3aH B Ta6J'II/II_IC 14.
Ta6J11/1ua 14 — I[OHOJIHI/ITGJIBHBIC MaTepuajibl OLUCHUBAHUA IJId JIML C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU

310pPOBbA U MHBAJIUJIOB

Kareropuu
oOy4arommxcs

Bub! JONOTHUATENBHBIX OIEHOYHBIX
MaTepuaioB

@®opMBI KOHTPOJISL U OIICHKH
pe3yabTaTOB O0YUCHUS

C napyueHusMu
ciryxa

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

[TpeumyIeCTBEHHO MUCHMEHHAS
npoBepKa

C HapymeHusiMu
3peHus

CobecenoBaHue 1O BOTIPOCAM K 3a4€TYy,
OIPOC 0 TEPMHHAM

[IpeumyIiecTBEHHO YCTHAsI MPOBEPKa
(MHIMBUAYAIBHO)

C napyumeHusMu
OIIOPHO-
JBUTATEJIBHOTO
anmapara

Pemenne MUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI>I, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpCI/IMyme()TBeHHO JUCTaHIITMOHHBIMUA
MCTOAaMM

C orpaHUYEHUSIMH T10
00LLIEMETUIIMHCKUM
MOKA3aHUSM

TecTbl, NCEMEHHBIE CAMOCTOSTEIILHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyiiecTBEHHO POBEPKa
METOJAMH UCXOJIS U3 COCTOSTHUS
00y4arouierocss Ha MOMEHT IPOBEPKHU

14.3. MeToauueckue peKoMeHAAIMH M0 OLEeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEeHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymHast (hopMma Mpe0CTaBICHUS 3aJaHUH OIEHOYHBIX CPEJICTB, 8 IMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUYEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOIO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BAaHUEM CYpPIONIEPEBOA.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
HOJrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKMX 00ydaromuxcs MperycMaTpuBaeTcs JOCTYII -
Hast popmMa MpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- HabOp OTBETOB C UCIOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- IIPEJICTaBICHNE OTBETOB YCTHO.

[Tponienypa orieHHBaHUs pe3yIbTATOB OOYYEHMS JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbs M1 MHBAIHJIOB IO JUCHIHUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JIJ1s1 I ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHoOU (popme.

J1s1 1ML ¢ HAapyIIeHUsIMM ONIOPHO-ABUTaTe/IbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

[Tpu HEOOXOMUMOCTH AT JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IIpOLIe-
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Jypa OLIEHUBAHUS PE3YILTATOB O0YUICHHSI MOXKET POBOIUTHCS B HECKOIBKO 3TAIIOB.
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