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6.0 6.0 3.E

JK3aMeH: 7 ceMecTp

Tomck 2016

CornacoeaHa Ha noptane Ne 7630 1



Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokosn Ne 2 ot « 15 » 10 2016 1|

JINCT COTJIACOBAHUM

Pabouasi mporpamMma cocTaB/ieHa C ydyeroM TpeboBanuii ®PenepanbHoro IlocysapcTBeHHOTro
oOpa3oBarenlbHOTO CTaHfapTa Bbiciiero obpaszoBanus (PT'OC BO) mo HampaBaeHWIO TIOATOTOBKH
(cnetmanbHoCcTH) 09.03.02 MHbOpMalMOHHBIE CHUCTEMbI U TEXHOJIOTWM, YyTBep)KieHHOro 2015-03-12

rojla, pacCMOTpeHa U yTBepK/leHa Ha 3aceflaHuu Kadeapbl «___ » 20__ ropa, TIpOTOKO/
No

Pa3paboTumku:

JoteHT Kad. SMUC [TensmuHa E. A.

3aBeayromumii obecreunBarolei Kad.
OMUC Bopogckoii 1. T.

Pabouasi mporpaMma coriacoBaHa C (hakyIbTeTOM, TTPOGUIMPYIOIel 1 BhIMyCKarollel KadeapaMu

HaripaBJ/ieHUA I10ATrOTOBKU (CHEL[I/IEU'ILHOCTI/I).

Hekan ®BC Ko3snosa JI. A.
3aBenyroluii BeIMycKaroiieit kag.

SOMUC Bopogckoii 1. T.
OKCIePThI:

npogeccop kad. SMUC Konecnukosa C. N.
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1. Ilesiu ¥ 3aauM AUCHUILTAHBI

1.1. ITes1 AMCLUIIIUHBI
Iath cucTemMaTHueckwii 0030p COBpeMEHHBIX METOZOB 3alluThl MH(OpMaLuM U obecrieyeHus
KOMTIBIOTEPHON 0€e30MacHOCTA TIpU peasiM3aljiM TPOL[eCCOB BBOJA, BBIBOJA, Tepefaud, 00pabOTKH,
HAKOIJIeHUs] U XpaHeHUs: MH(OPMALUK, U3YUYHUTh U OCBOWUTH MPUHIIUITBI UX TIOCTPOEHUS], PAaCCMOTPETh
TIepCIIeKTHBHbIE HAllPaB/IeHHs PAa3BUTHS CYIeCTBYIOIIUX CUCTEM.

1.2. 3agauM JUCIHUILIMHBI
— 7aTh OyaymyM CIlelfdajMcTaM HeoOXoguMmble i MX pabOThbl TeOopeTUYeCKHe 3HaHUS O
COBPEMEHHBIX CPeZICTBAX, METO/[aX U TEXHOJIOTHUSAX obecrieueHus MHPOPMAIJMOHHOM 6e30T1acHOCTH;
— cdopMUpoBaTh y CTY[AEHTOB MpaKTHUUeCKHWe HaBBbIKA OpraHM3al[ii paboT 1o obecrieyeHHIO
WH(OPMAI[MOHHOM 0e30MaCHOCTH Ha TPeATIPUSTHSX.

2. Mecro pucuuninssl B crpykrype OITIOII
HOucturiuHa  «MHbopMaiimonHass  6e3omacHocth»  (B1.B.O/1.7) oTHocutcas K Omoky 1
(BapuaTHBHas 4acTh).
[pepiiecTByOIMMH ~ AUCLUMIUIMHAMY,  (OPMUPYIOLMMM  HauajbHble 3HAHUS, SIBISIOTCS
c/iefyrolye JUCHUIIIUHBL: VTHCTpyMeHTaibHble Cpe/iCTBAa MUH(POPMALIMOHHBIX CUCTEM.
[MocnepyroOmUMU JUCLUTUTAHAMH SIBJISTFOTCS:  3allUTa BBIMTYCKHON KBalMM(HUKALIMOHHOW pPabOoThI,
BKJIFOYAsi MO/ITOTOBKY K TpOoLieAype 3allyThl U TIPOL[eAYPY 3allUThI.

3. TpeGoBaHus K pe3y/IbTaTaM 0CBOEHHS AUCLUILUIUHBI

[Tporecc u3yueHus: AUCLIMILIMHBI HarpaB/ieH Ha ()OpMUpOBaHMe C/IeAYIOLMX KOMIIeTeHLWI:

— OIIK-4 mnoHWMaHWeM CYILIHOCTA W 3HaueHUs WHGOpMAalMM B Pa3BUTUM COBPEMEHHOTO
uH(popMaLMoHHOTO 0011]eCTBa, COO/IOIeHe OCHOBHBIX TpeboBaHMA K MH(MOPMAIIMOHHOW 6e30MacHOCTH,
B TOM UKCJIe 3aluTe roCyAapCTBeHHOW TaWHbI;

— OIIK-5 cnoco6HOCTBI0 WCIIO/B30BaTh COBPEMEHHbIE KOMITbIOTEPHBIE TEXHOJIOTHM TIOMCKA
vHbOpMaLMM [/1s pellleHrsl TIOCTaB/IeHHOW 3ajjaud, KPUTHMYEeCKOro aHaav3a 3TOM WH(OpMauud |
000CHOBaHMS TIPUHSATHIX HIeH U TIOIXOZ0B K pelleHuIo;

B pe3synbrarte usyueHus JUCLIAIUIMHBI CTYEHT JO/DKeH:

— 3HarTh OCHOBHble  TIPUHLUMIBI  WHGOPMAlMOHHOW  0e30MacHOCTH;  COBpeMeHHbIe
KOMIIbIOTEPHbIE TEXHOJIOTMM TI0MCKa W aHajau3a wuHpopMmaiuu B obsact  MHGOPMALMOHHOM
0e30macHOCTH;

— yMeThb TNPUMEHSTb METO/bl OLeHKW Ba)XKHOCTH M HeOOXOAMMOCTH 3allyThl MH(OPMAL[UM K
pazgesnaM MHGOPMAl|MOHHBIX TEXHOJOTWM; OCYIIeCTBIATh ONTUMa/lbHBI TOMCK HeoO0X0oJUMOM
nH(popmaLuK 171 060CHOBaHMS TIPUHATHIX M7lel B 00/1aCTH 3aLUThl MH(OpPMaLIY;

— Brajerp crocobamu obecrieyeHust MHGOPMaLMOHHOM  0e30macHOCTH;  TepefoBbIMU
TeXHOJIOTUSIMA KOMITJIEKCHOTO aHanu3a MOMCKOBOW MH(pOpMalMy TpU MPUHATHM apryMeHTUPOBaHHBIX
peliieHri B 06/1acTH MHGOPMAIIMOHHOM 6e30TacHOCTH;

4. O0beM ANCHMILIMHBI M BUABI Y4e0HOH padoThI
OO1iast TPYA0EMKOCTh JUCLIMIUIMHBI cocTaBseT 6.0 3aueTHbIX eJUHMIILI W TIpeJCTaB/ieHa B
Tabmuie 4.1.
Tabsmura 4.1 — Tpya0eMKOCTb AUCIUTTAHBI

Buzibl yueGHOM /ieATeIbHOCTH Bcero uacos CemecTpsl

7 cemecCTp
AynutopHblie 3aHSTHS (BCEro) 54 54
Jlekiun 18 18
JlabopaTtopHble 3aHATHS 36 36
CamocTosiTenibHast paboTa (Bcero) 126 126
OdopmiieHre 0TYETOB 10 J1TabOpaTOPHBIM paboTam 36 36
[TpopaboTKa JIeKI[MOHHOTO MaTeprasa 90 90
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Bcero (6e3 3k3ameHa) 180 180
[ToaroroBka 1 craua sK3aMeHa 36 36
OO0111ast TPYJ0EMKOCTD Yac 216 216
3aueTtHble Eavnnipbl TpygoeMKoCTH 6.0 6.0

5. Coiep)xaHue AUCHMILTMHBI

5.1. Pa3jenbl JMCHUIIMHBI U BU/IbI 3aHATHMN
Pa3zesnbl AUCIIUTUIMHBI ¥ BU/IBI 3aHSITHU TIpUBeEHbI B Tabnwviie 5.1.
Tabnuiia 5.1 — Pa3genbl AUCHUTIZIMHBI M BU/IBI 3aHATUM

= =
-
'3 S oD -
(=N R o & =~
= v g O C‘E-’ GE.J =
E’ =) o) g 3 > 3
No Ha3zanusi pa3znenoB JUCLUTIUHBI = = 5 o 9 Sy
= S = g 0 =
2 = A3 53
o O =) S
O o
= | 2
= @)
Baenenue. 1 0 10 11 OIIK-4
2 | TIpob6seMbl 1 METO/IBI 3aIUTHI 5 0 18 23 OIIK-4, OIIK-5
VH(OpMaL1u.
3 |MaremaTrHueckue U MeTOA0/0rHUeCKre 6 16 42 64 OIIK-4, OIIK-5
Cpe/CTBa 3allMThl UH(OPMALIMH.
4 | Kpunrorpaduueckue ajiropuTMbl 4 20 46 70 OIIK-4, OIIK-5
obecrieueHust UHGOPMAITMOHHOM
0e30macHOCTH.
5 | KomribroTepHsble cpecTBa peaav3aliu 2 0 10 12 OIIK-4
3alUThl B UHQOPMALJMOHHBIX CUCTEMaX.
Nroro 18 36 126 180

5.2. Copep)xaHue pa3/e/ioB JUCLHUILUIMHBI (10 JIEKIUAM)
CojiepskaHue pa3/enoB AUCLUIUIMH (T10 JIEKLIUSIM) TIpUBeieHo B Tabsuije 5.2.
Tabsura 5.2 - CogepykaHue pa3/esioB JUCHATIIVH (TI0 JIEKIUSIM)

CopepykaHue paszesioB JUCLUIUIMHBI 10

Hassanus paszesnos
JIeKLISIM

Tpyn0eMKOCTb,
q
dopmupyeMble
KOMIIeTeHL[UU

7 ceMecTp

—_

1 BBepenue. Llens v 3agauv JUCLIUTIUHBIL, ee PoJib U OIlK-4
MecTo B 0011[el crCcTeMe TIOATOTOBKH
crienianvcTa. 3ammra nHhopMaLum U
nH(popMaLoHHast 6e30MacHOCTh Kak
Ba)XKHbIW ()aKTOP MOJTUTUUECKOUN U
5KOHOMHYECKOW COCTaBJISIOIINX
HaLMOHA/ILHOW 6e30TacHOCTH.
[TporpamMma nHGOpPMaIMOHHOM
6e3omacHoct Poccuu u nyTu ee

peanM3aryu.
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HToro

2 [Tpo6neMbl ¥ METO/IbI 3aIIUTHI
H“H(OopMal[1H.

WuadopmanmoHHast 6e30macHOCTb.
[Tpo6seMbl 3ayTh HHGOPMALMH B
KOMITBFOTEPHBIX CUCTeMaX. 3allura
MH(OPMAIWH [TPU pean3arii
WH(OPMAIIMOHHBIX MPOLIECCOB BBO/A,
BBIBO/Ia, Iepesiaun, 06paboTKH,
HAKOTUIeHHUS U XpaHeHUs UH(OPMaLIUH.
Opranu3arioHHoe obecrieueHue
nH(OpMaLIMOHHOM 6e30TMacHOCTH.

Htoro

OIIK-4,
OIIK-5

3 MaremaTtuueckue U
MeTOZ0/IorUeCcKre Cpe/iCTBa 3allUThl
vH(popMaLu.

Kpunrorpaduueckast TepMUHOJIOTHS.
CBezieHus U3 Teopyu UH(OpMAaLMY U
TeOpUU urcesl. AJITOPUTMBI U KITFOUU.
CHUMMeTpUUHbIe aJITOPUTMBI. AJITOPUTMBI
C OTKPBITBIM K/1touoM. IlogcTaHOBOYHBIE
Y lepecTaHOBOYHbIe HIU(PBHI.
OpHopa3zoBblie 010KHOTHI.
OpHoHanpaB/eHHble X31I-(QYHKLMY.
[Tepenaua nHbopmaLu c
MCM0/Ib30BaHUEM KpUNTorpaduu c
OTKPBITHIM K/IHOYUOM. OCHOBHBIE
MIPOTOKOJIBI [Tepefauy MHGOpMaLvu.

HToro

OTIK-4,
OTIK-5

4 Kpunrorpaduueckyre aJropuTMbl
obecrieueHust HHGOPMAI[MOHHOM
6e301acHOCTH.

ANTOPUTM CUMMETPUYHOTO LIM(PPOBaHHUS
nanHbix DES. Anroputm
Kpurrrorpaduyeckoro rpeobpa3oBaHust
I'OCT 28147-89. AcuMMeTpHUUHbIM
aJIrOpUTM LM POBaHUs JaHHBIX RSA.
Komruiekc kpunrorpaguyeckux
anroputmoB PGP. 3aiuTa nadopmanyu
OT HeCaHKLIMOHUPOBAHHOIO JOCTYyTIA.

Ntoro

OIIK-4,
OIIK-5

5 KomribroTepHsble cpeficTBa
peanusalyy 3allUThl B
MH(POPMaLMOHHBIX CUCTEMaXx.

®u3nueCcKum, CeTeBOU, TPAHCIIOPTHBIN U
TIPUK/IaZIHON YPOBHU 3alUTHI
uHpopmaumu. O630p cTaHAapTOB B
obsacTu 3auThl “HGOpPMaLK. MeTobI
Y Cpe/ICTBa 3all[UThI JIOKAJbHON pabouett
CTaHLMU. 3allyTa B JIOKaIbHbBIX CETsIX.
3ammra MH(QOPMaLMU [IPU MeXXCEeTEBOM
B3aUMO/ielCTBUU. TUIIBI BUDYCOB U
Cpe/iCTBa aHTUBUPYCHOM 3all{UThI.
O6ecreueHre MH(GOPMALIMOHHOMH
6e30MacHOCTH B KOPIIOPATUBHBIX CETSIX.

HToro

2

OIIK-4

Wroro 3a cemecTp

18

5.3. Pazgenbl AMCHUIUIMHBI M MEXX/JUCIMIT/IMHAPHBIE CBS3M C 00eCneurnBalIyMH (PeAbIAYIMMHI)
4 o0ecnieyrBaeMbIMH (MOC/IEAYHOIUMHU) AUCIHHUILTHHAMHA
Pa3ziesibl JUCHIATIIMHBI M MEXXAUCIIUTUIMHAPHBIE CBSI3U C 00eCreuruBaromMu (TpeabIIyIuMu) 1
obecrieuriBaeMbIMHU (TTOC/IEAYIOLAMH) JUCIUTUIMHAMU TIPeICTaB-/IeHbI B Tabsuile 5.3.
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Tabsura 5.3 - Paszesnbl AUCIUTUTUHBI M MEXIUCIIUTITAHAPHBIE CBSI3U

Ne pa3esioB JaHHOW JUCLIUIIIAHBI, /ISl KOTOPBIX
HeoOX0oIMMOo H3yueHre 00eCTIeunBarOIUX U
Ne HanmeHoBaHKe AMCLAIIIMH o6ecrneurBaeMbIX JUCLIUILIMH

1 2 3 4 5

[pepiecTByOLLME JUCLUATITUHBI

1 |MHcTpymeHTa/bHbIe CpefCTBa
VMH(OPMAaL[MOHHBIX CUCTEM

+ + +

[Tocnepyroiye AUCLUIIIMHBL

1 | 3amuMra BbIMyCKHOW KBanMbHUKALMOHHON
paboThI, BK/TFOUast IOJITOTOBKY K + + +

rpoLieZlype 3alliyThl U TIPOLeAYPY 3alUThbl

5.4. CooTBeTCTBHE KOMIIeTeHIH, ()OPMUPYeMBbIX NP U3y4YeHHUH AUCLUIUIUHBI, ¥ BU/I0B 3aHATHI
CooTBeTCTBUE KOMIeTeHLM, (OpPMUPYeMbIX NPU H3yUeHUW [UCLIMIUIVHBL, U BUJOB 3aHATHN
TIpe/ICTaB/IeHo B Tabmmiie 5.4
Tabma 5. 4 — CoOTBeTCTBHME KOMIIETEHLMM W BUAOB 3aHATHH, (HOPMHUPYyEMBbIX TP W3yUeHWH
VICLIUTUIMHBI

Bunp! 3aHaTHI

DOopMBI KOHTPOJIS

KomneTeHiun
Jlekiiuu

JlaboparopHble 3aHATHS
+ | CamocTositenibHast paboTa

+

Komnnoksuym, Otuer 1o
saboparopHoii paboTte

OIIK-4 +

+

Konnoksuym, OTuer 1o
naboparopHoii paboTte

OIIK-5 + +

6. lnTepakTHBHBIE MeTOABI ¥ ()OPMBI OPraHU3aUU 00yueHHus
He npegycmorpeno PYII

7. JIabopaTopHbIi MPAKTHKYM
CopeprkaHue y1abopaTopHbIX paboT MpuBezieHO B Tabswiie 7.1.
Tabmuiia 7. 1 — ConepskaHue 1abopaToOpHbIX paboT

vy L 5
B H
S = =
Z 25
6 6 s 5 S
Ha3saHus paszesnos CopeprkaHue 1abopaTopHbIX paboT 2 e &
< = &
= g =
=¥ o 2
= S}
7 cemecCTp
3 MaremaTtuueckue v [TporpammHasi peanu3atiys mmdpa, 16 OIIK-4,
MeTOZI0/IOTMUeCKHe CPe/ICTBA 3all[UThl | OCHOBAHHOTO Ha MeToze ITomuoust. OIIK-5
vHopMaLu. [TporpammMHasi peanu3atiys mmdpa
rpocToii 3ameHsbl. [IporpaMmMHast
peas3anys mMdpa, OCHOBaHHOTO Ha
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MeTOZe YMHOXeHUsI MaTpuL.

Nroro 16
4 Kpunirorpadguueckue airopuTMbl ANTOpUTM CUMMETPUYHOTO 1IKM(POBAHUS 20 OIIK-4,
obecrieueHust HHGOPMaI[MOHHOM mannbix DES. TIporpammHast peanu3anuysi OIIK-5
6e30macHOCTH. aCMMMETPUYHOTI0 a/rOpuT™Ma

mm@poBanus RSA.

Ntoro 20
Nroro 3a cemecTp 36

8. IlpakTHueckue 3aHATUA

He npegycmorpeno PYII

BI/I,Z[BI CaMOCTOATETEHOU pa6OTbI, TPYAOEMKOCTb 1 Cl)OpMI/IpyEMbIe KOMITeTeHIINU I1pe/iCTaB/IEHBI B

tabmie 9.1.

9. CamocrosiTesibHast paboTa

Tabsura 9.1 - Bujbl caMocTosiTe/TIbHOM paboThl, TPYI0EMKOCTb U (JOPMHpPYeMble KOMITeTeHLIUH

A g =
<)
s | BE
7 >
Haseanwust paspesnos Brjgpt camocTosTe o g - = DOpMBI KOHTPOJIA
paboTsI o =
S 52
= & =
7 ceMecTp
1 BeegieHue. [TpopaboTKa JIeKLIMOHHOTO 10 |OIIK-4 Konnoksuym
Marepuasa
Nroro 10
2 [Tpo6ieMbl ¥ METOZBI ITpopaboTKa eKLMOHHOTO 18 |OIIK-4, |KomiokBuyMm
3alUAThl THGOPMALIUU. Marepua’ia OIIK-5
Ntoro 18
3 MaremaTtuueckue 1 ITpopaboTKa JIeKIMOHHOTO 26 |OIIK-4, |KomnoksuyMm, OTyer no
MeTOZ,0JIOTUYeCKUe Marepuvasa OIIK-5 nabopatopHoti pabore
CPEACTBA 3ALHTEI OdopmiieHre 0TUETOB TI0 16
HH(OPMALIH. nabopaTopHbIM paboTam
Wtoro 42
4 Kpunrorpaguueckue [TpopaboTKa 1eKIIMOHHOTO 26 |OIIK-4, |Komnoksuym, OTuer 1o
aJIrOpUTMBI 00OecrieueHrst | MaTepHasa OIIK-5 |mabopaTtopHoii paborte
IgH(bOpMauHOHHOH OdopmiieHre 0TUETOB TI0 20
€30MacHoCTH. nabopaTtopHbIM paboTam
Ntoro 46
5 KomribroTepHbie ITpopaboTKa JIeKIIMOHHOTO 10 |OIIK-4 Komnoksruym
CpeJiCTBa peanu3aliiu Marepuasna
3alITEL B Ntoro 10
VMH(OPMaLMOHHBIX
cucTeMax.
Wtoro 3a cemecTp 126
[ToaroToBka K 3K3aMeHy 36 OK3aMeH
Ntoro 162
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10. KypcoBas pabora

He mipegycmorpeno PYII

11. PeiiTHHrOBas cucTeMa JJisl OL[eHKH YCIIeBaeMOCTH CTYAeHTOB

11.1. bBanbHbIe OLleHKH /11 3/IEMEeHTOB KOHTPO0JIsl
Tabsuiia 11.1 — BasnbHble OLIEHKH [1J1s1 97IeMEeHTOB KOHTPOJIsI

. . MakcumanbHbIi
o MaxkcuManbHbIN MaxkcumanbHbIN
DieMeHThI yueOHOMH Oasut 3a Iepuog Bcero 3a
6amn Ha 1-yro KT ¢ | ©6asn 3a mepuof,
JlesiTe/IbHOCTH Mexay 2KT v Ha ceMecCTp
Havasia ceMectpa | Mexay 1KT u 2KT
KOHel| ceMecTpa
7 ceMecTp
KonnokBuym 5 5 5 15
Otuer 110 J1Tab0OpaTOPHOM 15 25 15 55
pabore
WToro makcumym 3a 20 30 20 70
TIepro/,
OK3ameH 30
Hapacraroiym utorom 20 50 70 100
11.2. TTepecuet 0a/1I/1I0B B OLIEHKH 3a KOHTPO/IbHBIE TOUKHU
[TepecueT 6a/TOB B OLIEHKH 3a KOHTPOJIbHBIE TOUKHU TIpe/[CTaB/eH B Tabuile 11.2.
Tabnuiia 11. 2 — [TepecueT 6a/iOB B OLIEHKU 3a KOHTPOJIbHBIE TOUKU
basnnbl Ha 1aTy KOHTPOIBHOM TOUKH Orenka
> 90% oT MakCcUMasbHOI cyMMbI 6annoB Ha gaty KT 5
Ot 70% no 89% oT MakcuMasbHOM cymMMbI OansioB Ha gaty KT 4
Ot 60% 10 69% OT MaKCMMaJIbHOM CyMMBI OasinioB Ha Aary KT 3
< 60% oT MakcuMasnbHOM cymMMmbl OansioB Ha gaty KT 2

11.3. ITepecuet cymMMbI 6a/IJIOB B TPAAMIIMOHHYIO U MEXX/[yHAPOJHYIO OL{€HKY
[TepecueT cymMMbI 0a//IOB B TPAJULIMOHHYIO U MEKIYHAPOAHYIO OLIEHKY TIpe/CTaB/eH B Tabiuiie
11.3.
Tabsuia 11. 3 — ITepecueT cyMMbI 0a/I7I0B B TPAJULIMOHHYIO U MEXKIYHAPOJHYIO OLIEHKY

WToroBast cymMmma 6asios,
Ouenka (I'OC) YUUTBIBAET YCMEIIHO CAAHHBIN Ouenka (ECTS)
JK3aMeH
5 (oTIMYHO) (3aUTEHO) 90 - 100 A (oT/IuHO)
85-89 B (oueHb x0poi110)
4 (xopolLo) (3auTeHO) 75 -84 C (xopor10)
70 -74 D ( )
OBJIETBOPUTE/TEHO
3¢ Y ) 65 - 69 o P
OBJIETBOPUTENBHO) (3aUTEHO
4 P 60 - 64 E (mocpencTBeHHO)
2 (HeyROB/IETEODUTEILHO) (He Hike 60 6asioB F (HeyzmoBneTBOpUTEJIEHO)
3aUTeHO)

12. YuedHo-MeTOqHUECKOE U HH(OPMALIHOHHOE 00ecneyeHne JUCIUILTHHBI

12.1. OcHoBHas 1uTeparypa
1. 3atigeB, A.Il. TexHuWuecKue Cpe[iCTBa M METO/bl 3allUThl WMHGMOPMALMU. [D/IeKTPOHHBIN
pecypc] / A.II. 3atiteB, A.A. Illenynanos, P.B. MemepsikoB, 11.B. ['oy0SITHUKOB. — OIE€KTPOH. JaH. —
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M. : Topsiuast munusi-Tenekom, 2012. — 616 c. [DnekTpoHHbIi pecypc]. - http://e.lanbook.com/book/5154

12.2. lonoHHUTe/IbHAA IMTEpaTypa
1. Mamok, A.A. Teopus 3amuTbl UHGOPMaLUU. [D1eKTPOHHBIA pecypc] — OeKTpPOoH. JaH. —
M. : I'opsiuas muHusi-TenekoM, 2012. — 184 c. [DnekTponHsIii pecypc]. - http://e.lanbook.com/book/5170
2. TonukoB, A.M. 3amura uHpOpMaLKu B HH(DOKOMMYHHUKALIMOHHBIX CHUCTEMax U CeTsX.
[DnexTpoHHBI pecypc] — OnekTpoH. faH. — M. : TYCYP, 2012. — 374 c. [DneKTpoHHbI pecypc]. -
http://e.lanbook.com/book/11381

12.3. YueOHO-MeToAUECKOE IT0CO0HE U MPOrpaMMHoOe obecrieueHne
1. 3ammra wHOpMaLuK: MeToguuecKre yKa3aHUsI K BBITIOTHEHHIO CaMOCTOSITe/TBHBIX paboT /
Cmuupn B, I. - 2012, 78 «c¢. [OnekrpoHHbld  pecypc] - Pexum  gocTtyrma:
http://edu.tusur.ru/publications/2261, cBo6GOJHBIT.
2. 3aumra uHbopmauuu: MeToauueckrde yKa3aHUs K BBITIOJTHEHHIO JlabopaToOpHBIX paboT /
CrmugpH B, I - 2012, 17 c¢.  [DnekrpoHHbii  pecypc] - Pexum  gocrymna:
http://edu.tusur.ru/publications/1822, cBo6oAHBIH.

12.4. Ba3bl AaHHBIX, HH(OPMALIMOHHO CTIPABOYHbIE U MOUCKOBbIE CUCTeMbI
1. TlouckoBas cucTtema google.ru

13. Marepua/ibHO-TeXHHYeCKoe ofecrieyeHne JUCHHUITHHBI
[1pu BbINOIHEHUS TIPAKTUYECKUX 3a[jaHuM M0 JUCLIAIIMHE UCTO/b3YHTCA MepcoHaibHble DBM c
ripotieccopamu Pentium 4 u Bbillle, orepaljuoHHasi cuctemMa MS Windows XP/7.

14. ®oHpA 011eHOYHBIX CPe/ICTB
@DoH/| OL}eHOYHBIX CPe/iCTB IpYBe/ieH B IPUIOKeHUH 1.

15. MeToanueckye peKOMeHAaLMH M0 OpraHu3alui U3ydeHusl AUCLUITHHbI
be3 pekomeHganuu.
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1. BBegenue

®onp oreHouHbIX cpeficTB (POC) sBAsIeTCs MPUIOXKEHHEM K paboueid TIporpaMMe AMCIUTUIAHBI
(MpakKTUKW) U TIpeJCTaB/isieT COO0M COBOKYITHOCTb KOHTPOJIBHO-U3MEPHUTETbHBIX MaTepyuasioB (TUIIOBbIE
3a7iau (3aZjaHus1), KOHTPOJIbHBIE pabOThI, TECTHI U JP.) ¥ METOZIOB UX MUCIIOIb30BaHUs, MpefHa3HaueHHbIX
JUIs ©3MepeHUsi YPOBHSI JOCTKEeHHs CTYAeHTOM YCTaHOBJIEHHBIX Pe3y/IbTaToOB 00yueHwUs..

®OC mno gucuuividHe (TNpakTUKe) WCIOMb3yeTCsl TPU MPOBEAEHUM TeKYIlero KOHTPOJIS
yCreBaeMOCTH M IPOMEKYTOUHOM aTTecTalluu CTyJeHTOB.

[TepeueHb 3aKpeIyIEHHBIX 3a JUCLIUIIIMHOM (TIPAaKTHUKOH) KOMIIETEHI[WH MpUBeeH B Tabwie 1.
Tabnuiia 1 — ITepedeHb 3aKpeIvIeHHBIX 3a JUCIUTUIMHON KOMIEeTeHLIUN

KOMITbIOTepPHbIE TEXHOJIOTHUH TIOUCKA
vHGbOpMaI[UH [IJ1s1 PellieHus TI0CTaB/IeHHOH
3a/lauM, KPUTUUECKOTO aHa/m3a 3TOu
vHbOpMaI[iK ¥ 000CHOBaHUS MIPUHSATHIX Uel 1
MO/IXO/IOB K PellieHUI0

Kopg, @opMy/IMpOBKa KOMITeTeHL|UU Otarbl opMHUPOBaHUST KOMIIETEHITUM

OIlK-4 TIOHMMAaHWEeM CYIIHOCTU U 3HAYeHHUs L o/mKeH 3HaTh OCHOBHbBIE TIPUHLIATIBI
MH(OpPMaLMKU B pa3BUTUHA COBPEMEHHOTO nH(pOopMaLMOHHOM 6e30MacHOCTH;
vH(OpMaLMOHHOTO 0011IecTBa, cobmoaeHre COBpeMeHHble KOMIIbIOTepPHbIe TeXHOJIOTUU
OCHOBHBIX TpeOOBaHMI K MH(OPMALIOHHOM TIOMCKA ¥ aHa/M3a UHGopMaLu B 06/1acTH
6e301acHOCTH, B TOM UYHCJIe 3all[UTe MH(OPMaL[MOHHOW 6e30TIaCHOCTH;;
roCyapCTBEHHOW TalHbI Jo/mKeH yMeTb IPUMEHSATh MeTO/bI

OIIK-5 CTI0COOHOCTBIO UCIT0/Ib30BaTh COBPEMeHHbIe OLIeHKH B&KHOCTH 1 HEO6X0MMOCTH

3aIUThl MHGOPMaLIMU K pasziesam
HMH(OPMaI[MOHHBIX TEXHOJIOTUH;
OCYILeCTB/IATh ONTUMa/IbHbIN MOMCK
HeoOxoauMol HHbOpMaIUH /1St
000CHOBaHUsI IPUHSATHIX WAeH B obmacTu
3alUThl MH(GOPMALUY;;

IomkeH BazieTh criocobamu obecrieueHust
HHGbOPMaI[MOHHOM 6e30TacHOCTH;
TepeIoBbIMU TEXHOIOTUSMU
KOMTUIEKCHOTO aHasi3a MOUCKOBOM
WH(OPMAILUH TTPY TTPUHATHH
apryMeHTHPOBaHHBIX pellleHui B 001acTu
WH(POPMaI[MOHHOM 06€30T1aCHOCTH;;

OO1e XapakTepPUCTUKH TOKa3aTeseld ¥ KPUTEPUEB OL€EHWUBAHUS KOMITETEHIMM Ha BCEX 3Tarax
TIpUBE/IeHbI B TaO/HIe 2.
Tabnuiia 2 — OO61iMe XapaKTepHUCTUKY TI0Ka3aTe/iell U KpUTepueB OLleHUBaHUS KOMIIETEeHLIMH 110 3Taram

Tlokazarenu u
KpUTEpUHr

3HaThb

YmeTns

Bnagets

OTMyHO (BBICOKMM
YPOBEHb)

Ob6nagaet hakTHue CKUMHU
U TeOpeTHYe CKUMHU
3HAHUSIMM B TIpe/iesiax

O6nagaeT Auaa30HOM
MpaKTUYe CKUX YMEHUH,
TpeOyeMbIX /ISl pa3BUTHS

Kontposnupyet paborty,
TIPOBO/JIUT OLIEHKY,
COBEPIIEHCTBYET IeHCTBUS

r3yuaemMoi 06/1acTu ¢ TBOPUECKHX pelleHHH, paboThI
TTOHUMaHWeM TPaHUI] abcTparupoBaHust
MIPUMEHUMOCTH nipobieM

Xoportio (6a30BbIit

3HaeT ¢aKThl, TPUHLIUIIBI,

O6nagaeT Arana3’0HOM

BepeT oTBeTCTBEHHOCTH 3a

YPOBEHbB) MIPOIIeCChI, 00IIHe MPAaKTUYEeCKUX YMEHWUH, | 3aBeplleHue 3a/1ad B
TIOHSITHSA B TIpejiesiax TpeOyeMbIX /ISl pELlIeHUsT | KCC/IeI0BaHUH,
n3yuyaemol obsactu oTipe/ie/IeHHBIX TTPO0/IEM B | IPUCIIOCA0IMBAET CBOE

00/1aCTH HUCC/Ie[OBaHUS TIOBe/IEHHE K
obcTosITeNIbCTBAaM B
pelieHUH pobiem

YnoBnerBoputenbH | O6mazaetT 6a30BbIMU OO6nagaeT OCHOBHBIMHU PabGotaeT npu rnpsimom

0 (TTIOpOTroBBIi OOIIMMH 3HAHUSIMU yMeHUsIMU, TpeOyeMbIMU | HaO/TFOIeHUH

YPOBEHbB) TSI BBITIOJTHEHHMS TTPOCTBIX
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3a/a4u

2 Peanu3anusi KOMIeTeHI[UH

2.1 Komnerenus OITK-4

OIIK-4: mnoHMMaHWeM CYIIHOCTA U 3HaueHWs MHQPOpPMALMM B pa3BUTUU COBPEMEHHOTO
WHGOPMAI[MOHHOTO 0011[eCTBa, COO/IO/IeH e OCHOBHBIX TpeOoBaHMM K WHGMOPMAI[MOHHOM 6e301acHOCTH,
B TOM YMCJIe 3allUTe TOCYlapCTBEHHOM TalHBbl.

st bopMUpoBaHUsT KOMITeTEHIIMK HEOOX0[UMO OCYILeCTBUTD Psifi ITAroB. DTarbl GOPMUPOBAHKS
KOMIIETeHL[UM, TIpUMeHsieMble [/l 3TOr0 BH/bl 3aHSATHUM U UCMO/Ib3yeMble CpeJCTBa OLIeHHMBaHUS
TnipeZicTaB/IeHbl B Tabuiie 3.
Tabmuia 3 — Otanbl GOpMUPOBaHKST KOMITETEHL[UH U UCTIO/Ib3yeMble CPe/ICTBA OLleHUBAHUS

MH(OpMaLMK K paszenam
HMH(OpMaI[MOHHBIX
TeXHOJIOTHUH

CocraB 3HaTb Y™meTb Bnagets
CopgepykaHue OCHOBHBI€ TIPUHIIUTIBI TIPUMEHSITh METO/IbI ciocobamu obecrieueHust
3TaroB UH(OPMaI[UOHHOU OLIEHKH Ba)KHOCTU U UH(OPMaI[UOHHOM

0e301acHOCTH HeoOX0UMOCTH 3al[UThl | 6e30MaCHOCTH

Buabl 3aHaTHM

* JlaboparopHbie

* JlabopaTopHbie

* JlaboparopHbie

3aHSTHS; 3aHSTHS; 3aHSATHS;
* Jlekumuuy; * Jlekuuu; ¢ (CamocTosiTe/bHast
e (CamocTosiTe/nbHas » (CamocTosiTe/nbHas pabora;
pabora; pabora;
* IloaroroBka K * TloaroroBka K
3K3aMeHy; 3K3aMeHy;
Wcnonb3yembie e Otuer 1o * Otuer 1o * Otuer 1o
CpeAcTBa nabopatopHoii pabore; nabopatopHoii pabore; nabopatopHoii pabore;
OLI€HMBaHUsA * KomnokBuywm; * Kosnnoksuywm; * Komnoksuywm;
e OK3aMe€H; * ODK3aMeH; * OK3aMe€H;
dopMynMpoBKa TIOKa3aTe/eli M KpUTEpHEeB Ol|eHWBAaHUSI [JaHHOW KOMITETEHIIMH TpUBeJeHa B
Tabmmie 4.
Tabsnmura 4 — TTokasaTes U KpUTEPUU OLIEHUBAHUST KOMIIETEHI[UM Ha 3Tarax
CocraB 3HaTb Ymetb Bnagets
OtmuHo * OCHOBHbIE TIDUHLIATIBI | * TIPUMEHSITb MeTO/Ibl * crnocobamu
(BBICOKHI YPOBEHb) | MH(OPMALMOHHON 3aLUTH MHGOpMAaLMU K | obecreueHust
6e3omacHOCTH; pazjesam HMH(POPMaLMOHHOM
* po6/IeMbI 3aLUATEI MH(OPMALOHHBIX be3omacHoCTH;
MH(pOpMaL1K B TEXHOJIOTHH; * HaBBIKAMU
KOMTIBIOTEPHBIX * TPUMEHSTb NPUHIUITLI | TTPOrPaMMHOMN
cucremax; OpraHM3alMOHHOTO peanu3alu aJropuTMOB
* [IPUHLIUIILI obecrieueHust Kpunrorpaduu:
OpraHMU3aLMOHHOIO WH(OPMaI[MOHHON CUMMETPHUYHBIE
obecrieyeHus 6e30macHOCTH B aJITOPUTMBI, A/ITOPUTMBbI
MH(POPMaL[MOHHON npogecCOHa/IBHON C OTKPBITBIM K/TFOUOM,
0e30MacHOCTH; JiesiTeNTbHOCTH; T0/ICTAHOBOYHEIE U
* OCHOBHBIE TIOHSITHUS * peanu30BbIBaTh repecTaHOBOUHbIe
Kpunrorpaduu; aJIrOPUTMBI i dpel, AITOPUTM
* CUMMeTPUYHbIE KpurTorpacuu: CUMMETPUIHOTO
QICOPUTMBL CHUMMeTpPHUUHEIe M poBaHus JaHHBIX

¢ aJITOPUTMEI C
OTKPBITBIM KJ/IFOUOM;

aJITOPUTMBI, a/ITOPUTMBbI
C OTKPBITBIM KJ/IFOUOM,

DES, aciMMeTpUuHBbIN
anropuTM LKM(poBaHUs
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* I0[CTAaHOBOYHBIE U
repecTaHOBOYHbIE

I QpsI;

* QJIrOPUTM
CUMMETPHUYHOT0

b poBaHUs JaHHBIX
DES;

* aCMMMETpPUYHbBIN
aZIropuTM LIKM(POBAHUS
naHHbiX RSA;

* KOMIL/IeKC
Kpunrorpaduyeckux
anroputMmoB PGP;

TM0/ICTAHOBOUHbBIE U
repecTaHOBOUHbIE

MG pbl, aITOPUTM
CUMMEeTPUYHOTO

b poBaHUs JAHHBIX
DES, acuMMeTpryHbIi
aArOpPUTM HIM(POBaHUS
JanHbiX RSA kommiekc
KpUITTorpaduuecKkux
anroputmoB PGP;

naHHbIX RSA komriiekc
KpunTorpaduueCcKux
asroputMoB PGP;

Xopotiio (6a30BbIii

* Tpo0/IeMbI 3aIIUThI

¢ TIPUMEHATH MeTObl

¢ criocobamu

* aJITOPUTMBI C
OTKDPBITBIM KJ/TFOUOM;

* aJITOPUTM
CUMMETPHUYHOTO
mMbpoBaHUs JaHHBIX

a/ITOPUTMBI C OTKPBITHIM
KJIFOUOM, a/ITOPUTM
CUMMeTPUYHOIO
IM(PPOBaHUS TaHHBIX
DES, acuMMeTpUYHbBIMI

YPOBEHb) vHdopmaluu B 3al[UThl HHGOPMAIMK K | obecrieueHus
KOMIbIOTEPHBIX paszenam VMH(OPMaLMOHHOM
cucremax; VH(POPMaLMOHHBIX BesomacHoCTY;

* TMIPUHLIUIIBI TEXHOJIOTHH; * HaBBIKAMU
OpraHu3alMOHHOTO * peanu30BbIBaTh MPOrpamMMHOM
obecrieueHust aITOPUTMBI peasiM3aly aArOpuTMOB
VMH(pOpPMaLMOHHOMN KpunTorpapuu: KpHUITOrpa(Uu:aJropuTm
Be3omacHOCTH; aJITOPUTMBI C OTKPBITBIM | bl C OTKPBITBIM KJTHOUOM,
* OCHOBHBIE TOHSTHUS KJIIOYOM, M0/ICTAHOBOYHbIE U
KpUITorpaduy; TI0/ICTAaHOBOUHbIE U repecTaHOBOUHbIe

* aITOPUTMBI C riepecTaHOBOYHbIE M pel, AITOPUTM
OTKPBITBIM KJ/TFOUOM; IIM(PBI, aITOPUTM CUMMETPHUYHOTO

* OCHOBHBIE IPUHLII | CUMMETPUUHOTO dpoBaHus JaHHBIX
MH(OPMALHOHHOI IU(PPOBaHUS JaHHBIX DES, acuMMeTprUYHbBIN
6€30MaCHOCTH; DES, acuMMeTpUYHbIH aJIrOpUTM 1K POBaHUS
* KOMILIEKC anropuTM KMGpPOBaAHUS JaHHbIX RSA;
KpUTTOrpadgyeckux AaHHBIX RSA;

anroputMmoB PGP;

* aJIrOpPUTM

CUMMETPUYHOTO

IA(POBaHUS JaHHbIX

DES;

* aCUMMeTpPUYHbIN

anropyUTM LIU(POBaHUS

naHHbiX RSA;

Y0B/NETBOPUTE/IBH | ¢ OCHOBHBIE MPUHLUIBI | * TPUMEHSTh METO/IbI * criocobamu

0 (1IOporoBbIi rHGbOpMal[MOHHOM 3aIUTEI MHGOPMAIIMK K | obecrieueHust

YPOBeHb) Ge3onacHoCTYH; paszenam VMH(OPMaLMOHHOU
* OCHOBHBIE IPUHLMILI | MH(POPMALMOHHBIX 6e30macHOCTH;
VH(OpMaI[MOHHOU TEeXHOJIOTUH; * HaBblKamMu
Oe3omacHOCTH; * peanu30BbIBaTh MpOrpamMMHOM
* OCHOBHBbIE TTOHSTHUS aJITOPUTMBI peanu3alyy aJropuTMoB
Kpunrorpaduu; Kpunrorpaduu: Kpunrorpaduu:

a/TOPUTMBI C OTKPBITBIM
KJIFOUOM, aJITOPUTM
CUMMeTPHUYHOIO
1(ppoBaHUs JaHHbIX
DES, acuMMeTpHUYHbII
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DES;

* aCUMMeTpPUUHBIMI
aZIrOpuTM 1IKM(POBAHUS
naHHBIX RSA;

arOpUTM HIM(POBaHUS
naHHbiX RSA;

anropyuTM LIM(pPOBaHUs
HaHHbIX RSA;

Tabnumiia 5 — Sranel

2.2 Komnerenust OIIK-5

OTIK-5: crocoOHOCTBIO UCIOh30BaTh COBPEMEHHbIe KOMITBIOTEDHbIE TEeXHOJIOTHM TIOMCKa
vHbopMaluM [/ pellleHus] TOCTaBlIeHHOW 3a/lauM, KPUTUUeCKOro aHanu3a 3Tod uH(opMaiuu u
000CHOBaHUSI IPUHSATHIX UAEH U TIOAXO0B K PeIleHHUIO.

st hopMUpOBaHUsT KOMITeTEHIIMK HEOOX0[UMO OCYILeCTBUTh Psifi ITAroB. DTarbl HOPMUPOBAHKS
KOMIIeTeHL[UM, TIpUMeHsieMble [/l 3TOr0 BH/bl 3aHSATHUM U UCMO/Ib3yeMble CpeJCTBa OLIeHHWBaHUS
TipeZicTaB/IeHbl B Tabmuiie 5.
OpPMMPOBaHUs KOMITeTEHLIUM U UCII0/Ib3yeMble Cpe/ICTBa OL|eHUBaHUsI

aHasm3a UHGopMalu B
obsactu
MH(OPMaL[MOHHON
GesomacHocTH

CocraB 3HaThb YMmeTb Bnagets
CopeprkaHue COBpeMeHHbIe OCYILeCTB/IATh nepeJjoBbIMU
3TaroB KOMIbIOTePHbIE ONTUMaJIbHbIN TTOUCK TeXHOIOTUSIMU
TeXHOJIOTUU TIOUCKA U HeoOXouMoMn KOMILJIEKCHOTO aHa/13a

MH(pOPMaLUK J1s
000CHOBaHMsI IPUHSATBIX
uzield B 06s1acTy 3alUThI
rHpopmaluu

TIOWCKOBOM MH(MOpMaLUn
TIpY TIPUHATAN
apryMeHTHPOBaHHbIX
pelleHui B 00/1acTH
rHGbOpPMaI[MOHHOM
6e3omacHOCTU

Bunpl 3aHATHI

* JlaboparopHbie

* JlabGopaTtopHble

* JlaboparopHble

3aHATUS; 3aHATHS; 3aHATHS;
e Jlekiuy; * Jlekiuu; * (CamocTosTe/bHast
e CamocTosiTe/bHas e CamocTosiTe/nbHas pabora;
pabora; pabora;
* [loaroroBka K * TlogroroBka K
JK3aMeHy; 9K3aMeHy;
Hcronb3yemble * Otyet no * Otyer no * Ortyet no
Cpe/CTBa naboparopHoii pabore; naboparopHoi pabore; naboparopHoii pabore;
OLl€HHBaHNA * Ko/10KBUyM; * Ko/ioksuyw; * Ko//10KBUYM;
* DK3aMeH; * OK3aMeH; * DK3aMeH;
dopMynMpoBKa TMoKa3aTesiell U KpUTepHeB OLleHMBAaHUS [JaHHOM KOMITeTeHLIUM TpuBe/leHa B
Tabnme 6.
Tabnuiia 6 — IToka3aTesiu ¥ KpUTEPUU OL[eHUBAHUSI KOMIIETeHL[MH Ha 3Tarnax
CocraB 3HaThb YmeTb Bnagetb
OtmuHo * TepeoBbLIMU

(BbICOKMI YPOBEHB)

* COBpeMeHHbIe
KOMTIbIOTepHbIe
TeXHOJIOTUU TIOWCKa U
aHasiM3a UHGOpMaIuu B
obnactu
H(OpMaI[MOHHOU
0e30macHOCTH;

* (u3nyeckuii, ceTeBoil,
TPaHCIIOPTHBIN U
TIPUK/IaJHOW YPOBHU
3alUThl UHGOPMaLUY;

* CTaHJApThI B 00/acTu
3alUTh UHGOPMaLUY;

* OCYLLeCTB/ATh
OINTHMabHbIN TTOUCK
HeoOXouMou
vHdOopMaluu s
000CHOBaHUS TIPUHSATHIX
uziei B 006/1aCTH 3alIUThI
MH(popMaLuy;

* peanu30BbIBaTh
bu3nueckuii, ceTeBoOM,
TPaHCIOPTHBIN U
TIpUKJ/IaZHOW YPOBHU
3aIUThl HHGOpMaLWY;

* TIPUMEHSITb CTaHAAPThI

TeXHOJIOTUSIMU
KOMILJIEKCHOTO aHa/iu3a
TIOMCKOBOW MH(OpMaIUr
TIPU TIPUHSITHN
apryMeHTHPOBaHHbIX
pelieHnid B 006s1acTu
HMH(OpMaI[MOHHOU
6e30macHOCTH;

* HaBBIKaMH
CaMOCTOSITe/IbHOMN
peanu3aliy pa3TuuHbIX
YPOBHeM 3allUThl
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* MeTO/bl U CPeZiCTBA
3allUThI JIOKA/IbHON
paboueii cTaHIIWY;

* TUITbI BUPYCOB U
CpeiCTBa aHTUBHPYCHOU
3alUTHI;

* obecrieueHve
MH(OpMaI[MOHHOU
6e30macHOCTH B
KOPIIOPaTUBHBIX CETSIX;

3alUThl UHGOpPMALIUY B
ripoceccroHabHOM
JiesiTeNTbHOCTH;

* TPUMEHSTb CPEe/ICTBa
AQHTUBUPYCHOM 3allUThI;
* obecreunBaTh
MH(POPMAL[MOHHYO
6e30macHOCTb B
KOPTIOPAaTUBHBIX CETSIX;

rH(opMaluy,
NpYMeHeHHUsl CTaHJapTOB
3alUThl UHGOPMaLIUU U
CpefCTB aHTUBUPYCHOM
3alUThI;

Xopotiio (6a30BbIii

¢ COBpeMeHHbIe

* TIPUMEHSITb CPeJCTBa

¢ IepeajoBbIMU

aHa/iM3a uH(opMaliy B
obnactu
HH(OpMaI[MOHHOM
6e30macHOCTH;

* (pusHueCcKuii, CeTeBOu,
TPaHCIIOPTHBIN U
TIPUK/IaJHOW YPOBHHU
3aluThl MTHGOpMAaLUY;

* THUITbI BUPYCOB U
CpeJiCTBa aHTHBUPYCHOU
3al[UThI;

vHdOopMaIuu s
000CHOBaHUS TIPUHSATHIX
uziei B 00/1aCTH 3al[UThI
MH(opMaLuy;

* TPUMEHSTb CTaHZAPThI
3alUThl MTHPOPMALUU B
ripodecCcroHaIbHOU
JieaTeIbHOCTH;

* TPUMEHSITh CPe/ICTBa
aHTMBUPYCHOU 3alLUTHI;

YPOBEHb) KOMITbIOTEPHBIE aQHTHMBUPYCHOMU 3allIUThl; | TEXHOJIOTUSMU
TEeXHOJIOTHUH TTOMCKA U * OCYIIeCTB/ATh KOMIUIEKCHOTO aHaJv3a
dHadJ/Ir3d I/IH(I)OpMaI_II/II/I B OMNTUMAJIbHBIN MMOUCK TOUCKOBOU I/IHCI)OpMaL[I/II/I
obmactu Heo6x0AUMOM TP MPUHSATHU
HH(i)OpMElL[I/IOHHOfI HHd)opMa]_u/IH JJIs1 dPTYMEHTUPOBAHHBIX
0e30macHOCTH; 060CHOBaHUs MPUHATLIX | PelleHui B ob1actu
* (U3NYECKH, CETeBOH, | W€l B 00/1aCTH 3al[UThI MH(OPMaLIMOHHOM
TPaHCIIOPTHBIA U uH(popMaLuy; be3omacHoOCTY;
TIPUKJIaZJHOW YPOBHU * peanu30BbLIBaTh * HaBbIKAMM peau3aluu
3alUThI UHGOPMalLIUY; (pU3MUeCKUii, CeTeBoi, pa3/IMUHBIX YPOBHEU
* TUIbI BUPYCOB U TPaHCIIOPTHBIN U 3al[UThl HHGOPMaIUH,
Cpe/iCTBa aHTUBUPYCHOW | TIPUKJaZHOW YPOBHU TpYMeHeHHs CTaHJapToB
3aILUTEL; 3aLUTH HHGOPMALHK; 3aLUTHI MH(OPMALMHU 1
* obecrieueHue * TIPUMeHSThL CTaHJapThI | CPE/CTB AHTHBUPYCHOH
VHGbOpMalL[MOHHOM 3aIUThl MHpOpPMALMK B | 3ALLUTHI IPH paboTe B
6e30macHOCTH B ripodecCcroHaIbHOU KOMaH/ie,
KOPITOPAaTHUBHBIX CETSIX; JlesATeNTbHOCTH;

YIOB/ETBOPUTENIBH | * COBpEMEHHbIe * OCYWeCTBIATh * TepeaoBbIMU

0 (TIOpOroBEIi KOMIIbIOTEpPHbIE OMTUMaJIbHbIN TTIOUCK TeXHOJIOTUSAMU

YPOBEHb) TEXHOJIOTUHU TIOMCKA U HeobOXouMOoN KOMIIJIEKCHOI'O aHa/Iu3a

TIOMCKOBOW MH(OpMaIin
TIPY TIPUHSITUH
apryMeHTUPOBaHHbBIX
pelieHui B 00/1acTu
“H(pOopMaIMOHHOU
6e30macHOCTH;

* HaBbIKaMU peau3alyu
Pas3/IMYHbIX YPOBHEU
3alUThl HHPOpPMaLUH,
MIpUMEeHeHUsI CTaH/JapTOB
3alUThl UHPOPMaLUU U
Cpe[CTB aHTUBUPYCHOMN
3alUTHI TPU paboTe Moz,
PYKOBO/ICTBOM;

AedaTe/JIbHOCTH,

XapaKTepU3yIoIIUX JTarlbl

3 Tunosble KOHTPO/IbHBIE 3a/{aHUA
st peanu3aniuM BbIIIeNIepeUNCIeHHbIX 3a/lau 00y4YeHUs! UCIIO/b3YHTCS TUIOBble KOHTPOJIbHbIE
3aflaHuUsI WK WHbIe MaTepHasbl, HeoOXoAUMble AJIsT OLeHKM 3HaHWM, YMEHHH, HaBbIKOB M (W/IM) OIIbITa

oOpa3oBaTe/IbHOM MPOrpaMMBbl, B CJIeYIOIIEM COCTABe.
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3dMeHBI.

3.1 TeMBI K0/I/IOKBHYMOB
Cdopmynupyiite nipaBuno Kepkxodda oTHOCUTeNbHO CTOMKOCTH IUdpa.
OnuimTe NPUHLIUI peasy3aliuy 3/1eKTPOHHOU L(POBO# MOIHCH.
OxapakTepu3yiiTe MOHOalA(aBUTHbIN, OJHO3BYUYHbIM, K T[IOJIMIPaMHBIM TOJCTAHOBOUHbIE

OxapakTrepu3yiiTe onepauuo XOR.

OmnuiTe CTOMOI[OBBIN TTepeCTaHOBOUHBIN ITHP.

[Haiite ornpeziesieHre KpUnrorpaduyeckoro poToKoIa.

OnuimMTe CXeMy BCKPBITHS COOOIIeHHs, 3alM(ppPOBAHHOTO MOHOAA(PaBUTHBIM IIHGPOM

Kakum 00pa3oM MO>KHO OTpe/Ie/TUTh MOHSATHE OZHOHATPaB/IeHHOM X31L-(QyHKLIAN?
OxapakTepu3yiiTe CMelllaHHbIe KPUTITOCHCTEMBI.
KakuM o0Opa3oM oCyIecTB/sieTcsl Tiepefiaua Kiitodeld U cooOrneHuit 0e3 TpeaBapUTeTbHOTO

BBINO/THEHUSI IPOTOKO/Ia 06MeHa K/TrouaMu?

OnuiyTe crioco6 MoAMNMCH JOKyMeHTa Ha OCHOBe KPUNITOrpadyu C OTKPBITBIMU K/TFOUaMU.
OnuimTe CBOKMCTBA METOK BPEMEHH B 37IeKTPOHHBIX LIM(POBBIX MOAMUCIX JOKYMEHTOB?
Kaxum o6pa3oM HOpMa s3bIKa BbIPa’KaeTCsl Yepe3 SHTPOITHIO U [JIUHY COOOLeHus ?
Ornpenenute MoHATHE abCOMFOTHON HOPMBI SI3bIKa.

Omnpegenvre NOHATHE PaCCTOSHUSL YHUKA/TIBHOCTH.

OnuimTe yIpoIeHHY0 Mo/ie/b (POoBaHKsl OUTOBOM CTPOKH.

[TpuBeguTe CXEMY M OTIMIIIATE TTPUHLIMIT PabOTHI TOTOYHOTO Hdpa.

[TpuBeuTe CXeMy M OMHUIINTE MPUHLUI paboThl 6/10uHOTO HIMdpa.

OxapakTtepu3yiiTe OCHOBHbIE OTepAL{M U MpUBeAnTe O/I0K-cxeMy paboThl mmdpa DelicTes.
OxapakTtepu3yiiTe OCHOBHbIE OMepaL[y U MpuBeiuTe O/0K-cxeMy paboTs! mgpa DES.
[IpuBeguTe onrcaHue ajropyuTMa C OTKPLITBIM KiirouoM RSA.

Kakue TexHonoruu mmgpoBaHus npuMeHsitoTcst B PGP?

3.2 JK3aMeHallMOHHbIE BOTIPOCHI
3aruTa uHMOpMaluy U WHGOpMal[MoHHass 6e30TMaCHOCTh KaK BayKHBIM (DaKTOp MOUTHUECKOU

1 9KOHOMHYECKOW COCTABJIAIOIIMX HAlMOHA/ILHOM 6€301acHOCTH.

[Tporpamma nHpopMaLoHHOM Ge3omacHoCcTH Poccru v Iy TH ee peanmn3aLiii.
[Tpo6siembI 3aiUThl MHGOPMALIMK B KOMITBIOTEPHBIX CUCTEMaX.
3ammra wuHbOpMaLMK TIpU peanu3aliyd HMH(GOPMALMOHHBIX TIPOLECCOB BBOJA, BBIBOJA,

niepesjaun, 00pabOTKY, HAKOTIJIEHHST ¥ XpaHeHUst MH(opMaLum.

OpraHu3alyoHHOe obecrieueHre HHPOPMAL[MOHHOW Oe30T1aCHOCTH.
Kpunrorpagurueckast TepMUHOIOTUSI.

AJITOPUTMBI U KJTIHOUU.

CrMMeTpUUHBbIe alTOPUTMBI.

ANTOPUTMBI C OTKPBITBIM K/TFOUOM.

[TogcTaHOBOUHBIE M ITepecTaHOBOYHbIE LIU(PBHI.

OpHopa30Bble OI0KHOTHI.

OpHoHanpaB/eHHbIe X31I-(YHKLNH.

[Tepenava nHGOPMaLMK C UCII0/Ib30BaHWEM KPUNTOrpauu C OTKPBITHIM K/THOUOM.
ANropuT™M CMMMeTPUYHOrO 1MdpoBaHus AaHHbIX DES.

AcuMMeTpUYHbBIM anropuTMm LMpoBaHus JaHHbIX RSA.

Komrninekc kpunrorpaguueckux anroputmon PGP.

3ammra MHGOPMaLMU 0T HeCaHKLJMOHMPOBAHHOTO J0CTYyIIa.

du3nuecKuii, ceTeBol, TPAHCIIOPTHBIN U NIPUK/IaIHOW YPOBHU 3alllUThl MHGOPMaLMK.
O630p cTaH/apToOB B 00/1aCTH 3aIMTHI HH(OPMALUH.

MeTo/bl ¥ Cpe/iCTBa 3allUTHI JIOKaIbHON pabouel CTaHIWH.

3alyra B JIOKaJbHBIX CETSX.
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3aiyra uH(opMal1y TP MeXXCeTeBOM B3aUMO/IeICTBUM.
Tunbl BUPYCOB M CPe/ICTBA aHTUBUPYCHOM 3aLUTHL.
ObecmeueHrie HHHOPMALMOHHOM O€30TTACHOCTH B KOPITOPAaTUBHBIX CETSIX.

3.3 Tembl 1ab0paTopHBIX padoT
[TporpammHasi peanu3auusi muM¢pa, OCHOBaHHOrO Ha Metofie Ilommbus. IlporpammHas
peanu3anus LMdpa MpocToii 3ameHbl. [IporpaMmHasi peanu3anusi mM¢pa, OCHOBaHHOTO Ha MeTofe
YMHOXeHHUsI MaTpHLI.
— AuiropuT™M cUMMeTpuuHoro 1mmdpoBaHus faHHbix DES. IlporpamMHasi peanusanys
aCMMMeTPUYHOI0 aaropuT™a mugdposanus RSA.

4 MeTtognueckye MaTepHaJibl
[nsi obecrieueHus: mporiecca oOyueHHs U pellleHus 3a7ad 00y4yeHUsi MCIIOMb3YIOTCS CIeAyIoIe
Marepuarbl:
— MeToJuuecKhe Marepuarbl, OMpeje/siolide TpoLeAypbl OLleHWBaHUsS 3HAHWM, YMeHHH,
HaBBIKOB U (W/M) OIbITa [eATeTbHOCTH, XapaKTepH3yIOLIUX 3Tarbl (Op-MUPOBaHUSI KOMIETeHIWH,
coriacHo 1. 12 paboueii mporpamMMbI.

4.1. OcHoBHas /MTEparypa
1. 3aiiueB, A.Il. TexHuyeckue cpeAcTBa M MeTOAbl 3aliMTbl HMH(pOpMaLUM. [DI€KTPOHHBIN
pecypc] / A.Il. 3aiines, A.A. Illenynanos, P.B. Memepsiko, 11.B. T'onyOsSsTHUKOB. — DNeKTPOH. [jaH. —
M. : T'opsiuas iunus-Tenekom, 2012. — 616 c. [DnekTpoHHbIM pecypc]. - http://e.lanbook.com/book/5154

4.2. lonoHMTe/IbHAA IMTeparypa
1. Mamok, A.A. Teopus 3aiuTbl UHPOPMALIUU. [D/IeKTPOHHBIN pecypc] — DIeKTPOH. JjaH. —
M. : Topsiuast munusi-Tenekom, 2012. — 184 c. [DnekTpoHHbIi pecypc]. - http://e.lanbook.com/book/5170
2. TonukoB, A.M. 3amura uHpoOpMaLyu B HH(OKOMMYHMKALIMOHHBIX CHUCTEMax U CeTsX.
[DnekTpoHHBIN pecypc] — DmekTpoH. faH. — M. : TYCYP, 2012. — 374 c. [3neKTpoHHbIN pecypc]. -
http://e.lanbook.com/book/11381

4.3. YueOHO-MeTOANYeCKOe T0Co0He U MPOrpaMMHOe odecrieueHne
1. 3ammra uHpopmaiuu: MeToauueckre ykKa3aHUsl K BBITIOJHEHUIO CAMOCTOSITeTbHBIX paboT /
CrmugpH B, I - 2012, 78 ¢ [DnektpoHHbii  pecypc] - Pexum  pgocrtyna:
http://edu.tusur.ru/publications/2261, cBo6oAHbIH.
2. 3ammra uHbopMmaimu: MeToauuecKkde yKa3aHUs K BBITIOJTHEHUIO J1abOpaTOpHBIX paboT /
Cmuupn B, I. - 2012, 17 «c¢. [OnekrpoHHbBId  pecypc] - Pexum  goctyma:
http://edu.tusur.ru/publications/1822, cBo6GOHBIH.

4.4. Ba3bl JaHHBIX, TH(POPMAI[HOHHO CIIPABOYHbIE H MOMCKOBBIE CHCTEeMbI
1. TlowuckoBas cuctema google.ru
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