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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. CnocoOcTBOBaTh (POPMHUPOBAHUIO Y 00YHAIOIIMUXCS KOMIIETEHIIUH, TPEIyCMOTPEHHON NTaHHOU
paboueii mporpammoit B cooTBeTcTBUU ¢ TpeboBanusmu GI'OC BO mo HampaBlieHUIO TOATOTOBKHU
10.05.03 "UudopmannonHass 06€300aCHOCTh aBTOMATHU3MPOBAHHBIX CUCTEM" C y4EeTOM CHEeUU(pUKU
cnenanu3anuu ""be3onacHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM B KpeauTHO-(prHAHCOBOM chepe.

1.2. 3agauy AUCHUILIUHBI

1. TlonyuyeHue cTyieHTaMU 3HaHUI B COOTBETCTBUM C MHAMKATOPAMU JOCTUKEHHUS KOMIIETEHIIUH,
MPEAYCMOTPEHHOM TaHHOHM paboveil mporpaMMOHu.

2. TlonyyeHue cTyJeHTaMH YMEHUN B COOTBETCTBUH C MHIUKATOPAMH JTOCTH)KEHUS KOMIIETEHIIUH,
MPEAYCMOTPEHHOM TaHHOHM paboveit mporpaMMOnu.

3. [lonydyeHue CTyaeHTaMH HaBBIKOB B COOTBETCTBUU C HMHAUKATOPAMH JOCTHKECHUSA
KOMITETCHIINH, PETyCMOTPEHHOM JTaHHOU paboyeii mporpaMMoi.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnast (Moayn).

Yacte Ostoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumiud: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.14.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJabTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOphl OCTHKEHHS [Tnanupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-12. Criocoben OIIK-12.1. 3naer 3HaeT KIACCU(PHUKAINIO KOMIBIOTEPHBIX

[IPUMEHATDH 3HAHUS B KJIaccu(UKaIuio ceTel, BUIbI HHPOPMAIIMOHHOTO

00JyiacTy 6€30MaCHOCTH | KOMITBIOTEPHBIX CUCTEM, BUIbI | B3AUMOJICHCTBUS U 0OCITYKUBAHUSI, OCHOBBI
BBIYUCIIUTENLHBIX CeTeH, | MHPOPMAITMOHHOTO ITIOCTPOEHHUsI KOMIIBIOTEPHBIX CETEH,
OINEPALlMOHHBIX CUCTEM |B3aUMOJIECHCTBUS U Ha3Ha4YeHHe, QYHKIUU U 0000IIEHHYIO

u 0a3 JaHHBIX MIPH 00CTyKUBaHUs, OCHOBBI CTPYKTYPY CETEBBIX OIIEPALIUOHHBIX CUCTEM
pa3zpaboTke MOCTPOCHUS

ABTOMATHU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX

CHCTEM CUCTEM, Ha3HAaYCHUE,

GyHKIMN ¥ 0000MEHHY IO
CTPYKTYPY OIEPalMOHHBIX
CHCTEM M TUIIOBBIC
OTIEPALIMOHHBIE CUCTEMBI, B
TOM YHCJI€ OT€YECTBEHHOTO

MIPOU3BOICTBA
OIIK-12.2. YMeeT npuMeHATH | Y MEET MPUMEHSITh BEIOpaHHBIE
BBIOpaHHBIC nH(pOpMaAITMOHHBIE TEXHOJIOTHH,
nH(GOpPMaIllMOHHbBIE MIPOrpaMMHBIE CPEACTBA CUCTEMHOTO U
TE€XHOJIOTHH, TPOrPaMMHBIE  |IPUKIIAHOTO HAa3HAYEHUH JUIsl peIeHUs
CpeJlICTBa CUCTEMHOIO U 3aj1a4 MpodeccuoHaNbHOM 1eATeIbHOCTH,
MPUKIIATHOTO Ha3HAUEHUH /1JIs | YCTPAHSTh BbISIBICHHBIE YSI3BUMOCTH Ha
peleHus 3aaa4 YCTPONCTBaX KOMITBIOTEPHOM CETH,
npodeccuoHanbHOM MIPUBOJIAIINE K BOSHUKHOBEHHIO YIPO3
JIeATeTLHOCTH, YCTPaHSITh 0e30macHOCTH HH(POPMAIIHH
BBISIBJICHHBIE YS3BUMOCTHU

aBTOMaTU3UPOBAHHON

CUCTEMBI, TIPUBOISINE K
BO3HHUKHOBEHUIO YIPO3
0e30macHOCTH HH(POPMAITUH

OIIK-12.3. Bnaneer Bnaneer HaBbIKaMU OCYIIECTBIICHUS
HaBBIKAMH OCYIIECTBICHUS ABTOHOMHOI HaJIaAKHU TEXHUYECKUX U
aBTOHOMHOM HaJIaJIKHU MIPOTrPaMMHBIX CPEICTB CUCTEMBI 3aLTUTHI

TEXHUYECKUX U MPOTPAMMHBIX | HH(OpMAIIMKA KOMIIBIOTEPHOM CeTH
CPEJCTB CUCTEMBI 3aLUThHI
uHpopMaLun
ABTOMATH3UPOBAHHOM
CHUCTEMBI

IpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 7 3a4ETHBIX eUHUIL, 252 aKaJeMHYECKHUX YacoB.

Pacnpenenenue Tpya0eMKOCTH JTUCHUILIAHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6smmna 4.1 — Tpy10eMKOCTh JUCITUIUIMHBI 110 BUJAM YU4SOHOM eI TeIbHOCTH

Bcero CemecTtpsbl

Bunpl yueOHol esTeIbHOCTH
4acoB |5 ceMmecTp |6 cemecTp

KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 128 60 68
npenojasarejieM, BCero
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JlexuMoHHEBIE 3aHATUSI 48 24 24

[IpakTHyeckue 3aHATUA 16 8 8
JlabopatopHble 3aHATH 64 28 36
CamocTosiTe/ibHasi padoTa 00y4alOUIUXCsl, B T.4. KOHTAKTHasA 88 48 40
BHEAYIMTOPHAas padoTa 00y4alIMuXCcs ¢ MpenojaaBarTesieM, BCero
[ToaroroBka k 3auery 12 12
IToaroroBka K TECTUPOBAHUIO 44 22 22
[ToaroroBka k 1abopaTopHOii paboTe, HaNMCaHUE OTYETa 32 14 18
IToaroroBka u capaya dK3aMeHa 36 36
O0mas TpyA0eMKOCTh (B 4acax) 252 108 144
Oo0mas TpyaoemMkocTh (B 3.e.) 7 3 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW JNesATeIbHOCTH NMPUBEACHA B
tabymue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIMIUIMHBI M BUABI YI€OHON ACATEIHHOCTH

Bcero yacos

HasBanus pasnenoB (Tem) Jlek. | Ilpak. | Jla6. | Cam. (6e3 dopMupyemsbie
JACIIUTUTUHBI 3aH., 4| 3aH., 4 | pad. |pad., q KOMIIETECHIIUU
HK3aMEHa)
5 cemecTp
1 OCHOBBI KOMITBIOTEPHBIX CETEN 8 8 - 12 28 OIIK-12
2 TexHOJIOTUM HUKHUX YPOBHEU 4 - - 6 10 OIIK-12
KOMITHIOTEPHBIX CETEH
3 TexHOJIOTMH BEPXHUX YPOBHEN 8 - 28 26 62 OIIK-12
KOMIIBIOTEPHBIX ceTei
4 CoBpeMeHHbIE TEHACHITUN 4 - - 4 8 OIIK-12
Pa3BUTHSI KOMITBIOTEPHBIX CETEH
Hroro 3a cemectp| 24 8 28 48 108
6 cemecTp
5 OcHOBBI 6€30MaCHOCTH 8 8 - 8 24 OIIK-12
KOMITBIOTEPHBIX CeTeH
6 CpenctBa obecriedeHust 12 - 32 28 72 OIIK-12

0€30MacHOCTH KOMITBIOTEPHBIX CETEN

7 CoBpeMeHHbIE TEHICHIINH B 4 - 4 4 12 OIIK-12
ob0ecreueHnn 0E30MMaCHOCTH
KOMITBIOTEPHBIX CETEH

Uroro 3a cemectp| 24 8 36 40 108
Utoro| 48 16 64 88 216

5.2. Conep:xanue pa3ienoB (TeM) TUCHHIIMHBI

Coneprkanue pas3nesioB (TeM) TUCHUILIMHEI (B T.4. TIO JIEKIHUIM) MPUBEICHO B Ta0ymIe 5.2.
Tabmmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUIMHBI (B T.Y. 11O JICKIHSIM)

TpynoemkocTsb
Hazpanus paznenoB | Coneprxkanue pa3aenoB (TeM) IUCHUIUIMHEI (B (HeKIHOHHbIe dopmMupyemsie
(TemM) TUCUIUTUTAHBI T.4. 10 JICKIIHSM) KOMIIETEHIINU
3aHATHA), U
5 cemecTp
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1 OcHoBBI Onpenenenne KC, mecto u pons KC B 2 OIIK-12
KOMITHIOTEPHBIX COBpEeMEHHOM Mupe, ucropus passutus KC
cerei OcHoBHbIe TpuHLUINBI TocTpoeHust KC, 2 OIIK-12
knaccudukanus KC
MHOroypoBHEBBIN MOAX0/ K TOCTPOECHUIO 2 OIIK-12
KC, mogenu OSI u TCP/IP, crangaptuzanus
KC
Anpecanus B cteke npotokoios TCP/IP 2 OIIK-12
Hroro 8
2 TexHoaorun Kananpnslii ypoBens mogenu OS], 2 OIIK-12
HUKHUX YPOBHEH texHonorus Ethernet, kommyTupyemsie cetu
KOMITBIOTCPHBIX Ethernet
cerelt BupryanbHbie T0KaIbHBIE CETH, 2 OIIK-12
TErMPOBAHHBIA U HETETMPOBAHHBIN CETEBOM
TpauK, peKUMBI pabOTHI TOPTOB
KOMMYTaTOpPOB
Hroro 4
3 TexHonoruu Ceresoil ypoeHb Mozaenu OSI, mpoTOKOJIbI 2 OIIK-12
BepxHux ypoBHerr  |IPv4 u IPv6, GecknaccoBas ampecanus
KOMIIBIOTCPHBIX IIpoTokosbl MapuIpyTH3aLHUH, CTATUYECKAS U 2 OIIK-12
ceren JUHAMHAYECKast MapLIPyTU3aLHs
TpancnopTHbIl ypoBeHb Mojienu OSI, 2 OIIK-12
npotokossl TCP u UDP, nopTsl, TpaHcasuus
CETEBBIX AJIPECOB
[Ipuknanuoit ypoBenb Mmozenu OSI, 2 OIIK-12
MPOTOKOJIbI IPUKJIAJHOTO YPOBHS
Utoro 8
4 CoBpeMEHHbIE I'mo6anbnbie KC, mapmpyTu3anus B 2 OIIK-12
TEHJICHLIUH IJ100aNBHBIX CETSIX, MHTEPHET
pasBUTHA OO0nauHble BEIYUCIICHUS, UHTEPHET BEIICH 2 OIIK-12
KOMITBIOTEPHBIX
cereii Hroro
Hroro 3a cemectp 24
6 cemecTp
5 OcHOBBI OCHOBHBIE TTOHSITUSI 1 TEPMUHOJIOTHS, 2 OIIK-12
0e30macHOCTH YIpO3bl, YAI3BUMOCTH, aTaKH
KOMITBIOTEPHBIX HopmatuBHo-11paBoBO€E obecrieueHue 2 OIIK-12
cereit uHpopmMannoHHoi 6e3zonacHocT KC
Knaccudukanus yrpo3 u ysSa3BUMOCTEH, 2 OIIK-12
0aHKU yrpo3 U ys3BUMOCTEH, baHk maHHbBIX
yrpo3 ®CTIOK, MITRE ATT&CK
Ceressie aTtaku, mojiensb Cyber-Kill Chain 2 OIIK-12
Hroro 8
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6 CpencrBa OuibTpalys CETEBOro Tpaduka, 2 OIIK-12
oOecrnieyeHus MmexcereBble 3kpanbl, NGFW
GesomacHoOCTH TexHonoruu oOHapyKEHUS CETEBBIX aTakK, 2 OIIK-12
KOMITbIOTCPHBIX CUCTEMbI OOHAPYKEHHSI U MTPEIOTBPALLICHUS
cerent BTOp KEHHil
TexHOI0rnu MOCTPOCHUS 3aLUILICHHBIX 2 OIIK-12
KAHAJIOB CBSI3U, CPEJICTBA MOCTPOCHUS
BUPTYaJIbHBIX 3alIUIICHHBIX CEeTEN
HMHCTpYMEHTHI 1)1l UCCIEA0BAHUS CETH, 2 OIIK-12
cHuddepsl U ckaHepsl 0€30NaCHOCTH,
WHCTPYMEHTHI MOHUTOPUHTA COCTOSIHUSI CETH
[IpenoTBpamienre yredek nHGOpMaIuy, 2 OIIK-12
DLP-cucremsl
3amuTa KoHeuHbIX ycrpoicTB KC, 2 OIIK-12
texnonorun Endpoint Security, cucteMbt
3amuThl KOHEeYHbIX Touek (Endpoint
Protection Platform)
Uroro 12
7 CoBpeMeHHbBIE OCHOBBI TECTUPOBAHUS HA TPOHUKHOBEHHUE, 2 OIIK-12
TEHJCHIINH B 3Tanbl IPOBECHUS TECTUPOBAHUS Ha
obecrie4yeHnH MIPOHUKHOBEHUE, UHCTPYMEHTHI
OesonacnocTH XDR-cHeTeMEl 2 OIK-12
KOMITBIOTEPHBIX
cereii Uroro 4
Hroro 3a cemectp 24
Uroro 48
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TaduIe 5.3.
Tabmuna 5.3. — HauMeHoBaHue NpakTUYECKUX 3aHATUN (CEMHHAPOB)
HasBanus paznenoB | HaumeHoBaHue nmpakThyeckux 3aHsaTuil | Tpynoemkocts, | PopMupyemsbie
(TeM) TUCHIUTUIMHBI (cemuHapoB) q KOMITETEHIIUH
5 cemecTp
1 OcHOBBI [TpopaboTka CTpYKTypbl KOMIBIOTEPHON 2 OIIK-12
KOMITbIOTEPHBIX CETH OpraHU3alMU CETH, ONTUCAHUE
ceren XapakTepa CBs3€il MEeX1y JIeMEeHTaMu 1
WH(GOPMAIMOHHBIX TOTOKOB
Paccuer IP agpecoB u macok 2 OIIK-12
0ECKIIacCOBBIX CETEH
Br160p 060pynoBaHus 17151 KOMITBIOTEPHOU 2 OIIK-12
CETH OpraHu3aluu
IToaroroBka 1OKyMEHTALIMU 110 2 OIIK-12
KOMITBIOTEPHOU CETU OpraHu3aIuu
Hroro 8
Hroro 3a cemectp 8

6 cemecTp
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5 OcHoBBI [ouck nupopmamnmu 06 yrposax u 2 OIIK-12

0e301acHOCTH YSA3BUMOCTSIX B JIOCTYITHBIX HCTOYHHKAX
KOMIIbIOTCPHBIX Onucanue arak ¢ nomouibio Cyber-Kill 2 OIIK-12
cerel Chain

[Toxbop cpencTB 3auUThl KOMIBIOTEPHON 2 OIIK-12

CETH C y4eTOM TpeboBaHU OE30MaCHOCTH

[IpopaboTka CTPYKTYpbl CHCTEMBI 3aIUTHI 2 OIIK-12
KC u moaroToBka qoKymMeHTaIMU MO
cucreme 3amutbl KC

Hroro 8
Hroro 3a cemectp 8
Hroro 16

5.4. JlaGopaTopHble 3aHATHS

HaumenoBanue nabopatopHbix paboT npuBeeHo B Tadbaune 5.4.
Tabmuma 5.4 — HaumeHnoBaHue 1a60paTOPHBIX padoT

Haszeanus pasnenos dopmupyemble
(TeM) HCHHTHb HaunmenoBanue nabopatopHbix padoT | TpynoeMKoCcTh, 4 KOMITETCHIIHH
5 cemecTp
3 TexHonoruu CoennHeHne y3510B, OJHOPAHTOBBIE CETU 4 OIIK-12
BEPXHHUX YPOBHEH Hacrpoiika DNS-cepBepa u jomeHa 4 OIIK-12
KOMIBIOTCPHBIX CETCHU | Active Directory. ['pyrmoBbie MOJIUTHKA
Hactpoiika DHCP-cepBepa 4 OIIK-12
IIpoTOoKOIIBI MapLIpyTU3ALUU 4 OIIK-12
VYcraHoBKa NporpaMMHOTO o0ecreyeHust 4 OIIK-12
4yepe3 rpynnoBble NOJUTHKU
BricOKOYypOBHEBBIE CETEBBIC CITYKOBI. 4 OIIK-12
[TouToBBIH, (haiisToBBIN U BEO-cepBEp
[lenTpanu3zoBaHHOE OOHOBJICHHE 4 OIIK-12
ornepaunoHHbIX cucteM. Windows Server
Update Services
Uroro 28
Hroro 3a cemectp 28
6 cemecTp
6 CpencrBa MexceTreBble SKpaHbl 4 OIIK-12
obecneveHus Cucrembl 00HApYKEHUST BTOPKCHHUI 4 OIIK-12
Oe3omacHOCTH _ | BupTyanbHble 3alIMIICHHBIE CETH 4 OIIK-12
KOMIBIOTEPHBIX ceTeH NHCcTpyMEHTBI HCCIIeJOBaHUS CETEBOTO 4 OIIK-12
Tpaduka, cauddepst
HNHCTpyMEHTBI UCCIEOBAHUS CETH, 4 OIIK-12
CKaHepbl 6€30MacHOCTH
NHCcTpyMEHTBI MOHUTOPUHIA COCTOSIHUSA 4 OIIK-12
CETH
DLP-cucremsl 4 OIIK-12
CucteMsl 3alIUTHl KOHEYHBIX TOUEK 4 OIIK-12
(EPP-pemenusi)
Hroro 32

CornacoBaHa Ha noptane N2 76676



7 CoBpeMeHHBIE

HNHCcTpyMEHTBI TECTHUPOBAHUS Ha

OIIK-12

TEHJICHIIUU B MIPOHUKHOBEHUE
obecrieueHun
0€301acHOCTH Hroro 4
KOMITBIOTEPHBIX CETEN
Hroro 3a cemectp 36
Hroro 64

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMOTpeHO y4eOHBIM IIaHOM

5.6. CamocTosTesqIbHaAs1 paboTa

Bunbl camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpyEMble KOMIIETEHIIMH MPECTaBICHbBI B

tadymue 5.6.

Tab6ymma 5.6. — Buasl caMmocTosTeIbHOM paboThl, TPYJA0EMKOCTh U (hOPMHUPYEMbIE KOMIETEHITUN

HasBanus paznenos | Bunsl camocrosarensHol | Tpynoemkocts, | @opmupyeMbie ®opMmBbI
(TeMm) AMCUUITIINHBI paboThI q KOMIIETEHIIUU KOHTPOJIA
5 cemecTp
1 OcHOBBI ITogroroBka k 3auery 4 OIIK-12 3auér
KOMIIBIOTCPHBIX IToaroroBka x 8 OIIK-12 TectupoBanue
cerelt TECTHPOBAHMIO
Hroro 12
2 TexHoaoruu ITogroroska k 3auery 2 OIIK-12 3auér
HIKHUX YPOBHEH IToaroroBka x 4 OIIK-12 TectupoBanue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cere Utoro 6
3 TexHosnoruu ITogroroBka k 3auery OIIK-12 3auér
BEPXHUX yPOBHEH IloaroroBka k 8 OIIK-12 TectupoBanue
KOMITBIOTCPHBIX TECTUPOBAHUIO
cerent [Toxroroska K 14 OIlK-12 JlaGopaTopHas
nabopaTopHo# paboTe, pabora
HamucaHue oT4yeTa
Hroro 26
4 CoBpeMeHHbIE IToaroroBka k 3auery 2 OIIK-12 3auér
TCHACHIMHA Pa3sBUTHA |[JonroToBKa K 2 OIIK-12 TectupoBanue
KOMITHIOTEPHBIX TECTUPOBAHHIO
cereit Hroro 4
Hroro 3a cemectp 48
6 cemecTp
5 OcHOBBI [Toaroroska k 8 OIIK-12 TectupoBanue
0e3onacHocTH TECTHUPOBAHUIO
ggir;}mepﬂmx Ttoro 2
6 CpencrBa IToaroroBska k 12 OIIK-12 TectupoBanue
o0ecrnieyeHus TECTUPOBAHUIO
besomnacHocTH [ToaroroBka k 16 OIIK-12 JlaGopaTopHas
KOMITBIOTEPHBIX nmabopatopHoii padore, pabora
cerent HanycaHue OT4eTa
Hroro 28
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7 CoBpeMeHHbIE IToaroroBka k 2 OIIK-12 TectupoBanue
TEH/ICHIINH B TECTUPOBAHUIO
obecrieueHnu [ToaroToBKa K 2 OIIK-12 JlaGopaTopHast
besonacHocTH nabopaTopHo# pabdoTe, pabota
KOMIIBIOTCPHBIX HAIMCAaHWE OTYETa
cerelt Hroro 4
Hroro 3a cemectp 40
IloaroroBka u cmavua 36 DK3aMeH
HK3aMeHa
Hroro 124

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBHE KOMIETEHIMH, ((OPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yYECHUH TUCIMILINHBI, U BUIOB

3aHATHI
Dopmupyembie Bunbl yueOHoOM fesTeIbHOCTH
@OpMBI KOHTPOJIA
KOMIIETEHIIUU Jlek. 3an. |IIpak. 3aH.|JIab. pa6. |Cawm. pa0.
OIIK-12 + + + + 3auér, JlabopaTopHas padorta,
TectupoBanue, JxK3aMeH

6. PeiiTuHroBasi cucreMa /1Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOJIS TIPEICTaBICHbI B Ta0muiie 6.1.
Tab6muua 6.1 — bamnbHbIE OLIEHKH

. . MakcumanbHbIi
MakcumanbHbIi MakcumanbHbIi
0as 3a mepuos Bcero 3a
DOopMBbI KOHTPOJISI 6amn Ha 1-yro KT ¢ | ©Gamn 3a mepuon
Mexay 2KT u Ha CEMECTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEI[ ceMecTpa
S cemecTp
3auét 0 0 40 40
Jlaboparopnas pabota 0 15 20 35
TectupoBaHnue 0 0 25 25
Htoro makcumyM 3a 15 85 100
nepuo.
Hapacratomum utorom 15 100 100
6 cemecTp

JlaboparopHnas paboTa 0 20 25 45
TectupoBanue 0 0 25 25
DK3amMeH 30
Htoro makcumyM 3a 20 50 100
nepuo.
Hapacratomum utorom 20 70 100

6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

Ilepecuer 6aI0B B OLIEHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tadnuue 6.2.
Tabnuua 6.2 — [lepecuer 6aI0B B OLICHKH 33 TEKYLIHI KOHTPOJIb

| Bamnibl Ha naTy TEKyIIero KOHTpOIs OneHka
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>90% oT MakcuMasIbHOI cyMMBbI OaioB Ha gaty TK

Ot 70% no 89% ot makcuMabHOM cyMMBI 6aiioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMbl OamioB Ha naty TK

N |W ||

< 60% oT MakcuManbHOI cymMMbl OamioB Ha naty TK

6.3. IlepecueTr cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[IepecueT cymMMbl 6ayioB B TPAJULIMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIuIe

6.3.
Tabmuia 6.3 — Ilepecder cymMMbl 6JIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOIHYIO OIICHKY
Hrorosas cymma 6asios,
Onenka YUMTBIBAET YCIEUIHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4YHO) (3a4TEHO) 90— 100 A (oTIM4HO)
4 (xopor10) (3a4TE€HO) 85 -89 B (ouens xoporio)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
3 (YIOBJIIETBOPUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (nmocpencTBenHo)
2 (HEeyIOBJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6ammoB F (HeynoBieTBOpUTEIHHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALIMOHHOE 00ecneyeHUue TUCIHIINHBI
7.1. OcHoBHas1 UTEpaTypa

1. Cetu u TeNeKOMMYHHUKAILIUY : yUeOHHUK M npakTukyM ais By3os / K. E. Camyitnos [u ap.] ; mox
penaxnueit K. E. Camyiinosa, . A. llanumosa, [I. C. Kyna6oBa. — Mocksa : U3natenscto FOpaiit,
2022. — 363 c¢. — (Bricmee o6pazoBanue). — ISBN 978-5-534-00949-1. [DnexTpoHHBIH pecypc]: —
Pexum noctyna: https://urait.ru/bcode/489201.

7.2. JlonoiHUTEIbHAS JJUTEpaTypa

1. MapmpyTtu3amus B KOMIIBIOTEPHBIX CETAX : y4eOHO-METOIUYeCKOe mocooue / coctaButen [
B. A6pamos [u ap.]. — Boponex : BI'Y, 2017. — 27 c. [OnexTpoHHbIN pecypc]: — Pexum goctyna:
https://e.lanbook.com/book/154773.

2. lmorenec, 0. Kubepbe3zonacHocTh. cTpaterus atak u oboponsl / FO. luorenec, J. O3kaiis ;
nepeBos ¢ anrauiickoro J[. A. beaukoBa. — Mocksa : JIMK IIpecc, 2020. — 326 c. — ISBN
978-5-97060-709-1. [ DnekTpoHHBIH pecypc]: — Pexxum moctymna: https://e.lanbook.com/book/131717.

7.3. YuyeOHO-MeTOANYECKHE TOCOOUS
7.3.1. O6s13aTe/IbHBIEC YUeOHO-METOAMYECKHE M0Co0ust

1. besomacuocts cereit DBM. Yacte 1: Jlabopatopusiii npaktukym / A. K. HoBoxpecros, A. .
I'ynsies - 2017. 92 c. [DnexTpoHHBIH pecypc]: — Pexxum goctyma: https://edu.tusur.ru/publications/7225.

2. besonacHocTh cereit DOBM: MeTonuueckue ykasaHusi JUIsl 1a00OpPaTOPHBIX M MPAKTUYECKHUX
pabot / HoBoxpecroB A. K., IIpackypun I'.A., 2014. — 99 c. [DnekTpoHHBI pecypc]: — Pexum nocrymna:
https://disk.fb.tusur.ru/bsevm/practice.pdf.

3. bezomacHocTs cereit OBM: Mertonuueckne yka3zaHus JUIsi CAMOCTOSITETILHON paOOThI CTyIeHTa /
HosoxpectoB A.K., IIpackypun I''A., 2014. — 4 c. [DnekTponHblii pecypc]: — Pexum nocrtymna:
https://disk.fb.tusur.ru/bsevm/independent work.pdf.

7.3.2. YueOHO-MeTOANUYECKHE TOCOOUS I JINIY
C OFpaHI/I‘leHHI)IMI/I BO3MOKHOCTAMH 3}]Op0Bbﬂ U UHBAJIUA0B

Y4ebHO-MeToAMUeCKEe MaTepUabl s CAMOCTOSTEILHON U ay JUTOPHOI paboThl 00yYarOIUXCs
W3 YKCTIa JHI] C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbsI 1 HHBAJIUAOB MPEIOCTABISIIOTCS B hopMax,
aJIaITUPOBAHHBIX K OTPAHUYECHUSM UX 370POBbsI U BOCHPUATHS HH(OPMALIUH.

Jst M1 ¢ HAPYIIEHUsIMU 3PeHUst:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J s i ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUIaTeIbHOT0 anmapara:
— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpOo(eccuoHATIbHBIE 0a3bI JAHHBIX
U UH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3yyeHUM AUCHUIUIMHBI PEKOMEHyeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. baza 3HaHMIl TaKTHK, IPUEMOB U METOJIOB, HCIOJb3yeMbIX Kubepnpectynaukamu MITRE
ATT&CK: https://attack.mitre.org/.

3. bank gannbix yrpo3 6ezonacnoctu uadpopmanun @CTIK Poccun: https://bdu.fstec.ru/.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe o0ecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrPpaMMHOe o0ecrieyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeeHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYATbHBIX KOHCYIbTAIIHA,
TEKYIIEro KOHTPOJIS U MPOMEXYTOYHON aTTEeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUs C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0YHBIX MECT i y4eOHOI rpymibl, 000pyI0BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcss MynbTuMeuitHoe 000py10BaHe U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3/iejaM JUCITUILUIHHBI.

8.2. MaTepuaibHO-TeXHHYECKOe H IPOrPaMMHoOe o0ecredeHue A NPAKTHYEeCKUX 3aHATHI

JlaGopatopus 6e3omacHocTu ceteid DBM / Jlaboparopust kpunrorpadguu B OaHKOBCKOM JIeJic:
ydeOHasi ayIuTOpHUs JJIS NMPOBENCHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, ydeOHAas ayIuTOPHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Onucanue nMerolerocss 000pya0BaHus:

- NnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurens Roxton PA-20T;

- MarautHO-MapKepHas JOCKa;

- OOyuJaromuii CTeH/T JIOKaIbHbIe KOMIIbIOTepHBIE ceTr Microtik routerboard - 2 mit.;

- VIPNET YMK "Bbe3onacHocTh ceTeii';

- KommyraTtop Mikrotik CRS125-24G-1S-IN - 6 mwir.;

- Ananmzarop xabenpHbIX cereid MI 2016 Multi LAN 350 - 3 mr.;

- Anammzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepsep kiacca He HIKe 4XxE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 - 2 mit.;

- Mapupytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

CreHnpl Ui U3ydeHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MmapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- rouku pocryna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHS CPEJCTB KPUNITOTpapuIecKor 3alnuThl HHPOpPMAIIUU B OAHKOBCKOM JIeTIe,
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BKITIOYAFOIIUE:

- aDOHEHTCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpencTBa Kpunrorpadgudeckoil 3ammTsl HHPOPMAIUU: TTPOrPAMMHO-ANIAPATHRIA KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mudposanus "OIICY-IP/Knuent".

- KommuiekT cnienuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaress.

[IporpammHOe obecnieueHue:

- Cisco Packet Tracer;

- Microsoft Windows 10;

- Anammzatop Tpaduka Wireshark;

- ductpubytur Kali Linux;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieueHue 1Jisl JJa0opaToOpPHBIX padoT

JlabopaTtopust 6e3onacHocTu cereit DBM / JlabopaTopust kpunrorpadguu B 6aHKOBCKOM Jelie:
yueOHas ayauTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
NpOBEACHUS 3aHATUI TaboparopHoro tuna; 634045, Tomckas obnacts, 1. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Omnucanue UMeEroNIerocs 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- MarauTHO-MapKepHasi J10CKa;

- OOyuaromuii CTeH/ JIOKaabHbIe KOMIbIoTepHBIE ceTn Microtik routerboard - 2 mit.;

- VIPNET YMK "be3onacHocThb ceTeii';

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwr.;

- Ananuzarop xabenbpHbIx cereid MI 2016 Multi LAN 350 - 3 mr.;

- Anamuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 wir.;

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapupytuzarop Cisco 891-K9 - 2 mir.;

- Mapupytuzarop Cisco C881-V-K9 - 2 mr.;

- Mapupytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

Crenppl Ui U3y4eHHs! IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CEeTEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIbIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuszaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocraBe mapmipytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap.

Crenbl UIsl U3YYEHUS CPEICTB KpUNITOrpaduuecKor 3amuThl HHPOpMAIIUU B OAHKOBCKOM Jieie,
BKJIIOYAIOIIUE:

- aDOHEHTCKHE YyCTPOIHCTBA: KOMIbIOTEPH SuperMicro;

- kommytaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuszaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeAcTBa Kpunrorpadguueckoil 3amuTsl HHGOPMAIUU: TPOrPaMMHO-ANNapaTHBIH KOMIUIEKC
umdposanus "OIICY-IP", nporpamMuo-anmnapaTHblil komiuieke mudposanus "OIICY-IP/Knuent".

- Kommuiext cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Cucrema MoHUTOpHUHTa Zabbix;

- Microsoft Windows 10;

- XSpider;

CornacoBaHa Ha noptane Ne 76676 12



- Anammzatop Tpaduka Wireshark;

- ductpubytuB Kali Linux;

- Mexcereoii sxkpan UKC Lite;

- MexcereBoitakpanPositive Technologies Application Firewall Education;

- Cucrema ananusa samumieHaoctd cetu MaxPatrol Education;

- CucreMa 3amuThl OT yTe4ku AaHHBIX: KoHTyp nHbOopManmonnoi 6e3onacHocT SearchInform;
- CucreMa oOHapyXeHUSI BTOP>KCHHUM Snort;

- Cucrema oOHapy)eHUsI BTOP)KeHHH Suricata;

- CpenctBo MOCTpOEHMS BUPTYaIbHBIX YacTHBIX ceTeit OpenVPN;

8.4. MaTepua/ibHO-TeXHNYECKOE M MPOrpaMMHOe o0ecredyeHue 1Jisi CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUueOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIIACCHI),
PacToNOKEHHBIC IO apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEIOIerocss 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTU «HTepHEeT» U 00eCneYnBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHylo cpeny TYCYPa.

[TepeueHs mporpaMMHOTO OOECTICUEHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecrneuyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOJIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOro Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYHWIEHHSMH CJYyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaIuy B JOCTYIHBIX GopMax, MOOMIIBHON CHUCTEMBI MPEIOJaBaHUs
JUTsL 00YYaIOIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTeMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUaONIMMUCS C HAPYLIIEHUSIMHU 3PEHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha d3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0Yy4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJIb3YIOTCS alIbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeAcTBa
npuema/rnepenadyn yueOHol nHGOpMaIMU B JOCTYHMHBIX opmMax, MOOMIIBHON CUCTEMBI OOYyUYCHUSI IS
JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMH 110 OPTaHU3aAMH U3yUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEero KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

Jlis OLICHKHU CcTeTeHn CHOPMHUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 33 IUCIUTUIMHON
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIE 9.1.
Tabmuma 9.1 — @opMbI KOHTPOJIS U OLIEHOYHBIE MaTePHAIIBI
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HagBaiEiﬁ;;ieﬂiﬁ (rem) igﬁﬁggggfﬁ: ®opmbl KoHTpost |OueHouHble MaTepuaisl (OM)
1 OcHOBBI KOMIIBIOTEPHBIX OIIK-12 3auér [lepeuenb BOIIPOCOB 15t
cere 3a4era
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
2 TexHonorun HUKHUX ypoBHel | OITK-12 3auér [Iepeuens BonpocoB i
KOMIBIOTEPHBIX CETEN 3a4gera
TectupoBanue [IpumepHbIil nepeyeHb
TECTOBBIX 3aaHUI
3 TexHOIOruM BEPXHUX OIIK-12 3auér [Iepeuyens BonpocoB it
YPOBHEW KOMITBIOTEPHBIX CETEN 3a4era
JlaboparopHas Tembl 1a0opaTopHbIX pabOT
pabora
TectupoBanue IIpuMepHBIii IepeyeHb
TECTOBBIX 3a/laHNUN
4 CoBpeMeHHbIE TEHJCHIINH OIIK-12 3auér [Iepeuyens BonpocoB i
Pa3BUTHS KOMIIBIOTEPHBIX CETEN 3aueTa
TectupoBanue [IpuMepHBIii TEpeUeHb
TECTOBBIX 3aJaHUN
5 OcHOBBI 6€30MaCHOCTH OIIK-12 TectupoBanue IIpuMepHBIil IepeyeHb
KOMIIBIOTEPHBIX CETEN TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX
BOIIPOCOB
6 CpexnctBa obecrieueHUs OIIK-12 Jlaboparopnas Tewmbl 1abopaTopHBIX PabOT
0€30MacHOCTH KOMITBIOTEPHBIX pabota
cereil TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
DK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX
BOIIPOCOB
7 CoBpemennsle TeHaeHuuu B |OIIK-12 JlaGopaTopHas Temsbl m1abopaTopHbIX padoT
obecrieyeHUH 6€30MaCHOCTH pabota
KOMIIBIOTEPHBIX CETeH TectupoBanue [IpumepHsIil nEpeYEHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAITMOHHBIX
BOITPOCOB

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YeHUS IO
JUCHUIUIMHE NpuBeJeHa B Tadnuue 9.2.
Tabnuna 9.2 — lllkana oueHkn cOPMUPOBAHHOCTHU TUIAHUPYEMBIX PE3yJIbTATOB OOYyUEHHS MO

JUCIIUITIIINHEC
®dopmynupoBka TpebOBaHUH K CTeeHH C(HOPMUPOBAHHOCTH
Onenka Bbannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYECHUS
3HATh YMETb BJIAACTH
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHUE
(HeyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UJIH ()parMeHTapHBIE YMEHHUH UITn HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUIHO (dbparmeHTapHbBIC
OCBOEHHOE MIpUMEHEHHE
yMEHHE HaBBIKOB
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3 ot 60% no o0mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPUPOBAHHBIC HO HE YCIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUSA CUCTEMATHUYECKU | CHCTEMATHYECKOE
CYMMBI 0aJIOB OCYIIECTBIISIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoportio) ot 70% no chOopMHUPOBaHHEIE, B LIEJIOM B I1€JIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CyMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
npoOesbl yMEHUe poOebI
MIpUMEHEHHE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yMEHHE CHUCTEMaTHYECKOe
CYMMBI 0aIoB 3HAHUSA MPUMEHEHHE
HABBIKOB

[Ixanma KOMIUIEKCHOM OLIEHKU C(hOPMHPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUNA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHN KOMIIETEHITUN

2 He nmeet HeoOX0IMMBIX TIPEICTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEYTOBJIETBOPUTEIILHO ) | KITH
3HaTh HA YPOBHE OPHEHTHPOBAaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K ONPEICTICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YHOBJIETBOPUTENIBHO) |M3yUEHHBIH 3JIEMEHT COICPKaHUs PENPOLyKTHBHO: IIPOU3BOIBHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO UM B IEMOHCTPUPYEMBIX
JEUCTBHUSIX.

4 (xopor1io) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U
NEPCTIEKTUBBI PA3BUTHUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOSHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTeMHOM ypoBHe. OOydJaronuics 3HaeT
M3YYEHHBIN 3JIEMEHT CO/IePKaHUSI CUCTEMHO, TPOU3BOJIBHO U 10Ka3aTEIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCBMEHHO WJIH B IEMOHCTPUPYEMBIX
NENCTBUSX, YUUTHIBAsI U YKA3bIBasi CBSA3H U 3aBUCUMOCTH MEXKIY ITUM
AIIEMEHTOM U JPYTHMHU 3JIEMEHTAMU COJEP>KaHUs AUCLIUIUINHBI, €T0
3HaYUMOCTb B COJIEP)KAHUU AUCIUILTUHBIL.

9.1.1. IIpuMepHBIii NepeyeHb TECTOBBIX 3aJaHU

1. B xypnane ayreHTH(UKanUu 00HAPYKEHO HECKOJIBKO 3aMnceil HEYCIEHbIX MTONBITOK BOWTH B
CHUCTEMY IOJl YYETHBIMHU 3alUCIMHU IoJib30BaTeNnei. Bo3MokHO Obla mombiTka mojabopa
naposeil. Kakoe ctannapTHoe cpeicTBO CIelyeT UCOIb30BaTh Ul YMEHBUIEHUS PUCKA TAKOTO
pona artax?

a) UCIOJIb30BATh CUCTEMY OOHAPYKEHUS BTOPKEHUN

0) meperMeHOBaTh YYETHYIO 3alMCh aAMUHUCTPATOPA

B) BKJIIOUUTH OJIOKHUPOBKY YUETHBIX 3alUCEl MPH ONpPEeICHHOM KOJUYECTBE HEYCHEIIHBIX
HOMBITOK PErHCTpaLiu

I') UCTOJIb30BaTh MYJIbTU(AKTOPHYIO ayTEHTH(PUKALINIO
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2. Ilonutuka 6e3omacHOCTH TpeOyeT COKphITUS cxeMbl [P-agpecamuu, Mcmoib3yemMol BO
BHyTpeHHel ceTtu. Kakast U3 nmepedrcieHHbIX TEXHOJOTHIl MO3BOJIUT PEIIUTh OCTABICHHYIO
3agaqy?

a) cuctemMa oOHapyKECHHsI BTOPKEHUI

0) mepcoHAIbHBIA MEKCETEBON IKpaH

B) TPAHCJISILIUSI CETEBBIX aJpecoB

T') aHTUBUPYCHOE ITPOrpaMMHOE o0ecIieueHne

3. Kaxkoe u3 cpeACTB 3aIlIUThI HCTIONB3YETCS JUIsl MOHUTOPUHTA CETH B pEaIbHOM BPEMEHH C LIEbIO
BBISIBJICHHUSI, [TPEIOTBPALLEHUS U OJIOKMPOBKU BPETOHOCHOM aKTUBHOCTH?

a) MEXKCETEBOM dKpaH
0) cucTteMa aHain3a 3alUIIeHHOCTH
B) CHCTEMa MIPEIOTBPALCHUS BTOPXKEHUN
') CPEICTBO aHTUBUPYCHON 3aLTUTHI

4. Kak Ha3bIBaeTCs MPOIIECC 3alUThl PECYPCOB CETH OT HECAHKIIMOHUPOBAHHOTO UCTIOJIb30BaHUS?
a) oxpaHa 00OpyJOBaHUS CETH
0) 3ammra sypa 6€30MacHOCTH
B) KOHTPOJIb JJOCTYyTIa
T) 3alUTa epuMeTpa 0€30MacHOCTH

5. Uto nyxHo caenatb Ha DHCP cepBepe uT0OBI HCKIIOUUTD BbIAady onpeaesneHHoro I[P agpeca
13 CYIIECTBYIOIIETO quarna3zoHa’?

a) co3aath nuama3oH [P anpecor

0) coznmate mapamerp DHCP

B) co31aTh UckiIoueHue s [P agpeca
r) co3aarb oomacte DHCP

6. Kak naszpiBaeTcst 00beKT Active Directory, KOTOpbIii XpaHUT uHpOpMAIUIO 00 YyUETHBIX

3aMucAx, o0IIKX pecypcax, noipa3esieHusIX?
a) CETEBOM JIOCTYT

0) mamnka

B) KaTaJjor

') IOMEH

7. Kakoif mpoTOKOJI UCTIOJIB3YETCS IS TOCTYIIA K clTyk0e kaTanoroB Active Directory?
a) ShareDiscovery
6) ADSL
B) LDAP
r) ICMP

8. Kak Ha3pIBaeTCs KOMIBIOTEP, 3aHUMAIOIIHUICS 00CITyKUBAHUEM CETH, YIIpaBJICHUEM Tepeaadeii
COOOIIEHUH, ¥ TIPEIOCTABISIOMINN yAAJIICHHBIN JOCTYI K CBOUM pecypcam?

a) xab

0) pabouast cTaHIIUS
B) cEpBeEp

T') XOCT

9. B xakom MeTojie nepeayu JaHHbIe MEePEChIIAIOTCS B IBYX HAlPaBICHUSIX OJJTHOBPEMEHHO?
a) CUMIUICKCHBII
0) CHHXPOHHBIN
B) JIYTUICKCHBIN
T') Oy AYTIICKCHBIN

10. B kakom pexxume dynknunonupoBanus [Psec mudpyercs Beck ucxonusiii [P-maker, a 3ateM oH
BCTaBJISIETCS B 110JI€ JAaHHBIX HOBOTO MakeTa?
a) CHHXpPOHHOM
0) aCHHXPOHHOM
B) TYHHEJIBHOM
T') TPAHCTIOPTHOM

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BOMIPOCOB

[TepexBat unpopmanuu B cetd. UHcTpyMeHTh. CriocOOBI TPOTUBOACHCTBUS IIEPEXBATY.
. DOS-araku. Ocobennoctu peanuzanuu. Crioco0s! npotuBoaeicTsust DOS-arakam.
. Ckanepsl 6e3onacHocTH. CriocoOBI BBISIBICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

W —
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4. Cuctembl oOHapyxkeHUs BTOopkeHHH. CUCTEMBl MPEeAOTBPAIICHHUS BTOPKEHUNH. MeToauku
BBISIBJICHHSI CETEBbIX aTak.
5. CereBble M XOCTOBBIE CHCTEMbI OOHAPYKEHUSI U MPEOTBPAICHUS BTOp)KeHHH. JlocTOMHCTBA 1
HEJOCTaTKH.
6. MexcereBrie dkpanbl. Kiaccudukanus. BapumaHThl pa3MenieHuss MEXKCETEBOT0 JKpaHa.
JlocTonHCTBA U HEJOCTATKH.
. JemunurapuzoBannas 30Hb1. HazHauenune. CriocoObl BBIICTICHUSI.
. Knaccudukanmsi MexceTeBbIX 3KpaHOB COTVIACHO HOpMAaTUBHBIX ToKyMeHTOB @CTOK Poccun.
[IpumeHeHne MeXKCEeTEeBbIX SKPAHOB Pa3IMYHbBIX KJIACCOB.
9. Texnonorust VPN (Buprtyansubie yactHble ceTH). Haznauenue. JlocToMHCTBA M HEAOCTATKH.

[e BN

9.1.3. IlepedyeHb BONPOCOB ISl 3a4€Ta

1. Ionsarue cetu. TpeGoBanus, NpebsIBIIEMbIE K CETH.
2. Knaccuduxanus cereid. [Ipu3naku kinaccuukaimm.
3. Mertoas! agpecaliiv B MaJIbIX M 00JbIINX ceTsX. TpeOoBaHUs K aJpecam.
4. OcHOBHbIE anmapaTHbIC U IPOTPAMMHBIE KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH.
5. CereBas moaens OSI. Ha3znaueHnue. YpoBHM B3aUMOAENHCTBUS OTKPBITHIX CUCTEM.
6. ITonarue nporokoina u uaTepdeiica. Creku mpoTokonoB. CTaHIapTHBIE CTEKU IPOTOKOJIOB.
7. Crpykrypa kangpa texnonoruu Ethernet. Texnonoruss VLAN. Crangapt IEEE 802.1q.
8. Obopynosanue JIBC. [IpuHuIMIBI paOOTH KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.
9. CereBble onepannoHHble cucTeMbl. TpeboBanust, npeabasisiemMbie kK cereBbiM OC.
10. Cnyx0a karanoroB Active Directory. Ynpasienue oobektamu ceTd. [ pynoBbie MOIUTHKY.
9.1.4. Tembl J1a00paTOPHBIX PadoT
1. Coenunenue y3mnoB, OAHOPAHTOBBIE CETH
2. Hactpoiika DNS-cepBepa u nomena Active Directory. [ pynmoBbie moauTHKH
3. Hacrpoiika DHCP-cepBepa
4. TIpoTOKOIBI MapUIPYTH3ALIMHI
5. YcraHoBKa nporpaMMHOro o0ecredeHus yepes rpyInoBbie MOJTUTUKN
6. BricokoypoBHEBBIE CeTEBbIE CITyKObI. [l0ouTOBEIN, (haiinoBbiii 1 BeO-cepBeEp
7. llenTtpanuzoBaHHOE 0OHOBIICHHE ornepainoHHbIX cucteM. Windows Server Update Services
8. MexcereBbie SKpaHbl
9. CucreMbl 0OHapYKEHHS BTOPKEHUI
10. BupryanbpHble 3alIMIIIEHHBIE CETH
11. MHCTpyMEHTHI HCcleIoBaHus ceTeBOro Tpaduka, CHu(pheps
12. HCTpyMEHTHI HCCIIEIOBAaHUS CETH, CKaHEePhI 0€30MMaCHOCTH
13. MHCTpyMEHTHI MOHUTOPUHTA COCTOSIHUS CETH
14. DLP-cucremsl
15. Cuctemsl 3amuThl KOHEUHBIX ToueK (EPP-pemenus)
16. MHCTpyMEHTHI TECTUPOBAHUS HA MPOHUKHOBEHUE

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATeNbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJIBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ITAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IONYJAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHalbl, IOCBSLICHHBIE PAa3JIMYHBIM acCIEeKTaM
y4eOHOH JUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIIEAYNUTE PEKOMEHIALUAM:
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— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAHUS U OCBOEHMS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YYEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB M 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUIUHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

310POBbsI H HHBAJINI0B

Jiis nun ¢ OrpaHUYEHHBIMH BO3MOJXKHOCTSIMH 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJIbHBIE OLIGHOYHBIE MaTepuabl, EPEeYeHb KOTOPhIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSl U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 1onoOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLIEHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PaOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJIaM IJid JUIl ¢ OrPAHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbS 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & IMCHHO:

— B mieuaTHoM hopme;

— B I€YaTHOH (hOpMeE C yBETUUYECHHBIM MIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3J0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKHuXx 06yt{a}0m1/1xcs{ npeaycmMaTpmuBacTCd
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIyT aCCHCTEHTA;

— MPEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusl pe3yJbTaTOB OOYYEHHS JUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
30pPOBbSI U MHBAIUIOB 10 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B hopMax,
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aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCIIPHATHSI HHPOpPMAITUH:

Jst Iun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHUsIMU OTIOPHO-BUTaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipyn HEOOXOMMMOCTHU IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIOB.
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