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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. TlpuoGpeTeHne TEOPETUUECKUX 3HAHUI B 00JACTU TEXHUYECKOTO OOCTYKMBAHUS U PEMOHTA
KOMITBIOTEPHBIX CHCTEM U KOMILIEKCOB CETEBOTO 00OPYIOBAHHS.

2. Pa3BuTHe yMEHUH HCIOIb30BAaHUS CIECIUAIU3UPOBAHHOTO MPOTPAMMHOTO OO0ECIeYeHUS
JTUATHOCTUKA M BOCCTAHOBIICHHUS PabOTOCMOCOOHOCTH KOMIBIOTEPHBIX CHUCTEM U KOMILIEKCOB,
MpHOOpeTEeHNE HABBIKOB, KOTOPHIE MOKHO MIPUMEHUTH B Hauasie paboThl B KaUeCTBE paOOTHUKA 11O CETSM.

1.2. 3agauy AUCHUILIUHBI

1. N3y4yeHne OCHOBHBIX KOHIEMNIMA KOMIBIOTEPHBIX CETEH, CTAHAAPTOB U MOJEJEH, IPUHATHIX B
COBPEMEHHBIX CETEBBIX TEXHOJIOTHUSX.

2. IlpuMeHeHNEe METO/I0B MOCTPOCHUSI KOMIIBIOTEPHBIX CETEeH Pa3IMYHOTO YPOBHS, B YACTHOCTHU
M3Y4YEHHE CUCTEM KOMMYTAIUH JIOKAIbHBIX CETEH U CeTEeBOI MapIIpyTH3AIIH.

3. IlpuobpeTeHne HAaBBIKOB 0a30BOM HACTPOMKH CETEBOTO OOOPYIOBaHHUS: KOMMYTAalHs U
MapILpyTHU3aLHs.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuuniunasl (Moayn).

Yacte O6soka aucturiuH: YacTs, popmupyemast ydacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHHIA.

Monayns mucuurinHa: Moaysabs HanpaBiaeHHOCTH (poduiist) (major).

HNunexc nuctumaunel: b1.B.02.05.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeIbHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInn 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIIUH
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[TK-1. Cniocoben
3aHUMAThCA
pohecCHOHATLHOM
pa3paboTKoit
[IPOrPaMMHOI0
obecrieueHust u
IMPUHHUMATh IPOCKTHLIC
peLIeHus Ipu
BBITIOJTHEHUHN
IMPONU3BOACTBCHHBLIX U
Hay4HO-
UCCIICIOBATEIILCKUX
3a/1a4

[1K-1.1. 3HaeT crmocoOb!
pa3pabOTKU POrPaMMHOTO
oOecrieueHust pu
BBIIIOJTHEHUHN
IMPONU3BOACTBCHHBIX U
HAYYHO-HMCCIIEIOBATEIbCKUX
3a7a4

3HaeT yCTPOMCTBA U CEPBUCHI, HCIIOJIb3yEeMbIE
B ceTsax u MuTepHeTe; ciocobeH
OCYILECTBIIATH HACTPOHKY CETEBOTO
000py1I0BaHUS UCXOMS U3 TEXHUYECKUX
TpeOOBaHUH, IPEIBSIBISIEMBIX K CETH

[IK-1.2. YMmeeT npuHUMATh
MIPOEKTHBIE PEIICHUS MTPU
BBITIOJTHEHUH
MIPOU3BOJICTBEHHBIX U
HAYYHO-HCCIIeI0BATEIbCKUX
3a1au

YMeeT oleHUBaTh U OMUCHIBATH CXEMBbI
ajZipecalii 1 Ha3HaYeHUs] UMEH Ha
pa3IMYHBIX YPOBHX CeTel nmepeaaun
JIAaHHBIX; CTIOCOOEH pa3pabdaThIBaTh,
paccUMTHIBaTh U MPUMEHSITh MAaCKH MOJCEeTen
u anpeca B ceTsax [Pv4 u [Pv6

I1K-1.3. Bnageer cnocodbamu
npodeccuoHaNBHOM
pa3paboTKU MPOTPAMMHOTO
o0ecrieueHHs PU PELIICHUN
MPOM3BOJICTBEHHBIX U
HAYYHO-HMCCIICIOBATEIbCKUX
3a1a4

Bnaneet HaBbikamMu paboThI ¢ KOMaHIAMHU
uHTepdeiica komanaHoi crpoku (CLI) ms
HACTPOUKU MapUIpyTHU3aTOPOB

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHALIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHUX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcsi ¢ nNpenoaaBarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4aromuxcst

OO61mmast TpyA0€MKOCTh JUCIUTUINHBI COCTABISAET 6 3a4eTHBIX eUHUIL, 216 akaJeMHUeCKHUX YacoB.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAAM Y4EOHOU JEATEIbHOCTH MPEICTABICHO B

tabnuie 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI 110 BUJAAM YU4COHOM JIeITeIbHOCTH
o Bcero Cemectpsl
Bunbl yueOHOI nesTenbHOCTH
4acoB |6 cemecTp|7 cemecTp

KonTakTHas aynuTopHasi padoTa 00y4yaromuxcs ¢ 82 28 54
npemnojasareJjieM, Bcero
JIek1IMOHHBIE 3aHATUA 32 14 18
JlabopatopHbie 3aHATHS 50 14 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 98 44 54
BHeayIMTOpHAasi padoTa 00y4alIMXxcs ¢ npenoaaBaresjieM, BCero
IToaroroBka k 3auery 11 11
[ToaroroBka kK TECTUPOBAHUIO 31 11 20
[ToaroroBka k 1abopaTopHOii paboTe, HAITMCAHUE OTYETA 56 22 34
IToaroroBka M caauya 3K3aMeHa 36 36

OO0mas TpyaoeMKOCTh (B Yacax) 216 72 144

Oo0mas TpynoeMkocTh (B 3.e.) 6 2 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI

5.1. Pa3znennl (TeMbl) JUCUMILIMHBI M BUJbI Y4€OHOM 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pa3jenaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabiuue 5.1.

Tabnuma 5.1 — Pazaenst (TeMbl) AUCHUIIINHBL U BUABI YYEOHOH 1eATeTbHOCTH
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Jlex. | Jla6. | Cam. Beero wacos dopmupyembie
HasBanus paznenos (TeM) JUCHUILIMHBI (Ge3
3aH., 4| pabd. |pab.,u KOMITETCHIHT
9K3aMeHa)
6 cemecTp
1 CoBpeMeHHBIE CETEBBIE TEXHOIOTHH 1 1 4 6 [K-1
2 HacTtpotiika ceTeBoil onepanuoHHOMN 1 2 4 7 [K-1
CUCTEMBI
3 CereBble MPOTOKOJIBI U KOMMYHUKAIUU 1 1 4 6 ITK-1
4 CereBoii 10CTyII 1 1 4 6 ITK-1
5 Ethernet 1 1 4 6 ITK-1
6 CeTeBoil ypOBEHb 1 2 4 7 ITK-1
7 IP appecanus 2 1 4 7 [K-1
8 Paznenenue IP cereii Ha moaceTu 2 2 4 8 [K-1
9 TpancnopTHBIN YPOBEHb 1 1 4 6 ITK-1
10 YpoBeHns npunoxeHuit 1 1 4 6 [K-1
11 Co3nanmne HeOONBIION CeTH 2 1 4 7 [TK-1
Uroro 3a cemectp| 14 14 44 72
7 cemecTp
12 KoHuenuust MapuipyTu3anuu 1 2 6 9 [K-1
13 CraTtuueckas MapuipyTU3anus 2 4 6 12 ITK-1
14 JlnnaMuyeckas MapLpyTU3aLus 2 4 6 12 [K-1
15 KommyTtupyemsble cetu 1 2 4 7 [K-1
16 Konduryparus kommyTaTopa 2 2 4 8 ITK-1
17 Cetu VLAN 2 6 6 14 ITK-1
18 Criucku KOHTpoOIISL JocTyna 2 4 6 12 [K-1
19 DHCP 2 4 6 12 IK-1
20 IIpeo6pazoBanue NAT s [Pv4 2 4 6 12 [K-1
21 OGHapyxeHHEe U yIIpaBICHUE 2 4 4 10 [K-1
YCTPOHCTBAMU
Hroro 3a cemectp| 18 36 54 108
Uroro| 32 50 98 180

5.2. Conep:xanue pa3esoB (TeM) JUCHUNIMHBI

Copepxanue pa3aesioB (TeM) TUCIUTLINHBI (B T.Y. [0 JISKIIUSIM) IPUBEICHO B Tadwmie 5.2.
Tabmuma 5.2 — Coneprkanue pas3ienoB (TeM) TUCHUILIMHBEI (B T.4. IO JICKIUSIM)

HasBanwus paznenos
(TeM) TUCIMIUTAHBI

Copepxanue pa3aenoB (TeM) AUCIUTIINHBI (B

T.4. 10 JICKITHSIM )

TpynoemkocTs
(JleKIMOHHBIE
3aHATHUSA), U

dopMupyemsie
KOMIIETCHIINU

6 cemecTp

1 CoBpemeHHbIE
CETeBbIE TEXHOJIOTHU

Knaccudukanms nHbOpMaIimoOHHBIX
TexHoyioruii. CocTaBisgIoNne
“H(pOpPMaAIMOHHBIX TeXHOJOoTHA. CBOMCTBA U

KOMITOHEHTHI HH(POPMAIIMOHHBIX TEXHOJIOTUH.

HNudopmannonnas cucremMa, OCHOBHBIE
COCTaBJISIONTHE HHHOPMAITMOHHOU CUCTEMBI

IIK-1

Htoro 1
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2 Hacrpoiika cereBoit

OIEepallMOHHOM
CHUCTEMbI

Hasnauenue ceteBoii onepaumoOHHON
cucremsl (OC), crpykrypa OC, untepdeics
B3aumozeiicteus ¢ OC, 10CTyn K CETEBBIM
yCTPOHCTBaM, YPOBHH JIOCTyNa ¢ HHTEpPecy
OC, nacrpoiika cereBoit OC

[K-1

Htoro

3 CereBble
MIPOTOKOIIBI U
KOMMYHHKAITHH

OCHOBHBIE TEPMUHBI B TEOPUU CETEH.
[IpaBuna koMmyHukanuii. CeTeBbie
IIPOTOKOJIBI U cTanAapTsl. Mogens OSI.
Yposuu mozenu OSI. ITpouecc nepenaun
nanHbix B Mogenu OSI. Ilepenaua naHHbIX B
cetd. MHKancynsauus u AeKancyssnus.

IIK-1

Hroro

4 CeteBoii 10CTYyI

[TpoTokomsl pusznueckoro ypoHs. CeTeBbie
cpencTBa noakaodeHus. [Iporokosst
kaHanbHOTrO YpoBHs OSI. Ynpasnenue
JOCTYTIOM K Cpejie Tiepelayu JaHHBIX.

ITK-1

Hroro

5 Ethernet

IIpotokon Ethernet. Kanp Ethernet, MAC-
anpeca Ethernet. KomMyTtaTops! ToKanbHBIX
ceteil (LAN) - ciocoObl nepechlIKy KaJIpoB,
HACTpOWKa MOPTOB KoMMmyTaropa. [IpoToko:n
paspemenus agpecos (ARP), MAC u IP

[K-1

Htoro

6 CerteBoli ypOBEHb

IIpoTOKOIIBI CETEBOrO YPOBHH,
XapaKTEePUCTUKHU ITpoTOoKoia IP.
Mapuipytusanus - METOAbl MAPLIPYTU3ALUN
y3JI0B, TaOJIUIBl MapIIPYTU3AIUH.
YcTpoiicTBO MapLIpyTU3aTOPOB, Oa30Bast
HAaCTpOMKa MapIIpyTH3aToOpa

IIK-1

Hroro

7 IP anppecanus

Certesblie IPv4 angpeca: crpykrypa [Pv4
anpeca, Tunbl paccbuiok [Pv4, tunsl [Pv4
anpecoB. CereBble IPv6 angpeca: TUIibl,
WHAMBUAYaAIbHbBIE aJipeca, IPYNIOBbIE ajipeca

ITK-1

Hroro

& Paznenenue [P
ceTel Ha ITOJCETH

CermeHnranus cetu, pasaeneHue ceteit [Pv4
Ha TIOJICETH: B COOTBETCTBHH C TPECOOBAHHUSIMH
Y C WCIIOJIb30BAaHUEM MACKH IPOU3BOJILHOM
uHBL. CxeMbl agpecanun. OcoOeHHOCTH
npoexktupoBanus IPv6 cereit.

[K-1

Htoro

9 TpaHcnIOPTHBIM
YPOBEHb

[Iporokomnsl TpancopTHOro ypoBHS. O030p
nporokosioB TCP u UDP. OOMeH naHHBIMH
o npotokosnam TCP u UDP, ocobennocTr

peanu3aluu.

IIK-1

Hroro
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10 YpoBenn
IIPUIIOKEHUN

[IpOTOKOJIBI YPOBHS IPUIIOKEHU.
OO01en3BeCcTHRIC MPOTOKOJIBI M CEPBUCHL: BEO,
9JI.IIOYTA, CEPBUCHI ip aJipecanuy, CEPBHUCHI
COBMECTHOTO JIOCTYTIA K (haiimam.

[K-1

Htoro

11 Co3manne
HEeOOJIBIION CETH

[IpoextupoBanue cetu. OGecnieueHue
cereBoil OezomacHocTu. OcHOBHBIE paboune
xapakTepucTuku cetu. [louck u yctpanenue
HENOoJaJI0K B CETH.

IIK-1

Hroro

Hroro 3a cemectp

7 cemecTp

12 Konuemnmnus
MapuIpyTU3ALHI

Hcxonnas koH(pUTYpanus MapipyTu3aTopa.
Pemenus mapmpyTusanum: KOMMYTalus
MIAKETOB MEX/ly CETSIMHU U ONpPEEICHUE Iy TH.
AHanu3 TabauLbl MapIIPyTU3ALUH.

[K-1

Htoro

13 Cratuueckas
MapuIpyTU3ALH

Peanuzanus cTaTuuecKkux MapipyToB.
Hacrpolika cTaTHueckux MapuipyToB U
MapIIpyToB 10 ymona4anuto. Hactpolika
miaBaromux mapupyrtos [Pv4 u IPv6

IIK-1

Hroro

14 Jlunamuyeckas
MapIIpyTH3AIH

JlnHaMu4YeCcKre MPOTOKOJIBI MapIIpy TH3AIHH.
Peanuzanus npotokona RIPv2. Jlunamuuecku
roryyaemMblie MapmpyThl. [Iporiecchl morncka
MapIipyTa.

ITK-1

Hroro

15 KommyTtupyemblie
CeTH

KoHBepreHTHble 1 KOMMYTHUPYEMBIE CETH.
Wepapxuueckast MOAEIb JTIOKAJIbHOU CETH.
KoMMyTannonHble JOMEHbI, CHUKEHHE
MIEPErpy30K B CETH.

[K-1

Htoro

16 Kondurypauus
KOMMYTaTOopa

ba3oBas HacTpoiika KOMMYTaTOpa, HACTPOMKa
nopToB kommyTaropa. ObecrnieueHue
¢byHKIMI 6€30MaCHOCTHU: 3aIUIICHHBII
yJaJIeHHBIN 10CTYI, 6€30MaCHOCTh TOPTOB
KOMMYTAaTopa.

IIK-1

Hroro

17 Cetm VLAN

CermeHTalus ceTeil Ha BUPTyalbHbIE
nokanbHbIie ceTd (VLAN). Peanuzanun
BUPTYJIBHOM JIOKaJIbHOM ceTU. TpaHKOBbIE
coeuHeHUs. MapuipyTuzanusi MexXay CeTsIMU
VLAN.

ITK-1

Hroro
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18 Criucku kouTposst |IIpuHIunBl paboThl CHMCKOB KOHTPOJIS 2 [K-1
Joctyna nocryna (ACL): naznauenue ACL,
MIpUMEHEHHE Ia0JIOHHBIX MACOK,
PEKOMEHIALIMHY IO CO3JJaHUIO CIIMCKOB
KOHTPOJIA JocTyna. Peannsanns u HacTpoika
ACL.
Hroro 2
19 DHCP IIpotokon DHCP - popmaT coobrieHmit 2 IIK-1
DHCP, npoueccet DHCP - o6Hapysxenue
cepsepa DHCP, npennoxenue IP agpeca
kinuenty. Hactpoiika 6azosoro DHCP
cepsepa.
HUroro 2
20 IMpeodpazopanue |IIpuHIMT pabOTHI CETEBON TPAHCIISIIMI 2 ITK-1
NAT nns [Pv4 (NAT). Xapakrepuctuku u TUbl NAT.
Hactpoiika NAT, PAT u nepenanpaniieHUs
MIOPTOB.
HUroro 2
21 OGHapyxenune u | OOHapyKEHUE YCTPONCTB C TOMOIIBIO 2 IK-1
yIIpaBJICHUE nporokosioB CDP u LLDP. Ucnonb3oBanue
YCTPOHCTBAMU cepsuca cereBoro Bpemenu (NTP). ITpunuun
pabothl 1 HacTpoiika Syslog
Hroro 2
Hroro 3a cemectp 18
Htoro 32
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npegycmoTpeHo yueOHBIM MIJIaHOM
5.4. JlaGopaTopHble 3aHATHUSA
HaumeHnoBaHue 1abopaTopHbIX paboT MpuBeieHO B Tabnuie 5.4.
Tabnuua 5.4 — HaumeHnoBaHue 1a00paTopHBIX paboT
I({T?l\]:; EI:IELI:;;TH?;? HaunmeHnoBaHue 1a00paTopHBIX paboT prﬂoe;v[KOCTb’ q;giﬁzfgjr;:
6 cemecTp
1 CoBpemeHHbIE N3yueHne ceTeBbIX HHCTPYMEHTOB 1 [K-1
CETEBBIE TEXHOJIOIUU COBMECTHOH paboThl. M3ydueHne
CEPBUCOB KOHBEPIE€HTHOM CETH.
Hroro 1
2 Hacrpolika cereBoii  |HacTpoiika HauaabHBIX IapaMeTpOB 2 [IK-1
OIEpaLlMOHHOM CUCTEMBI | KOMMYTaTOpa
HUroro 2
3 CeteBble TPOTOKOJIBI U | MI3ydeHHEe CEeTeBbIX CTaHIAPTOB. 1 IIK-1
KOMMYHHUKAITUH Hcnons3zoBanue nporpammbl Whireshark
IUI IPOCMOTpa CETEeBOro Tpaduka.
HUrtoro 1
4 CeteBoii joctyn Onpenenenne ceTeBbIX YCTPONUCTB U 1 [K-1
kaOeneil.
Hroro 1
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5 Ethernet Ananm3 xaapos Ethernet ¢ momorpio 1 ITK-1
nporpammbl Wireshark. IIpocmorp MAC
aJpECOB YCTPOMCTB.
Hroro 1
6 CeTeBOl YpOBEHb Co3nanue cetu, COCTOAILEH U3 2 [IK-1
KOMMYTaTOpa ¥ MapIIpyTH3aToOpa
HUroro 2
7 IP anppecanus Onpenenenne IPv4 u IPv6 anpecos 1 TIK-1
HUrtoro 1
8 Paznmenenue IP cereit  |Pa3paboTka u BHEIPEHHUE CXEMBI 2 ITK-1
Ha MOJICETH ajZipecaly pa3/IeJIeHHON Ha M0/ICETU
[Pv4-cetn
Hroro 2
9 TpaHcHIOPTHBIM N3y4enne 3axBaueHHbIX MakeToB DNS n 1 IIK-1
YPOBEHb UDP ¢ noMouipro mporpaMmsl
Wireshark
HUroro 1
10 YpoBenn N3yuenne obmeHa daiiaamu 1o cetu 1 ITK-1
MPUIOKEHUN Htoro 1
11 Co3nanune JloCTyII K CETEBBIM YCTPOMCTBAM IO 1 IK-1
HeOO0JIbILON ceTn nporokosy SSH
Hroro 1
Hroro 3a cemectp 14
7 cemecTp
12 Konuenius HacTtpoiika 0CHOBHBIX ITapaMeTpOB 2 IK-1
MapuIpyTU3aLUuU MapIIpyTHU3aTopa ¢ HOMOIIbIO
nnrepdeiica komanaaon crpoku (CLI)
HUrtoro 2
13 Cratuueckas Hactpolika cTaTiueckux MapipyToB 2 [K-1
MapuUIpyTU3aALMs [Pv4 u mapuipyToB [Pv4 o ymonuanuio
Hactpoiika cratnueckux MapuipyToB U 2 IK-1
MapuipyToB [Pv6 mo ymomyanuro
HUrtoro 4
14 lunamuyeckas basoBas Hactpoiika nporokosia RIPv2 2 [K-1
MapupyTu3anus Hactpoiika nuHamMu4eckoi 2 TIK-1
MapuipyTusauu s [Pvo
HUrtoro 4
15 KommyTtupyembie JlaboparopHast paboTa Ha onpeaeieHue 2 [TK-1
CeTH HaIpaBJICHUS JIOKAJILHOTO CETEBOTO
Tpaduka
Hroro 2
16 Kondurypauus Hactpoiika napameTpoB 6€301MacHOCTH 2 IIK-1
KOMMYTaTOopa KOMMYTaTopa
HUroro 2

CornacoeaHa Ha noptane N2 80360




17 Cetu VLAN Hactpoiika VLAN u MaructpaibHbIX 2 [K-1
KaHaJIOB
Hactpoiika MapuipyTu3amum Mex1y 2 IK-1
VLAN nis kaxaoro uaTepdeiica
Hacrpoiika MapmipyTuzanum Mexny 2 IIK-1
cersiMu VLAN Ha ocHOBe cTaHzapTa
801.2Q u TpaHKOBOIO KaHaja
Hroro 6
18 Criucku KOHTPOJIS Hactpoiika 1 u3MeHeHue CTaHIapTHBIX 2 IK-1
JIOCTyTIa criuckoB KoHTpouts noctyna (ACL) IPv4
Hacrpoiika 1 npoBepka orpaHU4eHUI 2 IIK-1
VTY
HUroro 4
19 DHCP bazoBas nactpoiika DHCPv4 Ha 2 IK-1
MapIIpyTHU3aTope
Hactpoiika DHCPv6-cepBepa 6e3 2 IIK-1
OTCJIE)KMBAHMSL COCTOSIHUSA U C
OTCJIE)KMBAHUEM COCTOSHUSA
HUroro 4
20 IMpeobpazoBanue Hactpoiika tuHaMru4eckoro u 2 IK-1
NAT nng IPv4 ctatnueckoro NAT
Hactpoiika npeoOpa3oBanus agpeca u 2 IIK-1
HoMmepa nopta (PAT)
HUroro 4
21 OGHapyXeHHEe U Hactpoiika npotokonoB CDP u LLDP 2 IK-1
YIpaBlIeHHC Hacrpoiika Syslog u NTP 2 IK-1
yCTpOMCTBaAMU Wrtoro 4
Hroro 3a cemectp 36
Hroro 50

5.5. KypcoBoii npoekT / kypcoBasi padora
He npenycMOoTpeHo y4eOHBIM IIaHOM
5.6. CamocTosiTeqIbHaAs1 padoTa

Bunbl camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B
tadymue 5.6.
Tab6mmma 5.6. — Buasl caMmocTosTeIbHON pabOThl, TPYJA0EMKOCTh U (POPMHUPYEMBIE KOMIETEHITUN

HasBanus paznenos | Buasl camoctostensHol | Tpynoemkocts, | @opmupyemsie DOpMBI KOHTPOIS
(TemM) TUCIUTUTAHBI paboTHI q KOMITIETCHIUU
6 cemecTp

1 CoBpemeHnHbIE ITogroroBka k 3auery 1 IIK-1 3auér
CCTCBbIC [Togroroska k 1 IK-1 TectupoBanue
TCXHOJIOTHU TECTUPOBAHUIO

[ToaroroBka k 2 [IK-1 JlaGopaTopHas

nabopaTopHO# padoTe, pabora

HanMcaHue OTYeTa

Uroro 4
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HaITMCaHUE OTUYCTa

2 Hactpoiika ITonroroBka K 3aueTy [TK-1 3auét
CETEeBOi [ToaroroBka K [IK-1 TecTupoBanue
OIEPaMOHHON TECTUPOBAHHUIO
CHCTEMBI IToaroroBka K TIK-1 JlaGoparopHas
nabopaTopHoii pabdote, pabota
HaIMCaHUe OTUeTa
Uroro
3 CereBble IToaroroBka K 3auery TIK-1 3auéT
IPOTOKOJIBI U IloaroroBka k TIK-1 TectupoBanue
KOMMYHMKaIIMH TECTUPOBAHUIO
[ToaroroBka K IK-1 Jlaboparopuast
nabopaTopHoO# padoTe, pabora
HAIMCAHHUE OTYETa
Hroro
4 CereBoii noctyn |Ilogroroska k 3auety IIK-1 3auér
IToaroroBka k IIK-1 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k ITK-1 JlaGopaTtopHas
nabopaTopHO# pabdoTe, paborta
HalMCcaHue OTYeTa
Hroro
5 Ethernet [ToaroroBka k 3adery IK-1 3auér
ITonroroBka K TIK-1 TectupoBanue
TECTUPOBAHUIO
IToaroroBka k IIK-1 Jlaboparopnast
nabopaTopHoii pabdote, pabota
HaIMCaHUe OTYeTa
Uroro
6 CereBoil ypoBeHb |[loaroroBka k 3auery IK-1 3auér
[Togroroska k IIK-1 TectupoBanue
TECTUPOBAHUIO
[MoxroroBka k IK-1 JlaGopaTopHnas
naboparopHoii pabore, pabora
HAIMCAaHUE OTYETa
Hroro
7 1P agpecanus IToaroroska k 3auery IIK-1 3auér
IloaroroBka x TIK-1 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k ITK-1 JlaGopaTopHas
nabopatopHoii pabore, pabora

Hroro
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8 Paznenenue 1P [ToaroroBka k 3aueTy 1 [TK-1 3auét
CeTel Ha MOJACETH  |[ToAroTOBKA K 1 IK-1 TecTupoBanue
TECTUPOBAHUIO
ITogroroska k 2 IIK-1 JlaGopaTopHas
nabopaTopHoii pabdote, pabota
HaIMCaHUe OTUeTa
Hroro 4
9 Tpancnoptasiii  |[loaroroBka k 3auery 1 IK-1 3auér
YPOBCHb IloaroroBka k 1 TIK-1 TectupoBanue
TECTUPOBAHUIO
[MoxroroBka k 2 IK-1 JlaGopaTopnas
nabopaTopHoO# padoTe, pabora
HalMCcaHue OTYeTa
Hroro 4
10 Yposenn IToaroroBka k 3auery 1 IIK-1 3auér
HPHUIIOKCHUN IloaroroBka x 1 TIK-1 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k 2 ITK-1 JlaGopaTtopHas
nabopaTopHO# pabdoTe, pabora
HalMCcaHue OTYeTa
Htoro 4
11 Co3nanue [ToaroroBka k 3aueTy 1 ITK-1 3auét
HEOONBIION CeTH  |[ToAroToBKA K 1 TK-1 TecTupoBaHue
TECTUPOBAHUIO
[Togroroska k 2 IIK-1 JlaGopaTopHas
nabopaTopHoii pabdote, pabota
HaIMCaHUe OTYeTa
Hroro 4
Hroro 3a cemectp 44
7 cemecTp
12 Konuemnmnus IloaroroBka x 2 TIK-1 TectupoBanue
MapIIpyTU3aun TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTtopHnas
nabopaTopHO# pabdoTe, pabora
HalMCcaHUe OTYeTa
Htoro 6
13 Craruueckas ITonroroBka k 2 ITK-1 TectupoBanue
MapIIpyTU3AHS TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTopHas
nabopaTopHO# pabdoTe, pabora
HalMCcaHue OTYeTa
Htoro 6
14 Nuunamuueckast |[loaroroBka k 2 ITK-1 TectupoBanue
MapIIpyTU3AHS TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTtopHas
nabopaTopHO# padoTe, pabora
HalMCcaHUe OTYeTa
Hrtoro 6
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15 [Toaroroska k 2 IK-1 TectupoBanue
KomMMmyTHpyeMble | TeCTUPOBaHUIO
ceru [ToaroToBka k 2 ITK-1 JlaGopaTopHnas
nabopaTopHO# pabdoTe, pabora
HalMcaHue OTYeTa
Htoro 4
16 Kondurypanust |IloaroroBka x 2 [K-1 TectupoBanue
KOMMYTaTopa TECTUPOBAHUIO
[ToaroToBka k 2 ITK-1 JlaGopaTopHas
nabopaTopHO# pabdoTe, pabora
HalMCcaHue OTYeTa
Htoro 4
17 Cetu VLAN [Toaroroska k 2 [K-1 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTopHas
nabopaTopHO# pabdoTe, pabora
HalMcaHue OTYeTa
Htoro 6
18 Cnucku ITonroroBka k 2 [TK-1 TectupoBanue
KOHTPOJIS TOCTYNa | TECTHPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTopHas
nabopaTopHO# padoTe, pabora
HalMcaHue OTYeTa
Htoro 6
19 DHCP ITonroroBka k 2 ITK-1 TectupoBanue
TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTtopHas
nabopaTopHO# pabdoTe, pabora
HalMCcaHUe OTYeTa
Htoro 6
20 [Ipeobpazosanue |[logroroBka k 2 ITK-1 TectupoBanue
NAT nns [Pv4 TECTUPOBAHUIO
[ToaroToBka k 4 ITK-1 JlaGopaTtopHnas
nabopaTopHO# pabdoTe, pabora
HalMCcaHUe OTYeTa
Htoro 6
21 O6napyxenue u |Ilogroroska k 2 [K-1 TectupoBanue
yIpaBJIeHUE TECTUPOBAHUIO
yCTpoicTBaMH [ToaroToBka k 2 [IK-1 JlaGopaTopHas
nabopaTopHO# pabdoTe, pabora
HalMCcaHue OTYeTa
Htoro 4
Hroro 3a cemectp 54
ITonroroBka u caaua 36 OK3aMeH
JK3aMeHa
Hroro 134

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,

M BHJOB 3aHATHII
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CooTBeTcTBHME KOMMETEHINH, GOPMUPYEMBIX MPU U3YUECHUU NUCHUILIUHBI, U BUIOB 3aHSATUH

MpeACTaBICHO B TabuIe S5.7.

Ta6muma 5.7 — CooTBETCTBUE KOMIETEHIIUN, (HOPMUPYEMBIX TIPH U3YUECHUN TUCIUTIINHBI, U BUTOB

3aHATHN
dopmupyembie Buzpl yueOHOM 1esTeIbHOCTH
@OpMBI KOHTPOJIA
KOMIIETCHIINH Jlek. 3aH. |JIa0. pa6. |Cam. pal.
ITK-1 + + + 3auér, JlaboparopHas pabdoTa,
TectupoBanue, JKk3aMeH

6. PeliTuHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4YaIOIINXCH

6.1. basuibHbIe OLeHKH /151 POPM KOHTPOJIA

bannbHble oLieHKH U1t OpPM KOHTPOJIS IPECTaBlIeHbI B Tabnuie 6.1.
Tabauna 6.1 — bannpHble OLIEHKU

MaxkcumanbHbIA MaxkcumanbHbII MaxcHmaibHE(1
@OpMBI KOHTPOJISA 6amt Ha 1-y10 KT ¢ Oa 3a mepuoa Oan 3a nepuon Beero 3a
Hayana cemectpa | Mexnay 1KT u 2KT Moy 2KT u na cemMectp
KOHEI[ ceMecTpa
6 cemecTp
3auér 10 10 20 40
JlaGopatopHas paboTa 10 10 10 30
TecTtupoBanue 10 10 10 30
Hroro makcumym 3a 30 30 40 100
nepuos
Hapacratomum urorom 30 60 100 100
7 cemecTp
JlaGopaTtopHnas pabota 10 10 10 30
TectupoBaHue 10 10 20 40
DK3aMeH 30
Hroro makcumym 3a 20 20 30 100
nepuos
Hapacraromum utorom 20 40 70 100
6.2. IlepecueTr 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb
[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb TPEJCTABJICH B TadIUIE 6.2.
Tabmuia 6.2 — [lepecuer 6AJIIOB B OIICHKH 32 TCKYIIUH KOHTPOIIb

basel Ha 1aTy TEKyIIero KOHTPOJIsA Onenka
> 90% ot MakcuMaIbHOI cymMMbI OamtoB Ha naty TK 5
Ot 70% no 89% ot MakcuMabHOM cyMMBI O6aioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% oT MakcuMaJIbHOI cyMMBbI OaiioB Ha gaty TK 2

6.3. IlepecueTr cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY

[lepecueT cymMMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIuIe

6.3.

Tabmmma 6.3 — Ilepecder cymMMbl 6AJIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Hrorosas cymma 6asios,

Onenka YUMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMEH
5 (oTMYHO) (3a4TEHO) 90— 100 A (oTIU4HO)
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4 (xopot110) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTesbHO)
3 (yAOBIETBOPUTENIHHO) (3a4TEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6amnoB F (meynoBnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. IIstubpatos, Anekcannp [lerpoBuy. BeruncnutenbHble CUCTEMBI, CETU U TEJIEKOMMYHHUKAIUY :
yueOHuk 1uist By30B / A. I1. [Iatubparos, JI. I1. I'yaeino, A. A. Kupuuenko ; pexn. A. I1. Ilstubparos. - 3-e
u3 ., nepepad. u nom. - M. : ®uHaHcel u ctatuctuka, 2006. - 558 c. (Hanuuue B Oubnuorexke TYCVYP - 88
9K3.).

7.2. lonoJTHUTEIbHAS JIUTEPATypa

1. BunokypoB, Bragumup MuxaiinoBuu. CeTu CBSI3M U CUCTEMbl KOMMYTaluu : YuyeOHOE
Meroaudeckoe nocodue / B. M. Bunokypos ; @enepalibHOe areHTCTBO 10 00pa3oBaHuto, ToMCKUI
rOoCyapCTBEHHBII YHUBEPCUTET CUCTEM YIPABICHUS U paanodieKTpoHuku, Kadenpa reopernueckux
OCHOB panuotexHuku. - Tomck : TMIIO, 2005. - 40 c. (Hanuuue B 6ubnuoreke TYCVYP - 2 7k3.).

2. bopoako, A. B. KomnbroTepHsle ceTu nepeaadn AaHHBIX : METOJUYecKHe yka3zanus / A. B.
Bopoako. — Cankt-Iletepoypr : CIIOI'YT um. M.A. bonu-bpyesuua, 2012. — 49 c. [D1eKTpOHHBIH
pecypc]: — Pexum nocryna: https://e.lanbook.com/book/181473.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE MOCOOUsI

1. bopoako, A. B. KomnpiorepHbie ceTH nepenadn JaHHBIX . METOJAMYECKHUE yKa3anus / A. B.
boponko. — Canxkt-IletepOypr : CIIGI'YT um. M.A. bonu-bpyesuua, 2012. — 49 c. [DneKTpOHHBIH
pecypc]: — Pexxum noctymna: https://e.lanbook.com/book/181473.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIY
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUAIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYarOLIHXCS
U3 YHCiIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MIPEIOCTABIAIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHHYCHUSM HUX 3[0POBbSI U BOCHPUATHS HHOOpMALIUY.

JI1s JIMIL ¢ HApYIIEeHUSIMH 3PeHus:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPodeccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

[Ipu u3yuyeHUU OUCHUILIMHBI PEKOMEHIyeTCs 00palarhcsi K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT nocTyI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
8.1. MatepuabHO-TeXHHYECKOe H IPOrpaMMHoe obecriedeHue sl JTeKINOHHBIX 3aHATHI

21.]'[5[ MMPOBCACHUA 3aHATHH JICKOUMOHHOI'O TUIIA, T'PYHIIOBBIX U MHAWUBUAYAJIbHBIX KOHC}/J'IBTaIII/II\/'I,
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TEKYLIEro KOHTPOJIS U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTATOYHBIM
KOJIMYECTBOM ITOCAJ0YHBIX MECT I Y4EOHOU rpymibl, 000pyA0BaHHAs JOCKOH M CTaHAAPTHOU y4eOHOU
MeOenpto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEeOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILTHHBIL.

8.2. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue 1Jisl JJa0opaToOpHBIX padoT

VYyeOnasi BelUMCHHUTENbHAs JNabopaTtopus: yuyeOHas ayIUTOpHs IJIS NPOBEACHUS 3aHATHH
MPAKTHYECKOT0 TUMA, yuyeOHas ayJUTOpHs AJIs MIPOBEACHUS 3aHATUI 1a00paTOPHOTO THIA, IOMEIIEHUE
JUIS. KYpPCOBOTO NMPOEKTUPOBAHUS (BBIMOJHEHUS KYypPCOBBIX paboT), MOMEIIEHUE IS MPOBEICHUS
IPYNIOBBIX M MHAWBHUAYAIbHBIX KOHCYJIbTALUN, TOMEIIEHUE AJI IPOBEACHHS TEKYIIEro KOHTPOJS U
MPOMEKYTOYHON aTTECTAIlUH, IOMEILEHUE TSl CAaMOCTOATENbHOM paboTer; 634034, Tomckast 00s1acTh, T.
Tomck, Bepmmnauna ynuna, a. 74, 401 ayn.

Omnwucanue UMeEroIerocss 000py0BaHUS:

- Komnrotep Depo;

- Cucremusiit 610k iRU Corp MT312 P G4620 3.7T'T1/41'6 RAM/5001°6;

- HDD/WiFi (15 wmt.);

- Mounutop BenQ GL2250 (15 mT.);

- [IpoexTop Acer X125H DLP;

- Buneokamepa (2 mr.);

- Touka mocryna WiFi;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- FireFox;

- LibreOffice;

- Microsoft Windows 7 Pro;

-puTTY;

VYuebHast BeruncnutenbHas adoparopus / Jlaboparopust I'TIO "Monutopunr": yueOHast ayAUTOpHUS
IUIs IPOBEJCHUS 3aHATUN MPAKTHYECKOTO THUMA, ydyeOHas ayJuTOpHUs JJIsl NPOBEACHUS 3aHATHH
1a060paTOPHOro THUIA, MOMEIICHHUE ISl KypCOBOTO MPOEKTHPOBAHUS (BBIMOJHEHUSI KYPCOBBIX padoT),
MOMeEIlleHUEe JJIsI MPOBEACHUS I'PYNINOBBIX M MHIMBUIYAJIbHBIX KOHCYJbTALMi, MOMEIIEHUE IS
MIPOBEJICHUS TEKYIIETO KOHTPOJIS U MPOMEKYTOUHON aTTECTAIMH, TOMEIICHHUE ISl CAaMOCTOSITEIbHOM
pabotser; 634034, Tomckas o6macte, T. Tomck, Bepimanna ynuna, a. 74, 438 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- PaGoune cranmuu: cuctemusiii 610k MB Asus P5SB / CPU Intel Core 2 Duo 6400 2.13 GHz / 5T'6
RAM DDR2 /250Gb HDD / LAN (10 mt.);

- Monwutop 19 Samsung 931BF (10 wr.);

- [Ipoextop ACER X125H DLP;

- DKpaH NIPOEKTOPa;

- Buneoxamepa (2 mr.);

- Touka mocryna WiFi;

- KommuiekT ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Cisco Packet Tracer;

- FireFox;

- LibreOffice;

- Microsoft Windows 7 Pro;

-puTTY;

8.3. MaTepnaanO-TeXHuquKoe U IIporpaMmMHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

Jnst camocToATENbHONU paboOThl UCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmoJoKeHHbIE MO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas o6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;
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- 634034, Tomckast o6macts, r. Tomck, Bepmuauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmumauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocss 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «MHTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE o0ecrevyeHHe TUCIMTILTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JINIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAHUEM CPEJCTB 0OYUEHUS OOILEro U CHeMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueoHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
U1 00y4aloUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiij]a Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHUSIMH ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaIu B JOCTYIHBIX (opMax, MOOMIBHOM CHCTEMbI 00yUYeHUS IS
JIIOJeH ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xanue OLIEHOYHBIX MATEPHUAJIOB IJI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepuasbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabmuia 9.1 — ®opMbl KOHTPOJISL U OLIEHOUHBIE MaTEPHAIIBI

Hasanus pasnenos (rem) PopmHpyemBIe ®opmbl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCIUTIAHBI KOMIIETEHIIUH
1 CoBpemeHHBIE CETEBBIE IK-1 3auér [Iepeyens BOonpocoB 11t
TEXHOJIOTMH 3aueTa
JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
pabota
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
2 Hacrpoiika cereBoit IIK-1 3auér IIepeyens BOonpocoB 11t
OIEPALMOHHOMN CUCTEMBI 3aueTa
JlaGopaTopHas Tewmbl 1ab0opaTOpHBIX PabOT
pabota
TectupoBanue [IpumMepHbIi TEpeUeHb
TECTOBBIX 3a/IaHUN
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3 CereBble IPOTOKOJIBI U [K-1 3auér [Iepeuyens BonpocoB i
KOMMYHHMKAIUU 3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
4 CeteBoii Joctyn [K-1 3auér [Iepeuens BonpocoB i
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
5 Ethernet [K-1 3auér [Iepeuenb BOmpocoB Jyist
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUI
6 CeTreBoil ypOBEHb IIK-1 3auér Ilepeuenb BOITPOCOB IJ1st
3auera
JlaGopaTopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
7 IP appecanus TIK-1 3auéT [lepeuenb BOIIPOCOB 115t
3auera
JlaGopatopHas Temsbl m1abopaTopHbIX padoT
pabota
TectupoBanue [IpumepHsIil nEpeyeHb
TECTOBBIX 3aJaHUI
8 Pasnenenue IP cereii Ha TIK-1 3auéT [lepeuenb BOIIPOCOB IJ1st
MOJICETH 3auera
JlaGopatopHas Tembl 1abopaToOpHBIX paboT
pabota
TectupoBanue [IpumepHBIil nEpeyYeHb
TECTOBBIX 3aJaHUI
9 TpaHcnOpTHBIN YPOBEHb [IK-1 3auér [Iepeuens BOIIPOCOB It
3aueTa
JlaGopatopHas Tembl m1abopaTOpHBIX PadoOT
pabota
TectupoBanue [IpuMmepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
10 YpoBens npumnoxeHuit IIK-1 3auér IIepeyens BOpocoB 11t
3aueTa
Jlaboparopuas Tembl 1ab0paTOPHBIX padoOT
pabota
TectupoBanue [IpumMepHbIi IEpedeHb

TECTOBLIX 3aJaHUuN
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11 Co3nanue Hebompmmon cetun | I1K-1 3auét [Tepeuens BompocoB 1ist
3aueTa
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
12 Konnenmus mapmpytuzanuu |[TK-1 JlaGopaTopHas Tewmbl 1ab0paTOpHBIX PabOT
pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUN
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
13 Crarnueckas ITK-1 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
MapIIpyTU3aLus pabora
TectupoBanue [IpumepHbIi nepedeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
14 lnnamuyeckas ITK-1 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
MapIIpyTU3AIH pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3aMeHAIIMOHHBIX
BOIIPOCOB
15 KommyTupyemsie cetu ITK-1 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabota
TectupoBanue [IpumepHsIil nEpeUYEHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
BOIIPOCOB
16 Konduryparms ITK-1 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
KOMMYTAaTopa pabota
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuens sK3amMeHaIIMOHHBIX
BOIIPOCOB
17 Cetu VLAN [IK-1 Jlaboparopnas Tembl 1abopaTopHBIX paboT
pabota
TectupoBanue [IpumepHsIil nEpeYEHb
TECTOBBIX 3aJaHUI
DK3aMeH [Tepeuens sK3amMeHAITMOHHBIX
BOIIPOCOB
18 Crincku konTposst nocryna  |I1K-1 JlaGopatopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAITMOHHBIX

BOIIPOCOB
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19 DHCP ITK-1 JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
pabota
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuenb IK3aMEHALIMOHHBIX
BOIIPOCOB
20 ITpeobpazoBanue NAT mus  |I1K-1 JlaboparopHas Temb! mabopaTopHBIX padoT
IPv4 pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUN
DK3aMeH [TepeueHs sK3aMEHAIIMOHHBIX
BOIIPOCOB
21 O6napyxenue u ynpasienue |[1K-1 JlaGopaTopHas Tembl 1abopaTopHBIX paboT
yCcTpoiicTBaMu pabora
TectupoBanue [IpumepHbIi nepedeHb
TECTOBBIX 3a/IaHUM
DK3aMeH [lepeuyeHp sK3aMeHAIIMOHHBIX
BOIIPOCOB

[lxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCHUIUIMHE TpUBeeHa B Tabnuue 9.2.
Tabnuna 9.2 — lUlkana oneHku cHOPMHUPOBAHHOCTU IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHUS 1O

AUCUUILIMHE
®dopmynupoBka TpeOOBaHUM K CTETICHH C(HOPMHPOBAHHOCTH
OrneHka Bamiaer 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyIOBIIETBOPUTEIHHO) | MAKCUMAJIBHOH | TN ()parMeHTapHbIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJIOB 3HAHUS YaCTUYHO (bparmeHTapHbIe
OCBOEHHOE pUMEHEHUE
yMEHHUE HABBIKOB
3 ot 60% 1o obmye, HO He B IIEJIOM YCHENTHO, B IIE€JIOM
(YZIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIICIIHOE, HO HE
MaKCHUMaJIbHOM 3HAHUA CUCTEMAaTHYECKU | CUCTEMAaTHYECKOe
CYMMBbI 0aJIOB OCYIIECTBIISIEMOE PUMEHEHHE
yMEHHE HaBbIKOB
4 (xopo11o) ot 70% 1o c(OpMHPOBAHHBIE, B LIEJIOM B LIEJIOM
89% or HO cOoZepXKallne YCIIELIHOE, HO YCHEWHOE, HO
MaKCUMaJbHOM OTIebHbBIE coJiepxKarue coJiepKalue
CYMMBbI 0ajuioB | mpoOIemMbl 3HAHUS OTJIEIbHbBIE OT/IeTbHbIE
poOebl yMeHue POOEIBI
MpPUMEHEHHE
HABBIKOB
5 (oTIM4HO) >90% or chopmupoBaHHBIE | CHOPMHUPOBAHHOE YCIELIHOE U
MaKCUMAaJIbHOU | CHCTEMaTHYECKHUE yMEHHUE CHUCTEMaTHYECKOE
CYMMBI 0aJIIOB 3HAHUS NpUMEHEHNE
HABBIKOB

[Tkana KOMIJIEKCHON OLIEHKH CpOPMUPOBAHHOCTH KOMIIETEHIIUI MTpuBeieHa B Tabmuie 9.3.
Tabnuua 9.3 — [llkana KOMIUIEKCHOM OLIEHKH C(OPMHUPOBAHHOCTH KOMITETCHIIUN
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Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHIIUN

2 He nMeeT He0OXOAMMBIX TIPEACTABICHHI O TPOBEPSIEMOM MaTepHase
(HEYTOBJIETBOPUTEIHLHO ) | HITH
3HaTh HA YPOBHE OPUEHTHPOBaHMS, TIpeicTaBieHnid. O0yJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OIPEIETICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HaeT, K KaKUM HCTOUYHUKAM HY>KHO
obOparatecs uist 60see 1eTaJbHOTO €r0 YCBOCHHUSI.

3 3HaTh U yMETh HA PeNPOAYKTHUBHOM ypoBHE. O0yUaronmxcs 3HaeT
(YIOBIIETBOPUTEIHHO) |M3YUECHHBIHN 3JIEMEHT COCPKAHUS PENPOAYKTUBHO: IPOU3BOIBHO
BOCIIPOU3BOJAUT CBOU 3HAHMS YCTHO, MUCbMEHHO WIH B JEMOHCTPUPYEMBIX
JCUCTBUSX.

4 (xopotio) 3HaTh, yMETh, BIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpPOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
U3yYeHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYCHUS, UCTOPHIO U
NEPCIIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (OTJIMYHO) 3HaTh, YMETh, BIIAJIETh HA CHCTEMHOM ypoBHe. OOyJaronuiics 3HaeT
W3yYEHHBIN 3JIEMEHT COJIePIKaHUsI CHCTEMHO, POU3BOJIBHO U JIOKA3aTEIIbHO
BOCIIPOW3BOJIMT CBOW 3HAHHSI YCTHO, MUCHMEHHO WIIH B JICMOHCTPHPYEMBIX
NEHCTBUSX, YYUTHIBAS M YKA3bIBasl CBS3H U 3aBUCHMOCTH MEXIY ITUM
DIIEMEHTOM M APYTUMH AJIEMEHTAMHU COJICPKAHUS JUCITUTUTNHBI, €TO
3HAYMMOCTb B COJICPKAHUU TUCIIUILIFHBEI.

9.1.1. IlpuMepHBIii NepeYyeHb TECTOBBIX 3aJaHUM

1. Kakoe yTBepxJeHHE OMUCHIBAET OCOOCHHOCTh KOH(PUTYpAIIUM UMEHU y3Ja ONepamoHHOMN
cucremsl [OS?
a)Ero MakcumanpHas AMHA HE JOJKHA MPEBBIMIATH 255 CHMBOJIOB.
b)Ero neobxonumo 3apeructpupoBath Ha cepBepe DNS.
¢)OHO HE MOXET HAYUHATHCS ¢ HUDPHIL.
d)OHo HE TOMKHO CoNlepKaTh MPOOEIHI.
2. Jlns P5KOHOMUHU BPEMEHH KOMaHIbl onepanuoHHoi cucteMbl [0S MOXHO BBOAUTH YaCTHUYHO.
Kakas xnaBuina ui KOMOMHAIIMS KJIABHII 3aBEPIIUT BBOJ?
a)Tab
b)Ctrl-P
c)Ctrl-N
d)Crtpenka BBepx
e)CTpenka BIIpaBo
f)Crpenka BHU3
3. C Kakoii 1eNpl0 TEXHUYECKHI CIeINaIiCcT MOXKET BOCIOJIb30BaThCs KOMAHOM copy startup-
config running-config?
a) IS yalleHusl C KOMMYTaTopa BceX KOH(pUTYpaluii
b) mist coxpaneHus Tekyuieil konurypanuu B namsatd NVRAM
C) IUIsl KOTIMPOBaHMs CylIecTBYolIel kKoHpurypauuu B O3Y
d) nuia mprcBoeHUs M3MEHEHHOM KOH(UTYpaIuu cTaTyca HOBOM HayallbHON KOHPUTypaluu
4. ]Jlns yero ceTeBod aJIMUHUCTpATOp OyAeT HCHOIb30BaTh HHTepdeiic komanaHoM cTpoku (CLI)
onepaiuonHoii cucremsl Cisco [0S?
a) ISl TECTUPOBAHUS MTPOU3BOIUTEIILHOCTH KOHKPETHOM JIOKAIbHOM ceTn
b) mist tobaBneHus Maposisg Ha ceTeBoM ycTpoiicTBe Cisco
C) IUIsl aKTUBAI[MM aBTOMATHYECKOI0 yIpaBIeHUs ceTeBbIMU ycTporicTBaMu Cisco
5. llludposanue kakux mapoieil BHIIONHIETCS ¢ TOMOIIbIO KOMaH Ikl enable secret?
a) BCe HaCTPOEHHBIE MAPOIH
b) maposip NpUBUIETUPOBAHHOTO PEKUMA
C) Mapoib KOHCOJIbHOU CTPOKHU
d) mapoisb ctpoku VTY
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6. Kakast koMaH[a He TIO3BOJIUT IPOCMOTPETH BCE He3aln(poBaHHbIE MAPOJIU, COAEpIKaIUecs B
KoH(puryparmonHoM (aiisie B Buae 00ObIMHOTO TeKCTa?
a) (config)# enable password secret
b) (config)# enable secret Secret Password
¢) (config-line)# password secret
d) (config)# service password-encryption

7. UTo HCmonb3yeT ceTeBOM afMUHUCTPATOP AJIsl U3MEHEHHs! KOH(UTYpalluu Ha MaplIpyTH3aTope
?
a) aHeNb YIpaBIeHUs
b) IOS
¢) komaHHYI0 cTpoky Windows
d) mpoBogark Windows
e) cepsep DHCP

8. AIMUHHCTpPATOp TOJBKO 4TO M3MeHMI [P-aapec unTepdeiica Ha yCTPONUCTBE ¢ OTIEPAIIMOHHON
cuctemort 10S. Uto eme HE0OX0AUMO c/IeIaTh, YTOOBI U3MEHEHHUSI BCTYIIUJIN B CHITY Ha 3TOM
ycTpoucTBe?
a) CkonmupoBaTh TEKYIIYIO KOMHUIO (aitina KoHpurypanuu B (aiis 3arpy309Hoi KoHpHUTyparmm.
b) CkonupoBath cBefieHUs U3 ¢aiisia 3arpy304HOM KOHPUTYpAIUH B TEKYIIYIO KOMUIO (aiia
KOH(puryparum.
c) Ilepe3arpy3uTh JaHHOE YCTPOWCTBO U BBECTHU yes, KOrJa CHUCTEMa MPEIJIOKUT COXPAHUTD
KOH(pUryparmuro.
d) Hukakux DOMONTHHUTENBHBIX AEHCTBUN He TpeOyercs. M3MeHeHuss KoHUrypanuu Ha
YCTPOWCTBE ¢ onepauuoHHON cuctemoit [0S BeTynmsT B cuily cpasy Mnociie KOppeKTHOrO BBOJIA
NAHHOM KOMAaHIbLI U Ha)KaTus KJIaBUIIU Enter.

9. Kakoe ycTpoiCTBO BBIIOJHSET POJIb IIII03a, TO3BOJISIS Y3J1aM OTIIPABISATh TPaPUK K ylIaJeHHbIM
[P-ceTsam?
a) cepsep DNS
b) cepsep DHCP
C) JIOKaJIbHBIN MapuIpyTH3aTOP
d) mokaabHBIN KOMMYTATOP

10. KakoBa 1esib HaCTPOWKH aJpeca III3a MO0 YMOJYaHHUI0O B MapaMeTpax KOH(PUTYypaluu

KOMMYTaTOpa Jid MPOU3BOJACTBEHHOM ceTn?
a) Y311bl, TOJKJIIOUEHHbIE K KOMMYTaTOPY, MOTYT HCIIOJIb30BaTh aIpec LUII03a M0 YMOIYaHUIO
KOMMYTAaTopa Ui MEPEChUIKHU MAKETOB K YAAJIEHHOMY MECTY Ha3HAUCHHUS.
b) [lna coenquHeHus KIMEHTOB mo mpoTokosy Telnet u SSH ¢ xommyTaTopom muio3 mo
YMOJYaHUIO 3TOT0 KOMMYTATOpa J0JKEH ObITh TOCTYIIEH.
c) Ha nactpoeHHbIll aapec HuI03a MO yMOJTYaHUIO OTHPABISIOTCS MAKEThl, OTHPABISIEMbIX
JAHHBIM KOMMYTAaTOPOM B yJIaJICHHbIE CETH.
d) OH npenocTaBisieT apec CASAYIOMETO MIII03a IS BCETo Tpaduka, MPOXOAAIIero dyepes
TaKOM KOMMYTaTOp.

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BOMIPOCOB
1. Kakoii IPv4-anpec MOKET MCIONB30BaTh y3€I Ul 9X0-3a1poca Ha nHTep¢eic oOpaTHON NeTiIin
(loopback)?

2. Kakwue nBe U3 nepeyrcieHHbIX HIKE (PYHKINN MPEAOCTABISIOT CETEBOH YPOBEHb?

3. Kakoe none B 3aronoBke IPv6 mpu nepenadye AaHHBIX U3 MHTEPAKTUBHBIX NPHIOKEHUN
(Hampumep, NPUIOKEHUHN JIsI OTOKOBOIO BOCHPOM3BEAEHUS 3BYyKa M BHUJIE0) MOXKHO
MCIOJIB30BaTh AJS OTIPAaBKH MapuIpyTU3aTopaM M KOMMYTaTropaM COOOLIeHHS O
HEO0OXOJUMOCTH COXPAHEHHUs TOTO XK€ IYTH JUIsl MMAaKeTOB B XOJI€ OJHOTO M TOTO e ceaHca
oOMeHa TaHHBIMU?

4. Kakas yacTh ajgpeca CETEBOr0 YPOBHS HCIOJIb3YETCS MapLIPYTU3aTOPOM Il NEPECBHUIKU
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HakeTos?

5. Kak uMeHHO ceTeBOil ypOoBEHb MCIOJIb3YET 3HAUCHHE MAaKCUMAJIBHOIO pa3Mepa 0JI0Ka TaHHBIX
(MTU)?

6. CnenuanucT mo oOCIY>XMBAaHUIO CETEH AMATrHOCTHPYET CETEeBOE MOJKIIUYECHHE MEXIY
KOMIIBIOTEPOM M yIaJeHHBIM y37IoM ¢ aapecom 10.1.1.5. Kakast komaHna (pu ee 3amycke Ha
KOMITBIOTEPE TOJT YIIPaBICHUEM oneparimoHHoi cucteMbl Windows) OyneT oToOpakaTh MyTh K
yIaJIE€HHOMY Y31y ?

7. Uto sABasieTcss OJHUM H3 caMblX A(Q(PEKTHBHBIX HHCTPYMEHTOB 0€30MacHOCTH,
NpeHa3HAYCHHBIX JJIS 3aIIUTHI TI0JIh30BaTENIeH OT BHEITHUX YIpo3?

8. B 1yem HazHaueHue 000JI0YKH ONEPAITMOHHON CUCTEMBI?

9. Kakoe nogkiroyenue obecneunBaet 6e3omacHbiil ceanc CLI ¢ mmdpoBaHreM K KOMMYTaTOPY
Cisco?

10. CeteBoii HH)KEHEp HacTpauBaeT MHTepdeiic, BBOIS cleayronryo komanay: SanJose(config)# ip

address 192.168.2.1 255.255.255.0. Komanna oTkimoHseTCS yCTpoiicTBOM. B yem npuunna?

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

1. Ha xakom uHTepdeiice kommyTaTopa aAMUHHCTPATOP NOJKEH HacTpouth IP-ampec s
BO3MO>XHOCTH YJAJIEHHOT'O YIIPABJIEHUS ’TUM KOMMYTaTOpOM?

2. Kakoi#l mpoTOKOJ OTBEUYaeT 3a yIpaBJCHHE Pa3MEPOM CEIrMEHTOB U CKOPOCThIO OOMeHa
CerMEHTaMHU MEXIy BeO-KIMEHTOM U BeO-cepBepom?

3. 'me mporpamMmma 3arpy3ku MapuipyTuszatopa uimet oOpa3 IOS nmo ymondaHuio BO BpeMs
npoiiecca 3arpy3ku?

4. luppoBanue Kakux Naposieil BHIIOIHIAETCS C MOMOIIBIO KOMaH Ikl enable secret?

5. Kakoe yTBepxJeHHE OMUCHIBAET OCOOCHHOCTh KOH(PUTYpAIIUM MMEHHU y3Ja ONeparnoHHON
cucteMbl [OS?

6. ludpoBanre Kakux Mapojei BHIMOIHACTCS ¢ TOMOIIBI0 KOMaH/ bl enable secret?
7. Kakue aBa yTBepKJICHHS O MOJIb30BATEILCKOM PEKUME SBIISIOTCS BEPHBIMU?

8. AaMmuHHCTpaTOp TOJBKO 4TO M3MeHuI [P-aapec unrepdeiica Ha ycTpoiicTBe C OneparoHHOMI
cuctemoii I0S. Yro eme HE0OX0UMO ceNaTh, YTOOBI U3MEHEHHUS BCTYNUIIU B CHIIy Ha 3TOM
ycTporcTee?

9. Kak crnenyer mepexBaTUTh MOTOK TpaduKa, 4TOObI HAMJIYYIIMM 00pa3oM MOHSATH MOJEINb
Tpaduka B cetu?

10. OnuH U3 BeO-caiiTOB HE OTBEYAET HA 3aMPOCHI HA KOMITbIOTEpe 1Mo ynpasieanem Windows 7.
Kakyio KOMaHIy MOET MCIOJIb30BaTh TEXHUYECKHUH CIEUANINCT, YTOOBI 0TOOPa3uTh KaKkue-
1100 Kk3umMpoBaHHble 3anucu DNS i1t aT0i BeO-CTpaHUIbI?

9.1.4. Tembl J1a00paTOPHBIX PadoT

1. M3ydyeHue ceTeBbIX HHCTPYMEHTOB COBMECTHOM paboThl. M3yueHne cepBUCOB KOHBEPTEHTHON
CeTH.
2. Hacrtpolika HayaJabHbIX TApaMETPOB KOMMYyTaTopa
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3. Usyuenue ceTeBbIX crannaptoB. Mcmombs3oBanue nporpammbl Whireshark nims mpocmoTtpa
ceTeBoro Tpaduka.

4. OmpeneneHue CETEBBIX YCTPOMCTB U Kabesei.

Amnanu3 kaapoB Ethernet ¢ momompro nmporpammer Wireshark. IIpocmorp MAC anpeco

YCTPOMCTB.

Co3gaHue ceTH, COCTOSIIIEH U3 KOMMYTaTopa U MaplIpyTHU3aTopa

Onpenenenne [Pv4 u IPv6 agpecos

Pa3zpaboTka 1 BHeIpeHNE CXEMBI aJipecaliuy pa3aeieHHON Ha nojacetu [Pv4-cetn

Nzyuenune 3axBaueHHbIx makeToB DNS u UDP ¢ momomnisio nporpammbel Wireshark

N3yuenne obmeHa daitnamu mo cetu

11. Joctym K ceTeBbIM yCTpOMCTBaM 1o mpotokory SSH

12. HacTtpoiika OCHOBHBIX MapaMeTPOB MapHIpyTH3aTOpa ¢ MOMOIIbI0 mHTepderica KoMaHaHOI
ctpoku (CLI)

13. Hactpoiika ctatuueckux mapuipytoB [Pv4 u mapupytoB [Pv4 no ymonyanuio

14. Hactpoiika cTaTH4eCKUX MapiipyToB U MapupyToB [IPv6 mo ymonyanuio

15. ba3zoBas HacTpoiika npotokona RIPv2

16. Hactpoiika nuHamuyeckoil Mmapupytusauuu ais [Pvo

17. JlaGopaTopHas paboTa Ha onpenesieHne HallpaBJICHUs JTOKAIBHOTO CETEBOro Tpaduka

18. Hactpoiika mapameTpoB 0€30MacHOCTH KOMMYTaTopa

19. Hactpoitka VLAN 1 MaructpaibHbIX KaHAJIOB

20. Hacrtpoiika mapmpyTtuzamnuu mexay VLAN mis kaxxaoro uHTepdeiica

21. Hactporika mapuipytusanuu Mexay cetsmu VLAN Ha ocHoBe ctannapta 801.2Q u TpaHKOBOTO
KaHaja

22. Hactpoiika 1 u3MeHeHHEe CTaHAAPTHBIX CIIUCKOB KOHTpoJis noctymna (ACL) IPv4

23. Hacrpoiika u npoBepka orpanudenuid VTY

24. bazosas nactpoitka DHCPv4 Ha mapuipytuzarope

25. Hacrtpoitka DHCPv6-cepBepa 63 OTCIIe)KUBaHUSI COCTOSIHHSI M C OTCJIC)KMBAHUEM COCTOSTHHS

26. Hacrtpoiika nuHaMH4ecKoro u cratudeckoro NAT

27. Hactpoiika npeobpa3zoBanus aapeca u Homepa nopta (PAT)

28. Hacrpoiika npotokosioB CDP u LLDP

29. Hacrpoiika Syslog u NTP

e

._.
YR

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenbHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obdecneuenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yueOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHus: IUCHUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuana He0OXOAMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOM IuTeparype M MCTOYHHKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe 0OIIEAOCTYITHBIMUA HHTEPHET-IOPTANIaMH, COJCPKAILUMHU
HAy4YHO-IIONYJIAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHaibl, MOCBSLICHHBIE Pa3JIMYHBIM acCIEeKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU INPOCMOTP MarTepuana OCYLIECTBISIUTE CO CKOPOCTBIO, JOCTATOYHOMU M
MHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHHS MaTepuasa, BbIAECISAsS OCHOBHBIEC UJEU; HA OCHOBAaHUHU
N3yUYEHHOI'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCSI HE3HAKOMBIC MJIM MAJIO03HAKOMBIE TEPMUHBI, CIEAYET BBIACHUTD UX
3HAYCHME JUUI IOHMMAaHUs JAJIBHEHILEro MaTepraa;

— OCMBICIIMBAWTE IPOYUTAHHOE U U3YYEHHOE, OTBEYANTE Ha IIPEIIIOKEHHBIE BOIIPOCHL.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJICKOMMYHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHCS JOMOJHHUTEIbHBIC 3aHATHUA, B T.4. B (hopMe BeOMHAPOB.
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Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

YKypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

3A0POBbS U UHBAJIHU/10B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSIMM 3J0POBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJIbHBIE OLIEHOYHBIE MaTepuabl, EPEYeHb KOTOPhIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3J10POBbSI U MHBAJIUJOB

Kareropuu o6yuaroniuxcs

Bupl 7oMOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH cyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapylICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PEKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hopMe C yBETUUYECHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUsA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEM Ha

MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHL. jisi Takux oOydaromuxcs mperycMaTpuBacTCs
JocTymHas popMa MpeJOCTaBICHUS OTBETOB HA 33aJJaHMUs, & HMECHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— Ha0Op OTBETOB C MCIIOJIb30BAHMEM YCIIYT aCCHUCTEHTA;

— MPEJICTABJIICHHE OTBETOB YCTHO.

[Mpouenypa oueHUBaHHs PE3yJIbTaTOB OOYYEHHUS JIMII C OTPAHMYCHHBIMH BO3MOXKHOCTSIMHU
3I0POBBSI ¥ MHBAIM/IOB [0 TUCIMILIMHE MPEIyCMaTPUBAET MpenocTaBlieHue nHdpopmanuu B Gopmax,
aIalITUPOBAHHBIX K OTPAaHMUYCHUSAM HX 30POBbSI H BOCHIPUATHS HH(DOpMALINH:

JI1s1 SN ¢ HAPYIIeHUSIMU 3PeHus:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B [1€YaTHOW (hOpMe YBEIUICHHBIM IPUPTOM.

JI1s1 JIMIL ¢ HAPYHIEHUsIMU CJIyXa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedaTHou popme.

JI1s1 JIMIL ¢ HApYIIEHUSIMU ONIOPHO-IBUTaTEIbHOI0 anmnapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.
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[Ipu HeoO6XOAMMOCTH AJIsl JIUI] C OTPAHUYEHHBIMU BO3MOXXKHOCTSIMU 3J0POBbS U MHBAJIUJIOB
MpoLEeaypa OLEHUBAHUS PE3YIbTAaTOB 00YUEHUS MOXKET TPOBOAUTHCS B HECKOJIBKO JTAIOB.
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