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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. U3yuenue xommiekca npodieM nHGOpMAIMOHHON 0€30MaCHOCTH MPEINPUATHI 1 OpraHu3alui
pa3IMYHBIX THUNOB W HAIpaBICHUH JEATEIbHOCTH NOCTPOCHHA, (PYHKUMOHHPOBAHUS U
COBEPUICHCTBOBAHUS COBOKYITHOCTH NPABOBBIX, OPTaHU3AIIMOHHBIX, TEXHUYECKUX U TEXHOJOTUYECKUX
MIPOIECCOB, 00ECIEeUNBAIOIINX HH(POPMALIMOHHYIO 6€30MaCHOCTh U (POPMUPYIOIIUX CTPYKTYPY CUCTEMBI
3alIUThl LIEHHOW M KOH(UACHIMAaTbHOW HMHPOpMauuu B chepe OXpaHbl HMHTEIIECKTYyaJIbHOU
COOCTBEHHOCTH M COXPAaHHOCTH MH(OPMALMOHHBIX PECYPCOB.

1.2. 3agauy AUCHUILIUHBI

1. O3HaKOMJICEHUE CTYACHTOB C TEOPETHYECKHMMH OCHOBAMH, OCHOBHBIMH TOHITHSIMH U
MIPUHITATIAMH 00ecTieueHHsS] HTHPOPMAITMOHHON O€30MaCHOCTH.
2. OOy4eHue CTyIEHTOB pabOTe C OCHOBHBIMHU CPE/ICTBAMH 3aIUTHI.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monayns mucuurinHe: Moaysbs HanpaBieHHOCTH (poduiist) (major).

Nunexc quctumiunel: 51.B.02.04.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0y4eHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

YHuBepcaibHble KOMIIETEHIIUH
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIUH
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[TK-2. Cnocobnocteio  |I1K-2.1. 3HaeT BuabI 3HaeT 6a30BbI€ KOHIICTIIIUN U MOJICITH
OCYIICCTBIIATh HOPMATUBHBIX aKTOB, WH(POPMAIMOHHON 0€30MMaCHOCTH; OCHOBBI
npodecCHOHALHY IO O0COOCHHOCTH HOPMATHBHBIX | (YHKIITMOHUPOBAHUS OE30TIACHOCTH
JESITEIIBHOCTh Ha OCHOBE |aKTOB B cepe cBOeH WH(OPMAIIMOHHBIX CHCTEM U 33291
Pa3BUTOrO pohecCHOHATLHOM WH(POPMAIMOHHOW 0E30MMaCHOCTH;
MIPaBOCO3HAHUS, JIeATeTbHOCTH, MPaBHIIa 3aKOHO/IaTEJILCTBO IO 0OECIICYCHUIO
MIPABOBOT'O MBINUICHHS U |FOPUANYSCKON TEXHUKA nH(POPMAIIMOHHOW 0E30MMaCHOCTH U
MIPABOBOM KYJIBTYPBI CTaHIapTHI B 001acTH WH()OPMATMOHHON
0€30MacHOCTH.
[TIK-2.2. YMeeT KOppeKTHO YmMmeet BeIOUpATH (pa3padaThiBaTh) CTpATETHH
MPUMEHSTH IOPUINUECKHE 3a1uThl UHHOPMALIMOHHON 0€3011aCHOCTH
KaTeropuu, OTpacjieBbie pa3IYHbIX HHHOPMAIIMOHHBIX CUCTEM;
TEOpETUYECKHE KOHCTPYKIIMU |TPOBOJAUTH ayIUT JIJIsi OTOOpaKEHUS YPOBHSIM
JUTSI pEIIeHUS COOTBETCTBUS CTaHIapTaM 00JIaCTH
podeCCHOHAIIBHBIX 337124 nH(pOpMaIMOHHOM 0€30MMacHOCTH JTsI
MH(GOPMaLIMOHHON CUCTEMBI B IIEJIOM U IS €€
AJIEMEHTOB.
[1K-2.3. Bnaneer HaBbikamu | Biameet HaBbikamu paboThI €
dbopMUpOBaHUS TPABOBON MPOTPaMMHBIMH U alMapaTHBIMU CPEACTBAMHU
MO3ULIUU obecreynBaroNIMMHK 3aUTy HH()OPMAILIUY B
KOMITBIOTEPHBIX CUCTEMAaX.

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/IeMH4YeCKHX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcst ¢ npenoaaBarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4aromuxcst

OO01mast TpyA0€MKOCTh JUCHIUTUIMHBI COCTABISET 2 3a4CTHBIX SUHHUIL, 72 aKaJeMUIECKIX YacoB.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAM Y4EOHOU JEATEILHOCTH MPEICTABICHO B
tabnuie 4.1.

Ta6ymna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI 110 BUJAAM YU4COHOM JIeITeIbHOCTH

Beero  |CemecTpsl
4acoB |3 cemecTp

Bunbl yueOHOM nesTeIbHOCTH

KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 34 34
JIek1IMOHHBIE 3aHATUA 10 10
IIpakTHueckue 3aHATHS 24 24
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 38 38
BHeayIMTOpHAasi padoTa 00y4alIMXxcs ¢ npenoaaBaresjieM, BCero
IToaroroBka k 3auery 7 7
[ToaroroBka kK TECTUPOBAHUIO 7 7
Harmmcanne oT4yeTa mo mpakTHYeCKOMY 3aHATHIO (CEMUHAPY) 24 24
O0mas Tpya0eMKoCTh (B 4acax) 72 72
OO0mas TpynoemMKkocTh (B 3.e.) 2 2

5. CTpykTypa u coJep:kaHue TUCHHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eiTeJIbHOCTH

CTpyKTypa ITHUCIUIUIMHBI 0 pa3jeinaM (TeMaM) M BUJaM y4eOHOH JesATeIbHOCTH MPHUBEICHA B
tabymue 5.1.
Ta6ymma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACSATEIHHOCTH

Jlek. | Tlpak. | Cam. Beero wacos dopmMupyembie

(6e3
3aH., 9| 3aH., 4 |pal., g KOMIIETEHIIUN
HK3aMEHa)

Hazpanust pa3znenoB (TeM) AUCHUITIIUHBI
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3 cemecTp

1 TIpaBoBOE ObOecTieueHHE 2 4 4 10 [TK-2
nH(pOpMaITMOHHOM 6€30MacHOCTH
2 OpraHuzanroHHOE 00ecIeYeHHe 2 4 4 10 [IK-2
UH(POPMALIMOHHOM 6€301MacHOCTH
3 Be3onacHOCTh OMepalMOHHBIX CUCTEM. 2 6 6 14 [IK-2
4 Be3omacHOCTh CUCTEM 0a3 TaHHBIX. 1 4 4 9 [1K-2
5 be30nacHOCTh BBIUHUCIUTEIIBHBIX CETEM. | 4 12 17 [IK-2
6 Kpunrorpadudeckre METOIBI 3aIIUTHI 1 2 6 9 [K-2
UHPOpPMALIUH.
7 TexHu4eckure KaHaJIbl yTEYKH 1 - 2 3 I1K-2
nHpopmanuu.

Hroro 3a cemectp| 10 24 38 72

HUroro| 10 24 38 72

5.2. Conep:xanue pa3iesoB (TeM) JTUCHUNINHBI

Coneprkanne pa3ienoB (TeM) TUCHUTUTAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B Ta0mIe 5.2.
Tabmua 5.2 — Coneprkanue pa3zienos (TeM) TUCHUILIMHEI (B T.4. IO JEKIHUSIM)

Hazpanus pa3nenos (tem)
JUCHUITIINHBI

Coneprxanue pasiesion (Tem)
JUCIUILINHBI (B T.9. IO JICKIHSIM)

TpynoemkocThb
(JIeKIMOHHBIE
3aHATHSA), U

dopMupyembie
KOMIIETCHIIUH

3 cemecTp

1 IIpaBoBoe obecnieueHue
UH(POPMALIMOHHOM
0e3onacHoCTH

[Tonsarue nudopmarmoHHON
6e3onacHocTi. MHpOpManmonHoe mpaBo
B TEOPUHU TOCYAApCTBa U MpaBa.
WNndopmanus kak 00bEKT MPaBOBOr0
peryiaupoBaHus. 3amura HHGopMaIum.
WHudopmanys orpaHi4eHHOro JOCTYIIA.
IIpaBoBBIE OCHOBBI CIIOJIB30BAHMUS
OpraHU3aIMOHHBIX U TEXHUYECKUX
CPEZCTB 3alIUThl HH(OPMALIHH.
JIuueH3upoBaHUe JesTeIbHOCTH B
o0acTu 3amuThl HHGOPMAIIUH.
Ceprudukanus, cTaniapTu3anus,
aKKpenuTanus B

uHpOopManoHHOM chepe. FOpuanueckas
OTBETCTBEHHOCTH 3a HapyILlIEHUE HOPM
3alIUThl HH(OPMALIHH.

I1K-2

Uroro

2 OpranuzaimoHHOE
obecneucHue
nH(OpMaAITMOHHOM
0e30macHOCTH

DYHKIMU OPraHU3ALMOHHOMN
COCTaBJISIIOLIEH CUCTEMBI 3aILIUTHI
uHpopmaruu. Perimamenramus paboThs ¢
uHbopMalen 1 €€ HOCUTEISIMU.
PernmamenTtanus neiicTBHil Ipu
OCYIIECTBJIEHUU UHPOPMAIITOHHBIX
npoueccoB. PersiiamMenTtanus paboTsl ¢
3JIEMEHTaMU CUCTEMBbI 3aIUThI
uHdopmanuu

I1K-2

Hroro
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3 be3zonacHocTh Pecypcel onepalMOHHOM CUCTEMBI. 2 [IK-2
OTIEPAIIMOHHBIX CUCTEM. |MeTtozsl obecnieueHrus nHHOPMATMOHHON
0€30MaCHOCTH B ONIEPALIMOHHBIX
cuctemax. AyTeHTHU(UKAIUS B
OTIEPALIMOHHBIX CHCTEMaX.
Pasrpannuenue nocTymna K 3aiiuiiaeMbiM
o0bekTaM. AyJIUT COOBITUH.
Hroro 2
4 be3omacHoCTh cucteM | Benenue B 6a3bl JaHHBIX. be3omacHOCTh 1 [1K-2
0a3 JaHHBIX. 0a3 JaHHBIX.
Hroro 1
5 bezonacHoCTh OCHOBHBIE TEPMUHBI U ONIPEACICHUS. 1 [1K-2
BBIYMCIIMTENBHBIX ceTei. |Kmaccudukanms cereit. Tumosas ceTh
KPYITHOW OpraHu3anuu. Y poBHU
nH(OpPMAITMOHHOW HHPPACTPYKTYPHI
KoprnopaTtuBHOU ceTu. Knaccuduxarus
yIpo3, YSI3BUMOCTEMH, aTak. 3alluTHbIE
MEXaHU3MBbI U KOHTPMEPHI
Htoro 1
6 Kpunrorpaduueckue Tepmunosnorus. TpeboBanust k 1 [K-2
METO/IbI 3AIIUTHI KkpurnrocucteMaM. OCHOBHBIE aJITOPUTMBbI
UHpOpPMALIUH. mdposanusi. CuMMETpUYHbIE
Kpuntocuctemsl. Kpunrorpaduyaeckue
x3m-GyHKuu. Kpunrocucremsr ¢
OTKPBITHIM KITFOUOM. Y TIOCTOBEPSIOIIUI
LEHTP.
Hroro 1
7 Texuuueckue kanansl | O6mme noustus. CTpykrypa, 1 [1K-2
YTeUKH UH()OPMALIHH. KJaccU(UKaIus U OCHOBHBIC
XapaKTePUCTHKH . TEXHHUECKUX KaHAIOB
yTeuku uHpopmanuu. ATTectanus
00BEKTOB HHPOPMATH3AIUH 110
TpeboBaHUSIM 0€30MaCHOCTU
uHbOopMaIuu
Hroro 1
Uroro 3a cemectp 10
Htoro 10
5.3. lIpakTn4yeckue 3aHATUSA (CEMUHAPHI)
HanMeHoBaHue MPaKTUYECKUX 3aHATUN (CEMHHAPOB) MIPUBEACHO B Tabmuie 5.3.
Tabnuma 5.3. — HauMeHoBaHMe NMPaKTUYESCKUX 3aHATUN (CEMHHAPOB)
Haspanwust paznenos (Tem) HaumenoBanue npaktuueckux | Tpynoemkocts, | Popmupyembie
JUCITUTITUHBI 3aHSITHI (CEMHUHApPOB) q KOMIIETEHIINHN
3 cemecTp
1 TIpaBoBOE obOecmieueHne 3anuTa nepCcoHaNbHbIX JaHHBIX U 4 [IK-2
nH(}OpMaAITMOHHON KOMMEPYECKOM TailHbI
0€30ITacHOCTH HUtoro 4
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2 OpraHu3aioHHOe [TonmuTrka 6€30MaCHOCTH U 4 [1K-2
obecnieueHue WHCTPYKIUU TSI COTPYTHUKOB
UHGOPMAMOHHON TIPETPHUSITHS
0€30IMacHOCTH HUtoro 4
3 be3onacHoCTb 3amura KOMIbIOTEPHON 4 I1K-2
OTIEPAIUOHHBIX CUCTEM. uH(pOpMaIlMU Ha YPOBHE JIOCTYyTa
B CUCTEMY
Hcnonp3oBanne GpU3MUECcCKux 2 [TK-2
HOCHUTEJICH U 3aLUTHBIX CUCTEM
Ha UX OCHOBE
Hroro 6
4 be3zonacHOCTh cUCTeM 0a3 OLneHka puckoB 4 [K-2
JAHHBIX. nH(GOPMaIMOHHON 06€30MacCHOCTH
Hroro 4
5 bezonacHoCTE 3ammra OT aTak I0 JOKAJILHBEIM U 2 I1K-2
BBIUHCIUTENbHBIX CETEH. IJ100abHBIM CETSAM
3amuTa ot BpenoHocHoro 110 2 I1K-2
Hroro 4
6 Kpunrorpadguueckue Hcnonw3zoBanue mudpoBaHus it 2 ITK-2
METO/IbI 3aIIUThI HH(OPMALIUH. | 3aIIUTHI JAHHBIX
Hroro 2
Uroro 3a cemectp 24
Hroro 24

5.4. JlabopaTopHbIe 3aHATHSA

He npeayCcMoOTpeHO y‘le6HLIM IIJTaHOM

5.5. KypcoBoii npoekT / kypcoBasi padora

He npemycMOTpeHO Y4eOHBIM IIaHOM

5.6. CamocTosiTesibHass paboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadyuue 5.6.
Tabnuua 5.6. — Buapl caMOCTOSTEIbHON paObOThl, TPYJO0EMKOCTh U JOPMHUPYEMbIC KOMIICTECHIIMU
Bunnl
Haspanus pasnenon . Tpynoemkocts, | DopMupyembie
CaMOCTOSITEIIbHOU @®opMBI KOHTPOJIS
(TeM) TUCIUIUTAHBI q KOMIIETEHIINHT
paboTsl
3 cemecTp
1 IIpaBoBoe IToaroroBka k 3auety 1 [1K-2 3auér
obecnieuenue [ToAroToBKa K 1 [K-2 TectupoBanue
MH(POPMALMOHHOH TECTUPOBAHUIO
GesonacHoCTH Hanucanue oT4eTa 1o 2 I1K-2 Oruer 110
MPAKTHYECKOMY MPAKTHUYECKOMY
3aHATHIO (CEMHHApY) 3aHATHIO
(cemunapy)
Hroro 4
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2 OpraHu3aioHHOe [ToaroroBka k 3auery 1 [IK-2 3auér
obecnieueHue [ToaroToBKa K 1 TK-2 TecTupoBaHue
MH(POPMALMOHHOH TECTUPOBAHUIO
GesonacHoCTH Hanucanue oT4eTa 1o 2 [1K-2 Oruer 110
MPaKTUYECKOMY PaKTUYECKOMY
3aHATHUIO (CEMUHApPY) 3aHATHUIO
(cemuHapy)
HUrtoro 4
3 bezonacHOCTE [ToaroroBka k 3auerty 1 TIK-2 3auéT
ONEPAMOHHBIX CUCTEM. |[ToaroroBKa K 1 IIK-2 TectupoBanue
TECTUPOBAHUIO
Hanucanue oryera no 4 [IK-2 Otuet mo
MIPaKTUYECKOMY IPAKTUYECKOMY
3aHATHUIO (CEMUHApY) 3aHATHUIO
(cemuHapy)
Hroro 6
4 be3zonacHocTs cucteM |[loaroroska k 3auery 1 I1K-2 3auér
0a3 JaHHBIX. [ToaroToBKA K 1 [1K-2 TectupoBanue
TECTUPOBAHUIO
Harnucanue otyera no 2 [IK-2 Otyet no
MPAKTHYECKOMY MPAKTHYECKOMY
3aHATHIO (CEMUHAPY) 3aHIATHIO
(cemunHapy)
HUtoro 4
5 be3onacHOCTh [ToaroroBka k 3auery 1 [1K-2 3auér
BBIYHCIUTCIIBHBIX [ToaroroBka k 1 [1K-2 TectupoBanue
CeTeH. TECTHPOBAHMIO
Hanucanue oruera o 10 [1K-2 Otuer no
MPaKTUYECKOMY MPaKTUYECKOMY
3aHATHUIO (CEMUHApPY) 3aHATHUIO
(cemunHapy)
Hroro 12
6 Kpuntorpadpuueckue |[loaroroBka k 3a4ety 1 [1K-2 3auéT
METO/IbI 3aIHUThI Hanucanue oruera o 4 [IK-2 Otuer no
HHpOpMALHHL. [PaKTUYECKOMY [IPAKTUYECKOMY
3aHATHUIO (CEMUHApPY) 3aHATHUIO
(cemuHapy)
IToaroroBka k 1 TIK-2 TectupoBanue
TECTUPOBAHUIO
Hroro 6
7 Texunueckue kanausl |[Tonroroska k 3auery 1 I1K-2 3auér
yTeukd HHPOPMALUH. | [ToAroToBKa K 1 TIK-2 TectupoBanue
TECTUPOBAHUIO
Hroro 2
Hroro 3a cemectp 38
Hroro 38

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHUHU AUCHHUIIMHBI,

M BHJOB 3aHATHIA
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CooTBeTcTBHME KOMMETEHINH, GOPMUPYEMBIX MPU U3YUECHUU NUCHUILIUHBI, U BUIOB 3aHSATUH
MpeACTaBICHO B TabuIe S5.7.
Ta6muma 5.7 — CooTBETCTBUE KOMIETEHIIUN, (HOPMUPYEMBIX TIPH U3YUECHUN TUCIUTIINHBI, U BUTOB

3aHATHN
dopmMmupyemebie Bunpl yueOHOI AesITebHOCTH
DopMBI KOHTPOJIA
KOMIIETCHITNH Jlek. 3aH. |IIpak. 3aH.|Cam. pa0.
I1K-2 + + + 3auét, OTUYeT N0 NPaKTUYECKOMY 3aHATHUIO
(cemunapy), TectupoBanue

6. PeliTuHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4YaIOIINXCH
6.1. basuibHbIe OLeHKH /151 POPM KOHTPOJIA

bannbHble oLieHKH U1t OpPM KOHTPOJIS IPECTaBlIeHbI B Tabnuie 6.1.
Tabauna 6.1 — bannpHble OLIEHKU

. . | MakcumanbHbIi 6
MaxkcumanbHbIN MaxkcumanbHbIN
3a mepuod Mmexnay | Bcero 3a
DopMBI KOHTPOJIS 6amn Ha 1-y10 KT ¢ 6asu1 3a Iepuos
2KT u Ha KoHeI CEMECTP
Havana cemectpa | Mexay KT u 2KT
cemecTpa
3 cemecTp
3auér 0 0 30 30
TectupoBaHue 5 5 10 20
Otuet no 15 15 20 50
NPaKTHIECKOMY
3aHATHUIO (CEMUHApY)
Hroro makcumym 3a 20 20 60 100
nepuos
Hapacraromum utorom 20 40 100 100
6.2. IlepecueTr 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb
[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb TPEJCTABJICH B TaOIUIE 6.2.
Tabmuia 6.2 — [lepecuer 6AJIIOB B OIICHKH 32 TCKYIIUH KOHTPOIIb
basel Ha 1aTy TEKyIIero KOHTPOJIsA Onenka
> 90% ot MakcuMaIbHOI cymMMbI OamtoB Ha naty TK 5
Ot 70% no 89% ot MakcuMabHOM cyMMBI O6aioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% oT MakcuMalIbHOI cyMMBbI OaioB Ha gaty TK 2

6.3. IlepecueTr cyMMbI 02/1710B B TPAAUIIMOHHYIO M MEKIYHAPOAHYIO OLIEHKY

[lepecueT cymMMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOAHYIO OIICHKY MPEJCTaBIEH B TaOIuIe
6.3.
Ta6muma 6.3 — Ilepecder cymMMbl 0AJIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Hrorosas cymma 6asios,
Onenka YYMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)

IK3aMeH

5 (oTMYHO) (3a4TEHO) 90— 100 A (oTIU4HO)

4 (xopor10) (3a4TE€HO) 85 -89 B (ouens xopor1io)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)

3 (YIOBJIIETBOPHUTEIHHO) (3a4TEHO) 65— 69

60 — 64 E (mocpenctBenHo)
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| 2 (Hey1OBJIIETBOPUTEILHO) (HE 3aUTEHO) | Hwxe 60 6amos |F (HGYILOBJIGTBOpI/ITeJIBHO)|

7. Y4yeOHO-MeTOAMYeCKOEe U HH(POPMALMOHHOE 00eceuyeHrue TUCIHILINHBI
7.1. OcHoBHas1 JUTEpaTYpa

1. I'py3aesa, JI. M. OcHOBBI HH(OpMAITMOHHOM 0€30MacHOCTH : yueOHoe mocobue : B 2 yacTsax / JI.
M. I'py3aeBa. — Mocksa : PYT (MUUT), 2017 — Yacte 1 — 2017. — 101 c. [DnexTpoHHBIH pecypc]:
— Pesxxum mocrtymna: https://e.lanbook.com/book/188704.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. Kopabenbuankos, C. M. Ilpectymienus B chepe nHGOpMAMOHHON 0€30MacHOCTH : yaeOHOe
nocobue st By30oB / C. M. KopabensaukoB. — Mocksa : U3narensctBo FOpaiit, 2023. — 111 c.
[DnexTpoHHEIH pecypc]: — Pexxum goctyma: https://urait.ru/bcode/519079.

7.3. Y4eOHO-MeTOANYeCKHe TOCO0OHS
7.3.1. O6s13aTe/IbHbIE YUeOHO-METOAUYECKUE MOCOOHSI

1. «MeTtoauueckue yKazaHUS K MNpakTUUecKUM paboraM mo aucuuniuHe «OCHOBBI
uHdopmannonnoit 6e3onacHoctu» / SAxumyk A.1O., Kone A. A., Koctiouenko E.1O. 2022. — 69 ¢
[DnexTponHsIi pecypc]: — Pexum goctyna: https://disk.fb.tusur.ru/zi/practice.pdf.

2. 3amuTta uHpopManuu. MeToAMYECKHE yKa3aHHA K NPAKTUYECKHM 3aHATUSAM H
camocTosTenbHON padote cryaenToB / KoneB A. A.. 2018. — 9 ¢ [DnexkTpoHHbIi pecypc]: — Pexum
noctyna: https://disk.fb.tusur.ru/zi/practice_g2018.pdf.

7.3.2. YueOHO-MeTOaAUYEeCKUE MOCOOUS A5 JUII
€ OTPAHMYE€HHBIMHU BO3MOKHOCTSIMH 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeToAnUECKEe MaTepHabl Il CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yUaIOLUIUXCs
W3 YHCIIa JUI] C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbsI 1 MHBAJIUAOB MPEIOCTABISIIOTCS B popMax,
a/IaTITUPOBAHHBIX K OTPaHUYEHUSIM X 3I0POBBS U BOCTIPHSITHS HHPOPMAIINH.

Jist M1 ¢ HApYIIeHUsIMU 3PeHUs:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

Jist M1 ¢ HApYIIeHUsIMU cJiyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU (opme.

J1st 1M1 ¢ HApyIeHUsIMU ONOPHO-ABUIATEJILHOI0 annapara:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPodeccHOHATIbHBIE 0a3bI JAHHBIX
U UH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

[Ipu u3ydeHWU AMCIUIUIMHBI PEKOMEHAYETCS 00pamiaThCs K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHCTeMaM, K KoTopbiM Yy TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannvh.

8. MarepuaibHO-TEXHHYECKOE U MPOrPaMMHOe ofecrneyeHue JUCIUNINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MPOrpaMMHOe o0ecreuyeHue JJIsl JIEKIIMOHHbIX 3aHATHH

Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U UHAUBUIYaTbHBIX KOHCYJIbTAIIHA,
TEKYIIEro KOHTPOJIS U MPOMEXKYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHS C TOCTATOYHBIM
KOJIMYECTBOM MOCAI0OUYHBIX MECT I y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAApTHON y4eOHOM
Mebenbto. MiMeroTcss MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUnBAIOIINE
TEMaTHUYECKHE WIUTIOCTPAIMH 110 JICKIIMOHHBIM pa3fiesiaM AUCIUILTHHBL.

8.2. MarepuaibHO-TeXHHYECKOE H IPOrPaMMHoOe o0ecredeHue Al NPAKTHYEeCKUX 3aHATHI

Ay,Z[HTOpI/ISI MOACIIUPOBAHUA, MPOCKTHUPOBAHHUA MW ISKCILJIyaTallUU I/IH(l)OpMaIII/IOHHBIX n
AHAJIIUTUYCCKUX CUCTCM: yqeGHasI AyaUTOPUA NI IPOBCACHUA 3aHATHHI MpPaKTUYCCKOIro TUIla, y‘IGGHaSI
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ayauTOPUS U1l IPOBEICHUS 3aHATHM JTabopaTopHoro tuma; 634045, Tomckas ob6nacts, r. ToMmck, yiI.
Kpacunoapmerickas, 1. 146, 407 ayn.

Onucanue uMeroerocss 000pya0BaHus:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- KommuiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTers.

[IporpamMmMHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepuaibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecredyeHue 1Jisi CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jleanna npocnexkr, a. 40, 101 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 107 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 130 ayn.

Omnucanue UMeEIoIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednuBalOT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeny TYCYPa.

[TepeueHs mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepl/laﬂbHO-TeXHH‘leCKoe odecneyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIB30BAHUEM CPEICTB 00YUEHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYWIEHHSMH CJYyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEIOaBaHUs
JUTsL 00YYaIOIIUXCSl C UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayauTOpus, B
KOTOPOW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapylIeHUeM CiyXxa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIOMIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha SKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeAcTBa
npuema/nepeaadyn yueOHo nHGOpMaIMH B JOCTYIHBIX GopMax, MOOMIBHON CUCTEMBI OOYUYCHUSI IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMHU 110 OPTaHU3aAUMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUM

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 3a AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIE 9.1.
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Tabmmma 9.1 — @opMbI KOHTPOJISI M OLICHOYHBIE MATEPUATIBI

Hasanus pasnenos (rem) PopmHpyemEIe ®opmbl KoHTposst |OueHouHble MaTepuaisl (OM)
JCIUTITUHBI KOMITETCHIINH
1 TIpaBoBOE ObOecTicueHHE [1K-2 3auér [lepeuenb BOIIPOCOB 115t
nH(bOpMaLIMOHHON 3a4era
OesoracHoCTH TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
Oruer o TeMbl NpaKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHITHIO
(cemuHapy)
2 OpraHu3aloHHOE [IK-2 3auér [Iepeuens BOIIPOCOB It
obecrnieyeHre HHHOPMALIMOHHON 3a4era
6e30macHOCTH TectupoBanue [IpumepHsIil nEpeYEHb
TECTOBBIX 3aJaHUN
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
3 be3onacHocTh onepannonsbix |11K-2 3auér IIepeyens BOnpocoB 11t
CUCTEM. 3aueTa
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
Ortuer no TeMbl MPaKTUYECKUX 3aHITUI
IIPaKTUYECKOMY
3AHATHIO
(cemuHapy)
4 be3omacHOCTh cucTeM 0a3 [1K-2 3auér [Iepeuens BOIIPOCOB 11t
JTAHHBIX. 3aueTa
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
Ortuer no TeMbl MPaKTUYECKUX 3aHITUI
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
5 be3onacHOCTh [1K-2 3auér IIepeyens BOonpocoB 11t
BBIYMCIIUTENbHBIX CETEH. 3aueTa
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
Ortuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3aHATHIO
(cemuHapy)
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6 Kpunrorpaduueckue metonst |I1K-2 3auér [Iepeuyens BonpocoB i

3aIUThl HHHOPMALIHH. 3adera
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHSATHUIO
(cemunapy)
7 Texunueckue kaHaibl yreuku |[1K-2 3auét ITepeuens BOIIpOCOB 1Jist
UHPOpPMALINH. 3aueTa
TectupoBanue [IpuMepHbIii IEpeUeHb

TCCTOBBIX SaﬂaHI/Iﬁ

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILIMHE TpUBeAcHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU ILIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHUS 11O

JTHUCITUTUINHE
dopmynupoBka TpebOBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYCHHS
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHUE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyAOBIETBOPUTENBHO) | MAKCUMAIBHOMU | UITU (pparMeHTapHBIC YMEHHUH UIn HABBIKOB HJIN
CYMMBbI 0aJIOB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o01ue, HO He B LI€JIOM YCIIEIITHO, B LIEJIOM
(YZIOBIIETBOPUTENBHO) 69% ot CTPYKTYpUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCUMaJbHON 3HAHUS CHUCTEMAaTHUYECKH | CUCTEMATHYECKOe
CYMMBI 0aJIOB OCYILECTBIISIEMOE pUMEHEHNE
yMEHHUe HABBIKOB
4 (xopotio) ot 70% 1o c(hOpMUPOBAHHBIE, B LIEJIOM B LIEJIOM
89% ot HO CoAepKalue YCIICIIHOE, HO YCIIEIIHOE, HO
MaKCUMAaJIbHOU OTIEIbHBIC coJieprKaliye coJieprKaliue
CYMMBI 0AJUTOB | TIpOOJIEMBI 3HAHUS OTJeNTbHBIC OTJEITbHBIC
mpoOesbl yMEHUE poOebI
MIPUMCHCHHE
HABBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHbIe | CHOPMHUPOBAHHOE YCHEIIHOE U
MaKCUMaJIbHOW | CcHCTEMaTHYeCKHe yMEHHE CHUCTEMaTHYECKOe
CYyMMBbI 0aJIOB 3HAHUA MpUMEHEHHE
HABBIKOB

[Ikana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTH KOMIIETEHLIMI IIpuBeieHa B Tabmuie 9.3.
Tabaua 9.3 — Illkana KOMIJIEKCHOM OIIEeHKH C(OPMUPOBAHHOCTH KOMITETEHINI

Onenka ®opMmyaupoBKa TpeOOBaHUI K CTENIEHU KOMIIETECHIIUH
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kakag u3 HMKeNepeduCIeHHBIX 3ajJay, M3I0XKEeHHBbIX B JlokTpuHe MHGOpMaIMOHHOMN
6e3omacHoctu Poccuiickoit deneparuu, He OTHOCUTCS K 3a/1a4aM roCyJapCTBEHHBIX OPTaHOB B
paMKax JIesTeIbHOCTH M0 00ecTieueHnI0 HHGOPMAITMOHHONW 0€30TTaCHOCTH:

a) obecrneyeHue 3alUTHl MPaB U 3aKOHHBIX MHTEPECOB TIpa)JaH MU OpPraHU3alui B
nH(bOpMallMOHHON cdepe;

b) omieHKa cocTOsIHUS MH(POPMAIMOHHON 0€30MacHOCTH, IPOTHO3UPOBaHUE U OOHApYyKeHHUE
MH(OPMALIMOHHBIX YTpO3, ONpeae/ieHHe MPUOPUTETHBIX HAMPaBICHUN UX MPEJAOTBpALICHUS U
JUKBUJIAIIUY TTOCJIEICTBUN UX MPOSBIICHUS;

C) MIaHUPOBaHUE U pa3paboTKa Mep IO MPOBEACHUIO KHOeppa3Be0BaTEIbHBIX ONEPALINi;

d) opraHum3zanus AESATEIBHOCTH W KOOPAMHAIUS B3aMMOJECUCTBUS CHUJ OOeCleueHUus
MH(pOpMaIMOHHOM 0€30MacHOCTH, COBEPIIEHCTBOBAHHE MX IPABOBOI0, OPraHU3allMOHHOTO,
OINEePaTUBHO-PA3BICKHOTO, pPa3BEABIBATEIBLHOTO, KOHTPPa3BEABIBATEIHLHOTO, HAYy4YHO-
TEXHUYECKOTO, HHGPOPMANMOHHO-AaHATUTHUYECKOTO, KaJApOBOr0 U 3KOHOMHUYECKOTO
obecrieyeHus.

2. B craggapte CHIA "Kputepuu OI€HKH TapaHTHPOBAHO 3AlIUINEHHBIX BBIYHUCIUTEIHHBIX
CUCTEM B MHTepecax MUHUCTepcTBa 000poHbl CLIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAUEHUH,
KOTOPBIM OTBEYAIOT aBTOMATHU3MPOBAHHBIE CUCTEMBI, OHH Pa3/ICJICHbI Ha. ..

a) 5 Kaccos;
b) 4 rpynmsl;
¢) 3 MHOXECTBA;
d) 2 moarpymmel.

3. UTo W3 HMKENMEPEUHCICHHOTO HE OTHOCUTCS K MEPEYHIO CBEACHUM KOH(PUIACHIIMAIHLHOTO
xapakrepa, yreepxaeHHoro [Ipesuaentom Poccuiickoit deneparun?

a) Ciy>xeOHble CBEJIEHUS, JOCTYI K KOTOPHIM OIpaHUYeH OpraHaMU rocyJapCTBEHHOH BJIAacTH B
cooTBeTcTBUU ¢ ['paxaanckum koaekcom Poccuiickoit @enepanuu u deaepaabHbIMU 3aKOHAMU
(cimyxeOHas TaitHa),

b) 3amuimaeMpie TOCY1apCTBOM CBEJCHHS B 00JACTH €r0 BOCHHOW, BHEIITHEIIOIUTHIECKOH,
SKOHOMHYECKOM, pa3BeAbIBATEIbHON, KOHTPPA3BEABIBATEIBHON M OINEPATHUBHO-PO3BICKHOMN
JIeATEIIbHOCTH, PACIIPOCTPAHEHHE KOTOPBIX MOXKET HaHeCTH ymiepo 6e3omacHocTH Poccuiickoi
denepanuu;

c) CBenenus, cBA3aHHbIE C TPO(ECCHOHAIBHON AESITENbHOCTBIO, JOCTYN K KOTOPHIM OIpaHUYeH
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B cooTBeTcTBUM ¢ KoHcTurynuenr Poccuiickoit denepanuu u genepalbHBIMU 3aKOHAMH
(BpaueOHasi, HOTapHUalbHAs, aABOKATCKAs TaiHa, TalfHA MEPENUCKH, TeIe()OHHBIX TIEPETOBOPOB,
MOYTOBBIX OTIIPABICHUH, TeerpadHbIX WU UHBIX COOOIIEHUH U TaK Jajee).

4. Cranpapt CIIA «Kpurepuu olleHKH rapaHTUPOBAHO 3aIUILIEHHBIX BRIYUCIUTEIBHBIX CUCTEM B
nHTepecax MUHUCTEpCTBA 000poHBI CIIIAY Ha3BIBAIOT ...

a) «OKenrtoit KHUTO¥Y;

b) «OpaHXkeBbIM JOKYMEHTOM;
¢) «OpaHKeBOW KHUTON;

d) «KpacHbIM criuCKOMY.

5. Monens yrpo3 6e3omacHocTH HH(pOpMAIIMK HE BKIIFOYAET B CeOsI:

a) Onucanne MHPOPMAITMOHHON CUCTEMBI U €€ CTPYKTYpPHO-(DyHKIIMOHAIbHBIX XapaKTEPUCTHK;
b) Onmcanue yrpo3 6e3omacHOCTH HHPOPMAIINH;

¢) Onucanne BO3MOKHOCTEH HapymuTelen (MOAeIb HAPYIIUTENsS), BOBMOXKHBIX YS3BUMOCTEH
nH()OPMAITMOHHON CHCTEMBI,

d) Craguu (9Tamnsl paboT) CO3IaHUS CUCTEMBI 3aIUTHl HH()OPMAITMOHHONW CHCTEMBI.

6. IIpu MakeTUpOBAaHUM U TECTUPOBAHMHM CHCTEMbI 3aIIUTHl HHPOpPMALUU WHPOPMALHMOHHOMN
CHUCTEMBI B TOM YHCJIE€ OCYIIECTBIISIOTCS:

a) IIpoBepka paboOTOCTIOCOOHOCTH W COBMECTHMOCTH BBIOPAHHBIX CPEICTB 3aIIUTHI
nHbopMaluu ¢ WHOOPMALIMOHHBIMUA TEXHOJIOTUAMU M TEXHUYECKHUMH CPEICTBAMU;

b) YcraHoBka cpeicTB MOHUTOPUHTA CETEBOM HHPPACTPYKTYPHI;

c¢) Pa3zpaboTka JOKYMEHTOB, OIpeIesSIONINX MpaBuiia U IPOLEAYPbl, peau3yeMble OIIepaTOpOM
s obecmedeHUss 3amuThl HHGoOpManuu B MHOOPMAIMOHHOW CHCTEME B XOJ€ €€
AKCIUTyaTaluy;

d) BHeapenue AOKYMEHTOB, pEriaMEHTUPYIOIIUX OPraHU3allMOHHBIE MEPHI MO 3al[UTe
nHpopmanuu.

7. Metonnueckuii gokymeHT ®CTOK Poccum «Metoauka ompeneneHuss 0€30MacHOCTH
nHpopMaluu B ”HGOPMAITMOHHBIX CUCTEMAaX» MPUMEHSETCS COBMECTHO C:

a) bazoli maHHBIX ysA3BUMOCTEH, pa3dpaboTaHHOW DenepanbHOU Ciyk00i 0€30MaACHOCTH
Poccuiickoit deneparuu;

b) bankom gaHHBIX yrpo3 6e3omacHoctu uHbopmaruu, chopmupoBanabiM ®CTIK Poccun
(ubi.fstec.ru);

¢) O6menocTymHON 6a30i JaHHBIX KOMITBIOTEPHBIX YTPO3;

d) I[lepeunem cBeneHnit KOHPUACHITHATHHOTO XapaKTepa.

8. AHayim3 ys3BUMOCTEH HH(POPMAITMOHHON CUCTEMBI POBOJIUTCS B IIEIISIX:

a) OueHku BO3MOKHOCTH MPEOJOJIEHUS HAPYUIMTEIEM CHUCTEMbI 3allUThl MHPOpMaLUU
MHOOPMALIMOHHON CUCTEMBl M MPEAOTBpAUIeHUS peanu3aluuud yrpo3 0e30MacHOCTH
uHpopmanuu;

b) Onenkn 3 PeKTUBHOCTH UCTIONB30BAHUS MMOJUTHK Pa3TPAaHUYCHHS TOCTYTIA;

¢) OnTumu3auuK TPOU3BOAUTEIBHOCTH MPOTPAMMHO-aNNapaTHbBIX CPEACTB 3alUThI
uHpopmanuu;

d) CermenTarnuu nHGOPMAITMOHHOW CUCTEMBI.

9. CucTteMHBbIH mponecc NoJy4eHus: O0bEKTUBHBIX KaU€CTBEHHBIX M KOJIMYECTBEHHBIX OLIEHOK O
TEKyIIeM COCTOSIHUM HH(QOpPMALMOHHONW 0€30MacHOCTH KOMIAHUU B COOTBETCTBUH C
onpeAeNéHHBIMA KPUTEPUAMU U TOKa3aTeNsiMU 0e30MacHOCTH Ha3bIBaeTCS:

a) ATtrecTarus;

b) Aynur;

¢) Ceprudukarus;
d) ITenrecr.

10. YTto U3 HUKENEPEYUCIEHHOTO HE OTHOCUTCA K MEXKIYHApOJIHBIM METOJIUKaM MPOBEACHUS
TECTUPOBAHUS HAa IPOHUKHOBEHHUE, OPUEHTUPOBAHHBIX Ha MOJEIIMPOBAHHE aTaK, HAIIPABJIEHHBIX
Ha CETEeBYI0 HH(DPACTPYKTYpy OpraHU3aluu:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbctpaktHoe (popmanu3zoBaHHOE WU HEPOpMaTM30BaHHOE) OMUCAHUE HAPYIIUTENS TTPaBUII
pasrpaHuyeHHsl TOCTyIa Ha3bIBACTCS:
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a) XapakTepucTUKa HapyLIUTes;
b) Mopens HapyIIuTeNs;

¢) Cuenapuii HapyIIUTEIS;

d) Mopenb HCTOYHUKOB yTPO3.

12. Kakoe W3 HMXKEMEPEUUCICHHBIX HAMpaBICHUM HE OTHOCHUTCA K aTTeCTallud OOBEKTOB
nH(popmMaTU3auK Mo TpedboBaHUsIM 0€30MaCHOCTH UH(POPMAIIUHN:

a) ArTtecTranus aBTOMAaTU3UPOBAHHBIX CHUCTEM, CPEACTB CBsA3HM, 00pPabOTKH M mepeaadu
uHpopmanuu;

b) ArTecTtauus mnoMelleHUU, MpeAHa3HAYEHHBIX IJs1 BeJCHUsS KOHGHUIEHIMAIbHBIX
MIEPETOBOPOB;

¢) AtTecTarusi pabo4rx MECT ¢ 1EbI0 OIEHKH YCIOBUH TPya;

d) AtTecTanus TEXHHUYECKHUX CPEJICTB, YCTAHOBJIEHHBIX B BBIJACICHHBIX MOMELICHUAX U
3aIUIIAEMbIX TOMEIIEHUSX.

13. Crparerus (MeToa) TeCTUpOBaHUA (YHKIIMOHATBHOTO TMOBEICHUS O00BEKTa (IPOTPaMMBI,
CHCTEMBbl) C TOUKHM 3PEHHUS BHEUIHEr0 MUpa, NPU KOTOPOM HE UCIHOJb3YETCS 3HAHHUE O
BHYTPEHHEM YCTPOUCTBE TECTUPYEMOI0 00BEKTa
a) TecTupoBeHUe YEPHOTO AIIUKA;

b) TectupoBanue 6en0OTO SIMMKA;
¢) TectupoBanue KpacHOIO SLINKA;
d) TectupoBaHME HEM3BECTHOTO SIUKA.

14. Meroauka TECTUPOBAaHMS HA TPOHUKHOBEHHUE HA3bIBACTCS:

a) Ayaur;

b) IlenTecr;
¢) Honeypot;
d) Metasploit

15. UTo u3 HMXKENEePEeUnCICHHOTO HEe OTHOCUTCS K ATaly aHalM3a PUCKOB MH(OPMAIIMOHHOMN

0€30MMacHOCTHU:
a) [TocTtpoenune Mozeny HapyIIUTES;
b) Unentudukamnms pecypcos;
¢) Unentuduxamus 6uzHec-TpeOOBaHUN U TPeOOBAHUN 3aKOHOJATEIHCTBA, MPUMEHUMBIX K
uneHtTuduupoBanHbIM pecypcam; d) OueHnBanne HACHTUGUIIMPOBAHHBIX PECYPCOB C YIETOM
BBISIBJICHHBIX OM3HEC TpeOOBaHUM M TpeOOBaHUM 3aKOHOAATENBCTBA, a TAKXKe MOCIEICTBUI
HapyLICHUS UX KOHPHUIESHIUATbHOCTH, LIETOCTHOCTH U JOCTYITHOCTH.
16. Kakas yrposa 6e3omacHocT HH(DOPMAIIUHU SBISIETCS MPEeTHAMEPEHHOH ?
a) Ommobku nepcoHana;
b) C60it mporpaMMHOT0 00ECTICUCHHS;
¢) ®anbcudukanms, MoaesIKa J0KyMEHTOB;
d) OTKpBITHE AIEKTPOHHOTO MUCHhMa, COAEPIKAIIETO BUPYC.

17. TeppuTtopusi BOKpYT OMENICHUH aBTOMAaTU3UPOBAHHONW CUCTEMbI 00pa0OTKM TaHHBIX, KOTOpas
HEIMpPEPHIBHO KOHTPOJIUPYETCS MEPCOHATIOM WM CPEACTBAMU aBTOMATH3UPOBAHHON CHUCTEMBbI
00pabOTKHM JaHHBIX HA3BIBACTCH ...

a) HexkoHTponupyemoii 30HOH;

b) 30H0i1 MOMeIIeHN aBTOMAaTU3UPOBAHHOM CUCTEMBI;
¢) 30H0i1 06a3 TaHHBIX 3aNTUIIIAEMON CUCTEMBI;

d) 30HOI KOHTPOJIUPYEMOU TEPPUTOPHH.

18. Yrposa auBepcuu OTHOCUTCS K ...
a) CyObeKTUBHOM MTpeTHAMEPEHHON MMPUYMHE HAPYIIICHUS 1IEJIOCTHOCTH HH(OPMAITUH;
b) CyObeKTUBHOMN HEMPEeTHAMEPEHHON MTPUYMHE HAPYIIICHUS 1IEJI0OCTHOCTH HH(MOpMAITUH;
¢) OObEeKTUBHOM HEMPETHAMEPEHHON MMPUYMHE HAPYIIICHUS 1IEJI0CTHOCTH HH(MOPMAITUH;
d) OOBeKkTHBHOI MpeTHaMEePEHHOM MPUYNHE HAPYIICHUS 1IETOCTHOCTH HH(POPMAIIUH.

19. IlepexBar naHHBIX ABJISETCA YIPO30il:
a) JloctynHocTu;
b) KondpunennnansHOCTH;
¢) llenoctHOCTH;
d) JoctoBepHOCTH.

20. IIpomomxwuTte Te3uc BepHo: Knacc 3amau «JlereaaupoBanue» mo 3ammTe HHPOPMAIIHH. . .
a) He cymectByer;
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21.

22.

23.

24.

25.

26.

27.

28.

29.

b) IToTepsin akTyaJdbHOCTb B CBSI3U C IEPEXOJOM Ha HOBbBIE CTaHIAPThl CUMMETPUYHBIX
KPUIITOCUCTEM;

¢) Ilpenmonaraer BKJIIOUYEHHE B COCTAB BJIIEMEHTOB CHUCTEMBI 00pabOTKH WHQpOpMAIUHU
JIOTIOTHUTEIbHBIX KOMIIOHEHTOB;

d) O6benuuseT 3agaun MO OOECIECYCHUIO TMOJYUYCHHS 3JTOYMBIINUICHHUKOM HCKaXKEHHOTO
MIPEJICTaBICHUSI O XapaKTepe U MpeJHa3HaYeHUH 00bEKTa.

Puck nadopmanmonHoii 6€301MacHOCTH 3TO

a) Yucro ysa3BUMOCTEHN B CUCTEME;

b) OTHOILIEHNE CTOUMOCTH CUCTEMBI 3aLIUTHI K BEPOSITHOCTH €€ «IIPOCTOS»;

¢) Coueranue BEPOSTHOCTH YTIpo3bl HHOOPMAIIMOHHON 0€30MacCHOCTH M MOCEACTBUU €&
HACTYIIJICHUS;

d) OrneHKa CTOMMOCTH 3allIMTHBIX CPEJICTB.

COBOKYNHOCTb YCHOBUH U (PAKTOPOB, OMPEACIAIOMNX MOTEHUUAIbHYIO WIIH PEalbHO
CYIIECTBYIOIIYIO OMAacHOCTh HapyLIEeHUsS KOH(UIECHIHAIBHOCTH, LIETOCTHOCTH, JOCTYIHOCTH
nH(pOopMaIy Ha3bIBACTCH ...

a) Yrpo30ii 6e30macHOCTH;

b) KomnsroTepHoii 6€3011aCHOCTHIO;

¢) AHanu3oMm yrpos;

d) Arakoit Ha HTHOPMAIIMOHHYIO CUCTEMY.

UTo0 U3 NEepeUrCcICHHOr0 MPOUCXOIUT MPU UCTI0JIb30BaHNU RAID-MaccuBoB?

a) [IpousBoauTcs moaHoe mudpoBaHue JTaHHBIX;

b) ObecnieunBaeTcst 60e€ BEICOKUH YPOBEHD 3aIUTHl OT BUPYCOB;

c) [loBbImaercss HaAEKHOCTD XpPaHEHUS JAHHBIX;

d) YBennuuBaeTcs MakcUMallbHAsI IPOMYCKHAsI CIIOCOOHOCTH CETH.

3aKII0YUTEIbHBIM ATAIOM OCTPOEHUS CUCTEMBI 3alUTHI SBJISETCS ...

a) AHanu3 ysI3BUMBIX MECT;

b) [lmanupoBanue;

¢) O6cnenoBanue;

d) ConpoBosxieHuHe.

UTo 13 mepeynciaeHHOro He UCTIOIb3YeTCs B ONOMETPUIECKOH ayTeHTuGuKanumn?

a) PucyHox manuuisipHOTro y30pa;

b) KnaBuatypHblii TO4epK;

¢) [InactukoBas kapTa ¢ MAarHUTHOM MOJIOCOM;

d) Pamgyxnas o60s0uka riasa.

K kakoif mojcucteme He MPEABABISIOTCS TpeOoBaHUS B PykoBonsimeM TOKYMEHTE
«Knaccudukanusi aBTOMaTU3MPOBAHHBIX CUCTEM U TpeOOBaHMII MO 3a1uTe HHHOPMALIUN?

a) yIpaBJICHUS TOCTYIIOM;

b) peructpanuu u y4era;

C) TEXHUYECKOU 3alIUThl HH(OPMAITUH;

d) obecnieueHHs 1EIIOCTHOCTH.

3ammrTa uHPOpPMAaIIUH ITO:

a) JleaTenbHOCTh MO MPEAOTBPALICHUIO YTEYKH MH(DOpMALMH, HECAHKIIMOHUPOBAHHBIX U
HEMpeTHAMEPEHHBIX BO3/ICHCTBUI Ha HEE;

b) CoBOKYNHOCTb MpaBuj, PEriaMEeHTUPYIOMHUX HNOPSJOK U YCIOBHS JOCTyNa CyObeKTa K
nH(pOpPMaLlUU U €€ HOCUTEISIM;

¢) IIpomecc cbopa, HakoIJIeHUsI, 0OpPabOTKH, XpaHEHUS, pacHpeeJICHUs M MOHCKa
uHpopmanuu;

d) Ilonydyenue cyObEKTOM BO3MOXHOCTH O3HAKOMJICHUS ¢ MH(OpMAIUEil, B TOM YUCIIE TIPU
MOMOIUIN TEXHUYECKHUX CPEJCTB.

Yposens 6e3onacHocTr C, cornacHo "OpaHXeBOil KHUTE", XapaKTEPU3YETCs:

a) OTcyTCTBHEM yIpaBIIEHUS JOCTYIIOM;

b) [Ipon3BOJIBHBIM YIIPABICHUEM JTOCTYTIOM;

c¢) [IpunyIuTENbHBIM YIIPaBICHUEM JOCTYTIOM;

d) Bepudunupyemoii 6€3011acHOCTHIO.

CBOHCTBO JOCTYHNHOCTH JOCTHIaeTCs 3a CUET NMPUMEHEHHS Mep, HalpaBICHHBIX Ha
MOBBILICHUE:

a) AyTeHTHYHOCTH;
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30.

31.

32.

33.

34.

35.

36.

37.

38.

b) HenpotuBopeunBocTy;

¢) OTKa30yCTONYMBOCTH;

d) HeotkazyemocTu.

Kakum TepMUHOM Ha3bIBaeTCs 3alllUIaeMble TOCYJapCTBOM CBEACHHS B 00JIaCTH €r0 BOCHHOM,
BHEIIHETIOJUTUYECKOM, SKOHOMUYECKOMW, pPa3BEAbIBATEIILHON, KOHTPPA3BEABIBATEIBLHON U
OTNIEPATUBHOPO3BICKHON NESATEIbHOCTH, PACIPOCTPAaHEHHE KOTOPBIX MOXKET HAHECTH yIepOo
6e3onacHoctH Poccuiickoit deneparun?

a) Kondunenunansuas napopmanms;

b) CekperHast uHpOpMAIIHS;

c) Boennas TaiiHa;

d) l'ocynapcTBeHHas TaiHa.

[Tonyyenue noctyna k uHpopMmanuu cyObeKTOM B HapylIeHHE ACHCTBYIOIIEH MOJIUTHKH
pasrpaHuyeHHsl OCTyIa Ha3bIBACTCA. . .

a) HecaHknmoHUpOBaHHBIHN TOCTYTI;

b) 310yMBITIUICHHBIN JOCTYIL;

¢) Hepaszpemennslii 10CTyIr;

d) 3ampeTHbIif 1OCTYII.

Kaxoit Bug nHGOpMaIiy He OTHOCUTCS K KaTETOPUH KOH(GUISHITNATLHON HHpOpMAIIK?

a) KomMmepueckas Taiina;

b) TaitHa cy10npON3BOICTBA;

c¢) IlepcoHanbHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiHa.

Kakum tepmuHOM (coriacHo 3akoHonaTedbcTBY P®) HazwiBaeTcs nrobas wHpopManmus,
OTHOCSIIASACS K MPSMO MJIM KOCBEHHO ONpPEEICHHOMY WIIU OlpenenseMomMy GU3nuecKkoMy
iy ?

a) Kondunenunansuas napopmanms;

b) IlepconanbHbIC TaHHBIC;

¢) Mudopmarust mpo TUIHOCTS;

d) Madopmanmst ¢ orpaHHYECHHBIM JOCTYIIOM.

Kananpl HecaHKIMOHUPOBAHHOTO MOJIy4Y€HUs HH(OPMALIMU CTPYNIUPOBAHBHI B...

a) 3 kiacca,

b) 4 knacca;

¢) 7 KJ1accoB;

d) 9 xmaccos.

HabGop HOpM, mpaBui U NpakTUYECKUX MPUEMOB, PEryIHPYIOUIUX YIpPaBICHUE, 3aUIUTY U
pacrnpocTpaHeHHUe LIEHHON HHPOpMAaIIH, Ha3bIBAETCH ...

a) Mogenbio 6€301acHOCTH;

b) Metoaom mmdpoBanus;

¢) KommeroTepHo# 6€3011acHOCTHIO;

d) [TonuTuko# 6G€30MacHOCTH.

O6mast, pykoBosasi yCTaHOBKA IPU OpraHU3aluy U 00ecTeueHnr COOTBETCTBYIOLIErO BUAA
JesITeIbHOCTH, HallpaBJeHHas Ha TO, YTOOBl HauboJiee Ba)KHbIE I€JU 3TOM NEsITEIbHOCTU
JOCTUTANIMCH TPU HanboJjiee paroHaIbHOM PacX0I0BaHUU UMEIOIIUXCS PECypCOB — ATO ...

a) Muccus;

b) Ctparerus,

c) OyHKIu;

d) IIpomecc.

UYTo U3 mepeyrcieHHOro He SBISETCS 1IebI0 IPOBeIeHus ayiuTa 0e30nacHocTr?

a) AHalu3 PHUCKOB, CBSI3aHHBIX C BO3MOKHOCTBIO OCYILIECTBIICHUS yIpo3 0€e30MacHOCTH B
OTHOIICHUU PECYPCOB CUCTEMBI;

b) BripaboTka pekoMeHIanui MO BHEAPECHUIO HOBBIX M TMOBBIIMEHUIO d(PPEeKTUBHOCTH
CYILIECTBYIOIIMX MEXaHU3MOB OE30MaCHOCTH CUCTEMBI;

¢) Onenka Oyaymiero ypoBHsl 3alUIIICHHOCTH CUCTEMBI;

d) OneHKa COOTBETCTBHUS CUCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 001acTH HHPOPMAITMOHHOMN
0e30macHOCTH

Bri6epute HeBepHoe yTBepkaeHHe. CUTHATYpHBIA METO]T BBISIBICHUS aTaK XapaKTepU3yeTCs:

a) CpaBHEHHEM HCCIIETyeMOT0 O0OBEKTA ¢ paHEe N3BECTHBIMH 00pa3IaMU-ITaJIOHAMH,
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b) CrtocoOHOCTRIO OOHAPYKMBATh paHEe HEU3BECTHBIC aTAKH;
¢) [IpocToToii B HACTPOIKE U IKCIUTyaTaIlMH JJIsI KOHEYHOTO MOJIh30BaTENsl CUCTEMBI;
d) [TonmysipHOCTHIO UCTIOIB30BAHUS B CUCTEMAaX aHTUBUPYCHOM 3aIIHUTHI.
39. 3amaun no pe3epBUPOBAHUIO CUCTEMBI 3AIUTHI JETSATCS Ha:
a) Terioe u Xon0AHOE pe3epBUPOBAHME;
b) XonmoaHoe U ropsiuee pe3epBUPOBAHUE;
c¢) benoe u cepoe pesepBupoBaHue;
d) Toncroe 1 TOHKOE pe3epBUPOBAHUE.

40. Mopenb CUCTEMBI C MOJIHBIM MEPEKPBHITUEM XapaKTEPU3YETCs CIIEIYIOIINM MOJI0KEHUEM:

a) B aBTomMaTu3MpoBaHHON CHCTEME CPEeICTBAMHU 3AIIUTHI KIIEPEKPHITO» OONBIIMHCTBO KaHAJIOB
YTEUKH;

b) B MexaHnu3me 3amIUThHl JOJKHO COJEPIKATHCS MO KpallHEW Mepe OJHO CPEACTBO IS
MEPEKPHITHS JII0O0T0 MOTEHIMATLHO BO3MOXHOTO KaHalla YTeUKH MH(POpMAaIuy;

c) B cucreme 3amuThl NpUCYTCTBYET TOJBKO OJIHO CPEACTBO IJIs MEPEKPHITUS BCEX YIPo3
0e30IacHOCTH;

d) ABTOMaTH3UpOBaHHAsl CUCTEMA SIBJIIETCSI CUCTEMON MHOYKECTBEHHOTO JJOCTYTIA.

41. UacTpyMeHTaJbHasi KOMIJIEKCHOCTh B cdepe HUHPOPMANMOHHOW OE30MacCHOCTH

M0JIpa3yMeBaeT:

a) HenpepbIBHOCTH OCYIIECTBICHUS MEPOIIPHUATHIA 110 3aIIuTe HHGOPMAIUY;

b) 3amuTy nHGOpPMaMK OT BHEITHUX U BHYTPEHHUX YTPO3;

¢) UnaTerpanuro Bcex BUAOB M HanpaBiieHnit b 11 moCTHKeHMS TTOCTaBJICHHBIX 1ICJICH;

d) ObGecneuenne TpeOyemMoro ypoBHS 3alIUTHI BO BCEX JJIEMEHTAX CHCTEMBI 00pabOTKH
nHpopmanuu.

42. Kakoil TOKYMEHT yCTAaHaBJIMBAET LEJb, 3aJa4d U CTPYKTYPY CTaHAAPTOB MO 3aIIUTE
uHpopmanuu, 00beIUHIIONUN aCIeKThl CTAaHJAPTU3aLMK B JaHHON 00JaCTH U SIBISIOIIUICS
OCHOBOIOJIATalOIIMM CTaHIapTOM B 00J1aCTH 3alUThl HH(OPMaLIUU:

a) 'OCT P 52069.0-2013;

b) @3 Nel52 ot 27.07.2006;

c¢) [TocranoBnenue [IpaBurensctBa PO Nel119 ot 01.11.2012;
d) Koncturynus PD.

43. JlesITeabHOCTh MO TOATBEPXKICHHUIO XapaKTEPUCTHK CPEACTB 3aIUTHl HHPOPMAIUHU
TpeOOBaHUSM TOCYIapCTBEHHBIX CTAHJAPTOB UM WHBIX HOPMATHUBHBIX JOKYMEHTOB I10 3aIllUTe
nHpOpMaIUK, YTBEPKIACHHBIX ['oCcynapcTBeHHOW TexHUUYeCcKOoN komuccuelt nipu [Ipesunente
Poccutickoit ®eneparuu (I'octexkomuccueit Poccun) Ha3piBaeTcst
a) ATTecTarus CpeACTB 3aluThl HHPOPMAIINH;

b) Ceptudukarnus cpeacTs 3aniuThl HHGOpMaIIUN;
¢) KomriekcHoe TecTupoBaHue Cpe/ICTB 3alIUThl HH(OpPMAIUH;
d) Bribopka cpenct 3aniuThl HHGOpPMAITUH.

44. Tlonoxenuss @enepanpHoro 3akoHa Nel49 ot 27.06.2006 He pacIpOCTPaAHSIOTCS Ha:

a) OTHo1IEHHUsI, BOSHUKAIONINE MPU OCYIECTBICHUH MpaBa Ha MOUCK, IOJIydeHue, nepeaaqy,
MIPOM3BOJICTBO U PACIPOCTpaHeHHE WH(OPMALINU;

b) OTHOIIEHNS, BOSHUKAIOIINE NMPU TPUMEHEHUN HHOOPMAITMOHHBIX TEXHOJIOTHIA;

¢) OTHo1IeHNsI, BO3HUKAIOIIKME MPU 00€CTICUCHUH 3aIUThl HH()OpMAInK;

d) OTHOmEeHUs, BOBHUKAIONIUE MPU TPABOBOW OXpaHE Pe3yiabTaTOB HMHTEIJICKTYyaJIbHOMN
JESTENIbHOCTH U MPUPABHEHHBIX K HUM CPEJICTB MHAWBHyaJIM3alINU.

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

1. OCHOBHBIE PETYNIATOPHI

2. OcHOBHbIE HOPMATHBHO-TIPABOBBIEC AKTHI

3. Onpenenenusi: uHpopmanus, Oe3omacHOCTh HHPOpMaluH, 3amuTra HHpoOpManuu,
uHpOpMaLMoHHas 6€30aCHOCTb, MH(POPMAITMOHHBIN TPOLIECC, TOKYMEHT, HOCUTEINb

4. CaoiicTBa uH(OpMaIIH

5. Buasl uHpopMaum 1 uX orpeneneHus

6. I'ocynapcTBeHHas TaiiHa

7. OnpeneneHust: yrpo3bl, HECAHKIIMOHUPOBAHHBINA JOCTYII.

8. dopmsl npecTaBieHust HHPOpMAIUU

9. Knaccudukanus yrpo3
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10. CriocoObI peanu3amnuu yrpo3

11. Onpenenenus: 3amuiaeMas ”HGoOpMaIus, TOCTYII, JOMYCK, ysa3BUMOcTh, C3U...

12. Buasl 3amutel nHGOpPMAITUH

13. KoHCTUTYIIMOHHBIE OCHOBHI B MH()OPMAITMOHHOU cepe

14. Joxtpuna b P® (cocraBnstomue HalMOHATBHBIX HHTEPECOB PD)

15. @3 «O6 nundopmanuu, THOOPMAITMOHHBIX TEXHOJIOTUIX U O 3AIUTE HHPOPMAITHI)

16. Tlpectynnenus B undopmarmonHoit chepe (YK)

17. 3agaum opranu3anmoHHOro odecneuenus 31

18. Ympasnenue b

19. Mopens yrpo3 u MOJIeNib HAPYLIUTENSA

20. CnoxHOCTH B pabOTe C MepCOHATIOM

21. Knaccudukanus nHCAHACPCKUX yIpo3

22. CounasibHasi UHKEHEPUS

23. Onpenenenus (nporpammuo-anmnapatHas 3U1): CBT, moctymn, momyck, maeHTudUKamus,
ayTeHTUUKAIISL

24. JINCKpEeIMOHHOE U MaHJaTHOE YIIPABJICHUE JOCTYIIOM

25. Ceprudukamms

26. I'pynmnsl kiaccoB 3amuiieHHocTd AC ot HCJJ

27. MexcereBoil 3kpaH, antuBupyc, COB

28. Kpunrorpadudeckoe npeodpazoBanue, 3amudpoBanue, pacimm@poBaHue.

29. Xom-GyHKIHS U €€ CBOWCTBA

30. DnekTpoHHAas MOIIUCH

9.1.3. TeMbl NpaKTUYECKUX 3aHATHI

3amuTa NepCOHAIBHBIX JaHHBIX U KOMMEPYECKOM TaliHBI

[TonuTrka 6€30MaCHOCTH U MHCTPYKLUH JUISI COTPYJHUKOB MPEAIPUSTHS
3anra KOMIbIOTEPHON HH(OPMAIIMK HA YPOBHE JIOCTYTIA B CUCTEMY
Hcnonb3oBanue pU3MUECKUX HOCUTENEH U 3alIUTHBIX CUCTEM HA UX OCHOBE
OreHka puCKOB HH(POPMALIMOHHOM 6€301MacHOCTH

3amyrTa oT aTak Io JOKAJIbHBIM U INI00aTbHBIM CETSIM

3amuTa ot BpenoHocHoro 110

Hcnonb3oBanue mudpoBaHus Ui 3alUThI JaHHBIX

P NAU AW

9.2. MeTonnueckne peKOMeHIalUH

YueOHBI MaTepuan u3iaraercs B GopMme, Mperoiaraliie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

Hauatpe uzydeHue AuCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: IUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHaia He0OX0IUMO PEryJIpHO
oOpamaTbcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu camMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAaHUS U OCBOEHHS MaTepuaja, BbIIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YYEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh MHAUWBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKAIUH.
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[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3A0POBbS U HHBAJIHU/10B

Jiis nun ¢ OrpaHUYEHHBIMU BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIEHOYHBIE MaTepHaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHalibl OLEHUBAHUA IJs JHUIl C OTPAaHHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusiMH ciyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJIaM 1Jd JUI[ ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHasi popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 3aJaHHUS C UCTIOJIb30BAHUEM CYPIOTIEPEBO/IA.
.HI/IIIaM C OrpaHUYCHHBIMHU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHL. sl Takux OOydaromuxcs mperycMaTpuBacTCs
JocTymHas popMa MpeJoCTaBICHUS OTBETOB HA 33aJJaHMUs, & IMECHHO:

— MUCBMEHHO Ha OyMmare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— Ha0Op OTBETOB C MCIIOJIb30BAHMEM YCIIYT aCCHUCTEHTA;

— MPEJICTABJIICHHE OTBETOB YCTHO.

[Mpouenypa oueHUBaHHs PE3yJIbTATOB OOYYEHHUS JIMI C OTPAHMYCHHBIMH BO3MOXKHOCTSIMHU
3I0POBBSI ¥ MHBAIM/IOB [0 TUCIMILIMHE MPEIyCMaTPUBAET MpenocTaBieHue nHdpopmanuu B Gopmax,
aIaNITUPOBAHHBIX K OTPAaHMYCHUSAM HX 30POBbS H BOCHIPUATHS HH(DOpMALINH:

JL1st SN ¢ HAPYIIeHUsIMU 3PeHus:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.

JI1s1 JIMIL ¢ HAPYHIEHUSIMU CJIyXa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.

JI1s1 JIMIL ¢ HApYIIEHUSIMU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,
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— B IIeYaTHOU (opme.
[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIIOB.
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